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uiS ±A\ S^j*j A^^U! CjKi.ffl csjlia ^j^£ l^l^kl^l jLaj Jll Ajj^jI! JjII a^L^ 

A J Villi L_ljlj^Jl l^jfi Laj co^^xIa J^j ("l^j (j-a djLajlx-all ^jiajxluiluj lijli tillil 
LiJal uLluil l_jIj^11 /j.<u >i AjIaxII xj jLuiaII A>i AjujjI all Ao aII (JaJjJ .Aj1L<JI j AjoLu^VIj 




AiLjaJ CIjV jl ^ Ail a^-1 C'urt^s-f^ Jill ^jl j-all j Clil£jjaJl a^A ^-UjI o^O CliV J 

^Ajjl^ill U^j' 




j! J c^jJ Jll sjjl^il! iio tojLol* fjjki C5 £La 1 ^l! JL^jVI CjUsj c^^A jSI 



<jl JJ AjjjjII c^jjj .JjliU lUUII ^Ijill J Sjlji Jo ^Ul 0 J1\ 

^^^^ 



^jli djULnll Jijl AjtJjjjj dj^L-aj ^.Ijj Ajjj£ (j^fil ^ v w A Ajj-oI ^pal jxOjml (ja ^O jll Joj 

iliuVlS) Aj^U! Ajj^U! JJI Jl^iLol JJ tUj ci^j V ^jIjSII Ija J SjjSUI uuai 

jj9 jj j A-JajVl a^A ^JO^J JJ i Vy'^ L^jjj J>^l ^-^^1 AjjUill oAaoVI jl Ajjjl^ll 



cil^Vl c> U jjo jl 'aJij^S c_iUlV! sjj£ jj l^J (.n^j Jll ^jLUJ! J JL-ajVI 

A_u\j uflll 



7 aJ^A\ : JjVl ci-aiM 




CjX^ jll Ali^j J c j£ G j ^ ill jc. J^U^ii jl U 4^ tjj^ d£ lil 

cilLo j) 4^1,^1 ^JU SijjJ ilia jll oifc ^1 ikU jLaj .CjUlkLJI i> JUJbJI AjJj 

4^! .(j^ l)^) <yjj^ jt (Calj^jLS S^fr Jjk? ^Ijj^ 








a^^ji cjl^Jl o^su Ji£ 



4j£lui^UI CjIIu&I CjVjSjj j jj 

*UJ LIU 2uy.L*»Vl A-uiill (Wi-Fi LjJ U> j*j ^211 j) 802.1 1 jtP^ 



jLo jSI .UjjjIj feZi.il c^UVjll J <LU (802.11a, 802.11b, 802.1 lg) 

^Uj) ^ ^11x11 s-L^il (Jjitu^iaII CIjV j£ j^ll (j-* j-a <c a ^hV'uol 

(JJ^ 802.11 J^^*- 0 AaJ*J djl jjg V'l ^lAaJLul ^jj^l^'u.^ll jjSLaJ ^J^al ^ itill^laiAllj 



^ j*j djLLtt£j (JLgjVI AjJaikla CIjI jj^J S-I^j-jj f> g JUlUj t 




ajI^ii : jjSn 
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f^W ^ J*^ LS-^j) 802.16 o^J^JI lIjVj^jJjjJI ^j&j £y* ft jll 

V] 802.1 1 iilft UU 1*1* Jll <^jxJ! J^U^I ,>xJ J> jAjh (WiMAX 

liA jIjb) *Li5l (jl^Vl J! cjlj^l ou> j^j >h o! .802.11 jji*- tiaj 

.802. 1 1 ^ c> j^j^i c> >-3yi J! 



sAjyij (^LuiUI JL^uVI J j£ JJJJJJ VlO. jl*JJ V Cjtf j£ jJjJJ sjc. 802. 1 1 




to c> IEEE ujj^V'j ^-^3 Jj^l J*—a JjI— :802.11b 

* * * * 

^1 CjIjj^jII t> f2 & .^UJ! LUjj ^ JJLS33I ^L^U! cAl^J! 

Direct Sequence Spread Spectrum - >SL^ UuJal!" 



.GHz J2>U^ 2.282 j 2.412 OP^ 1 ^ ISM 

CliULnll Jail 4-iLl9 dijUu^ 1 1 c£ J>^^ CLJjLuII cJ^ ^Lj 



lU^I JLoSSI ^ c^l^J! ^ j^b ^illj :802.11g 




-dLjl^ a- ftjll j JjSjjjjJI .2003 (j^ji) l)U> j*^ ^ 

AJjjjLjj) S j9 jlij 4 \ > n^U I IuaIS jUx>J1 ^J^ai ^ o^^HaI 

A-o^^Jl 802.1 lg cJj^J^J^W ^'^" Ut Q .^^>^ 4 jq^lij aJja^ a\\ d . Uol^^J 

j^jj <Lu£j ^gJc AaJxJ ISM ^J. 1 ^^ J J AjcUj^II ^jialjC-bU 4 a!| 

Orthogonal Frequency Division -i«t*l*lt Aajsll ^^ ff AiliL^ 
^ c^U^ 54 cAjlnl! Jiil ^ £L5 ."Multiplexing - OFDM 

o^Vi o^j (a^jUII c^li^ 25 ^ J^j <o ^Mj) AjjUII 



DSSS j2 c31 J M 211 1 1 V 1 ^ 1 jio a^^J! 

.802.1 lb Jj^Auj ci^j cs^^ j#r^\ c> lJj^' ^ <^ J^' ci^^ 
^Uj^ll /gjq>^ ^ Jj^^ (J^ t> Ljajl aJc^ Ai^L^Jl cIloj :802.11a 

* * * * 

j^>jj jftj 4999 f^ 1 t> (jf 0 ^) Jj^ 1 ^ IEEE ujj&yh 

^ C4±* 54 JjSjjjjJI ^ cjUUJl ^j^l ^ki .OFDM 

802.1 la Jj^jjjjj J*«d .^j^ 1 27 J*^" <c.^ ^ ajjIjII 



t> ^> AaUiJ ISM V> t> J2>U^ 5.805 j 5.745 cjljjj^l 



^ (jalji. Ail c?i t jS>Li^ 5.320 j 5.170 ttfUjsB oh & UNII 
ii JLm ^ ^BjJi J US .802.1 lg j 802.11b Jj^jj^ 



9 ajI^I! : JjVl J^ll 

c> . JW^ SjjS ^ r b*U ^ 802.1 lg j 802.1 lb ^^j^^^JlAh 



..kaa ^1UJ! (j-o j^-a c-! Jc- j > ^iTqj J jjli (J^jiij A^a! ,Wuo! (jl VJ ' jjjaIxjc. 



j^u cjIjj^j ^ijji jc ?\s*y\ 4jU «ii cj! lui t> jsbii ciiiii 4j1c 




c^X^aj l^l^L^l ^^±5 c±& U lij Lu^ V 802.1 la Jj^jj^ ci^j 



.802. 1 lb/g ^A^jj* t* ^ c> ^ 

Jt ^ J£j a^UJ! c^liLjaVI c> ^ SjjSUI j^U^l! JJ AiL-bVlj l*]Ua 
j! jji^nl! Ajj£ J) j! ^Ull J CljU^ 108 CjUUII Jfc a^ ^ ^ ^ J2 



'802.16 '802.1 In JS-) s^ll ^!j^!j j^! jiji- .«d3£iA *!>! 



b i^si ca^^! c^ll J aJ£JI j a^J! <> t^> (WiMAX j MIMO 

^jJal j j;iC. tg'n'qM jj j lA^)3 jJ Jj£Luia (Jl jLo j Ja^S SjJ^ j & J9 Jla Jj! J^Vl J Jjg 



j 802.11b ^^l^U aj^^U! cjI£^1I *\h Jc liA ^ 

J\ l^U ^ j j£! I^j^uj jUaj U 1 jkj cdlij 802. 1 lg 

(j2jaUjc 2.4 ISM ^ ^V) o^j^ 

All^Vl c> A^j^o AjiU^U! C^l^l fJlc (jJlxo cli^ JU c^jAi ^j! jILo 



.239 ^i^ll ?Sj^U ajjjs j^L^o ^j^j 

.280 ^Ai^al! ?jr jJ! Jo! Jl AjjUj^I! SjjSII Jail ^ ^j^i JJ jrl^L Ja 

113! J^ a^^U! <VJ! c^! jx+i ^iiU ^,^1 ^ILII 



.241 ^i^JI W 

.267 ^iualt ?jr jJ jll J^ul ^J-M J^i Jl! i^jll ^ U 



.240 
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.197 4^L*al\ ^^5^ t> S-ijjull jr jljll Jalij Sjblj aJ! j* lJl£ 



.299 '197 5^1^]! JU <J JxJI U 

++ 

.299 ^iualt fl^p^L-aj J! Jjj-J! Ujttj^ A-^L^I c^l^J! JSLL* j&! ^ U 



<Jaij ^i^VunL 4<h<iVi O^-^ C?"^ 4-daijll <_£Aa t jL n V Li <S^ljt^ ^bVml ^ *i x\ j Ja 

.80 ^i^l £ jlj 

.80 

JjiuoiJ 3jlK<aj J^^J J ^^cLuij ^9 ^^lll ^ J> ajjII (j^a«J Jc (J j> r-t^H ^ *1 j£ <(\ j Ja 

.88 ^ai^ll ?t£^U.li*J 4-£L>V Alx^j 

Ja ( JJ-a 300 ci^ 3 ^ AaLui* 4 jj^ir'l Jc Sj^li l^jL £ jljll A-iaij ^ U a CS^*^ 

.80 ^i^JI jl**]| ^ l3j£ j 31 C5^^ 

.63 

^jlij^a jl S AJc 4iLjal JJC 4_ik*J <iLaiA ^ jL ^ *i j£ Ja 

.136 A^iuall f^jljll Ui3 ^lj*I f jftfl 

jjc dijjjjyL ^ L > jj j ^jxj ^3 j-o -^o^ Aj^Lh^UI <£ajoJ1 ^I^a1u>I ^ *i j£ Ja 



.61 4^1^11 <j j£ U^j a£jLL. 

SjUiU jjLa ±i£ jj ^ Ja <b*> aJjjL I^jjS jj ^j! ^1 <£L^1\ jll J j^jj 

.92 kluall jll ^bt jj.^M <9L^1! Oy^ii 



.134 A^iuaJ! ?jji^! ^ Lbjc SjUi^U jL. ^< ikl^l ljls. jjj Ja 





.279 <^iuaJ! ?J><J< 
.295 ^i^al! ^ ^Ull! 



^ *1 a) i£<^\ >^Vl ^lijjVi jA La ?^ >pq*ij ^jl jA AjjL^a ^jl^aj ^^jc! In'uolj Ja 

.281^i^!^jL 

.17 iaiualj ?^jjU JS^j <jj£ jj Ajo ^1 j$JI ^bl J jjAI! j, rt Vill c_n^ U 

.19 A*L*al\ yi^l^i Vmil J^ l_j^jjj SLal! ^ U 



.20 ^iuall y^LL^Vlj jU^Vlj ^UJ! til jlLl rf&A* Ja 

.22 ^iualt ?1^jjL ^ jj*j ifc Jl jj^I ^U^U! ^Ij^Vl cjI^Ij Ja 

.66 ^aL^II ?Ai2^-A 4 S j to ^Lj ^ '1 A3 c aj£ 
.120 ^i^i ^cr^J JS-Vl Jlj^l ^ jA U 



11 aJ±A\ : jjSn 



.174 



.313 

.157 klyalt jjuJ! Cjli £ jljll Jatfj ^1 jjl J^l ^ U 

.214 



UjlL jjjjj ^ c^j lil c^j jjjVI a^^J till jlSV! jrll^L Ja 



.33 <Aiuall ?liUl ?4^ul! 
.319 iii^aS! jrl^L: jj j £ 

.106 ?4_£L^U! cs ^ui ^j^i ^T^j lJl£ 

.107 



.178 AAiuill ^tjJflkUl t> ^£L:iUI ^^slui ' ' 






♦* o ♦* ** 



.191 AAi^ll ?u*>-JI 



.189 AAlyflll 

.197 iai^aJ! dj^j U aJIj^ ^ittrti lJl£ 



.407 

++ 

http://wndw. net/ 



44 44 44 44 





^ Jlloll ^ .Ethernet ^ ^ AijULJb US ^Ha^ll 

^aJ (j-o j JajL^Jl ^^gJc CIiAaII A^UoH (Jj^Aa j-a idljjJjVi A £ j > o tillui 4 £ 1 > o J J 




.A-uiij liSLoJI (j-<uJa AJ jliiaJI 



.Cjbiiill AJlol J^2 JjJI ill jj JJC bjl! j^tL 
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AjIL^UI £My*A\ AjjU JaiM ^U*l! J] AaLo 4-«iLa ^UII J^il! 
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(jjx-a (3^ J (&*^-° J JaJjjj j) La ^Ajol jl^iA^H jA aJIaV^ a^A (j±i t^ljluLttll ^> > ul fill 



e l j*Vl t> g;jSB lift >( >jSI SJ^ j JiU. Cj| jjJI 



# l^J !^>J^ rttll JajOl jll ji Li S^Li A^^}^. t ; Lioli IgiV 



a^A .A_a9 <J *l j^SI kxjJa jjj^j ^ U jjAj t jh . m ^1 j Aj jaaa. ,J Ajj jx^all JUJ 



* * * * * * 



^j-al j^Jl a^A iaijjJ .(JJ.H^a 4^J-* Jj^J ^A>* AiLjaVL 4 nt a A^^ui Aa> jaII tilloj 

aLLlaI! o^lJ! 




Speed = Frequency x Wavelength 




0* a_u*a aLaj AiLowJI (Lambda X kuJ cs-^ cs^ j) Jj^ 

^ ^Icl ^ AiL^! Jlo limits ^1 a^aI! ^ "^ISJI U 

j Aii*A A_Iaaj (J5\a J^y^ <_S"^ ^ Lal£ll ^1 j-oVl JJjjll Lol <t jjlJljl<i (jJ^ j-a 

^^^^ 

^ aw\a\\ Hertz j^^>^^ -^W ^^j^^ j (^h^Vj^ -0 ) A^-^Ji o^^j .l>°3^^ 



jlSj lA^till ^ ^ j jlc A^j^ ^Ul U A^j* lil ; JtUI i^Ul 



^. jaII J jia x A_ijl3!\dj!^jj 5 = A T jj^ll\^p-« 1 

1 jIa 5 \ 1 = A^jaII JjJa 



1 J MjVuo 20 = 0.2 = ^.J^i Jjia 



^ jjj AiLauJI Amplitude 4*^1 Ljajl ^Ij^Vi tiUlaj 



^ALjjj CS^J ^i 3 ^ 1 ^ ^\*^ AJ^ ^.LJI ^Jajoi ^^Ac ^1 cJ^^ cJ^- 1 -^ (js* 



.Aj..n)nj^£SI ^ jflll AjaU uUnml ^ US V JI>JI !^A ^g-lc AjIaVI t> o^uj ^ 
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<£L^\ cALuiii] aAj jjtf! ts±^\ J\ ' m( J&\ 



i- 






Lu3 




3 Uci 



• * 






^ ^ij (Dipole J jab) vlaSH ^ ^ jUl Ija 




.Mjnijh J^£J| JaIU ajiA JU j^£ll JiaJI A£ j^. ^ 0 . aJ 



cjKi,^ jjiii j\ u*c. :< ^iai j*^ai 
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^ > 300'000'000 = M2I 300'000 = c *>ilH*.>- 

A^iai ^ > io 8 x 3 = 



fxX 



<_£ al>l^luilj bAc A uv Vigil j CliLjJalj^)]! i^ljjjill (J j^. ^ ^UijVl (jC jJJirMi ^JJ 

jj^-^ 'Centi-Meter (cm) j^u^l l Giga-Hertz (GHz) J£>^^ 

J! Micro-Seconds (|is) 



1/100 



1 n 


1/1000000000 


IO" 9 




1/1000000 


10" 6 


m 


1/1000 


IO" 3 




k 


1 000 


10 3 




M 


1 000 000 


10 6 


** 


G 


1 000 000 000 


10 9 


-U-1C. 

** 



:^jL-j ^jJlj 802.1 lb ti^j Aj^UiUl ^ r ^i...>ti ^jii JUJI 



j2>U^ 2.4 

2<400<000'000 



(f) JJjSlI 



(f) ^JSlI \ ( C ) 



1 7 j Jd] ^ub jjill ^ iaJI J! 2uLc 2uiu ^till J— ill 



10 9 x 2.4 \ 10 8 x 3 
>10"' x 1.25 

12.5 



Li 




t>'^ L_fl j^-aj qa j£^\ Jauifill A^jJl Jj^J 



(5 jij (Jill 4j£1u^UI dl^Lk-a^ll jj^)Ja ^pa^)Jxluj ^lll J^jljaJl J ^ g M AJJ ^ j'q \ > u 



Polarization ujUaiiyiV! 




^bj^l! JjLJ! jli ^libj i( d USyi I* ^ <ull J2S3 ^ 




AjIL^UI £Mu*A\ aSL jaill ^U*l! J] A*:*!* :< ^iai J*^ai 
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J aJUI! 0 iA <J lJ Uj , ,V I JLaJ j] .c^Uj! j^J! *LjI rn/n iJ , M I Aj^aI jjjj 



(j-a ^j-oIj l5W-° o-*^ ^ .mj^ j^^ ^ij-aVi jumi 

.electromagnetic spectrum <j**jIaj$*M uLlalb ^ J' j^' j ^ JW^ 

3.8 j 10 14 x 7.5 Otf^jai c& cPj^ 1 fc^j% ^jfll 

(^jjV<^iL) > 400 c> Jl>' c>Ij2 A <J3> 10 14 x 

.(j*J) > j^U 800 




Alternating ^jUIaJI jIjSII ^l^i^VI ajuLS, ci j^Vl g?^ 3 j*^' L-Lkll *l jaJ 
jjll iuSVl 0> 60/50 * j?u) s >ll ^ jUs J Current (AC) 



jsii * ja. Ji^s j) Ultraviolet Aj^iiJI jji aju!^\ tX-Rays/ Roentgen 



1^ J31I *> J^ ^ j) Infrared *l ^ <(<J j*ll * j^JI t> c^VI 



^A=JI * Radio H^ > rtrt fj^i-u J J^' * 



jAj 6^1 jA jLj (JjjLj jjc jrlj^VI aJjj o^j c^ill g-^uLj^l 

J >^ J JUJ! liA . j5>U^ 300 C5^J 3 c> ^JSM Jl~ ^ 




JLJI JS 100 J^ J e^ 1 ^ J) FM ^1^1 JL, jVI 



jjjaU^ l jjj I^jI^jj ^jIjjj (^211 j (Microwave ^jj^Lll) jr^VU 

1 ' jl^^a 30 O^J V A^HaII A^jJI JljJal ^jl JJJj t JJ jAUj> 300 CS^J 




Ajji-^all jrlj^Vl c^Ul^i^l jj^I Microwave Oven <^y^\ ^ij^Vl jj^ 

t l (g y a J J /n.i ^lll Aj£Luj^UI A^JjjaII jjjIx-g CIjI^Jjj JU-o (jj^j (j^> J-^*j jA j ttc jjjjj 



J Jt ^ti A^UJ! jj^ \A*1\ (ijUhVmi^U <^ jjL» c^jj ^1! ^>J! c > J J a JU^l! Ija 

f .ISM band j ^1*11 j a^U^I cjUjjLjII ^ j to-^ jj J&> 

..tiUj^<\l c_fljiall ^ja AjLIaII ^.1 j^-Vi A_nllc. Jc A-ajL^a yjjl j3 ^jjJiaJJ o^lc ClLa j^Jl 



^Lk^ll CjIIijLjII ^jjj JjJI AjjII^ jli tdli t> ^ jll Jc .C^UUl 

J L\*l\ oj± ISM Wj 
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<£L*yi\ ca<^ J\ J-*^ 



10* 



ro J * 



id" 



io'* 



r-o* 3 



10** JO** 




1 

iff 1 * 



10? 



10° 



Iff* 



10 



14 



.^Jaj^l ci^l :2.3 



2.412 - 2.484 JW^I ^ JSM ^ ^jLSII Iaa ^ LuUaI u 

802.1 lg j 802.11b jjjI** ^^1^1 j jj >U^ 

(jlj^VI ^ s jSjIaII cjI J^ajII .(Lyj^ ' j "irtjTim 12.5 J-^S ^.J* Jj^ 

6-5 lWm JjIJ ^ISJI j) >U^ 5.805 - 5.170 ^ jfll Jl^ L-J 



♦* .* * 
Li 




Bandwidth 3-*>Jl u^j^ 



CjKi.ffl A^bj^ll ^ cilLUj *USi S jKj l^ii 




j<\>>i (J**^ jl (g*>l ^il^ll <La^JI ^jiajC. (j! ^1 .CljlAAjjII JjUajl f > al j q a J^jjjjj tAj£Lu»^UI 

- JijAU^ 80 J) J2>^ 0.08 J2>^ 2.48 c^J 2.40 ^lujSB jU* 

s ^<<4J2kll ^jia^)C. <jC jJJir'iU Cc-j^ ^)J^Vi (J^-uJl 



* * * * 

^AjJa A^IIaII AaLuiaI I CLjAb j\ \ aYs*! oAA ^> l^Aaj ^j^J ^^ull CliULnll j 




,1^ u>n La Ulc- 4_iix_-a 



• ** 



Jij <C^)jjj 4 JJ a > uJ (JjJa^j ^» ^ (^5^ 4-WaII A-a^^Jl ^jia^)C 

<J c^jU^ l J jLJI ^aoo dij j^y 1 ^L-a j jp. ^ jc xiu" ;data rate ^UbJI 



.802.1 lb ^ J^j* 1 ^ 2.4 cjl^l *bii-l ^ <J ^ 

* * * * 

l^jjj Lua Lull AiLa^ j£3 Jj jaU-la 22 lU^ sUS ^ j& jL Ja^.V .channels 



CjKi,^ AjjIi Jaill ^U*l! J\ AaLac ^.^Lo i^Jtill J^l 
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.2.4 J**iM c> 




I 3 J 4 5 4 7 t f I* 11 11 11 14 

2412 2.417 2.422 2.42? 2432 2 437 2.442 2 *47 2 452 2.457 2 462 2.467 2.472 2.464 j * J «d 

"TTTTTTTTTTTT T 




I 





■ 

r i 



11 j 6 4 a^VI Ja^V .802.1 lb J \+1a jfc aA\±A\ ^bjjSllj <u2VI :2.4 

** 



. v £+\ j 802. 1 la j 802. 1 lb/g 



JU J jl^ jlio FM ^liyi J- jV< ^ j^ll li* ^ jr^ j-Vl 

c ji>uj .jjjaU-ia 108 ^5^^ JJ J^ J^-' 2^ j^j^^^ 88 ^J* J^) FM 



t jUal 5 j^ 3 < —^^) o* ^S sa ,^\) a 5 ^Ull ^li>D a jjuA AaJaS (j^-oii (jl 



21 k£Ld&\ clAlu^ AjlLj^\ ^Uol! J\ 4A*c :c5 d2i J^ill 



dull SjUV c jL s .(^IcVl CjIjj jfll Cjli ^1) V JSVl 1*2! l3j^ cSjIjJI 

^ >Vl £1 j *«Vl jj^ 88 ^ > ^ii) JUI in c> FM <^&yi 

** / ^^^^^ ** ** 

j^bll li* ^u*j .cs^W-^^ (jl j^' ^Wj*-^ l> (J 2 j*^^ 1800 j J2 





jl (^u) 4(1) (0) ^ ^ jll C^tiUJ! t> Cuj Jfcl ajjp jl J£ 

■CD 




j cjUx^UjIIj *Lj^II (J\ Huygens Principle ^ lK4? 

ls^j (1695-1629 Christiaan Huygens Jwj* u^^U* ls-^j^ 



jjl (J^ajj ^gJc - s-Lall ^ ( ■ UjJaSH ^j^laC. — L-lljJakll j^^>-° ^^W^ ^1 J-«Vl J^Utlua 




:wikipedia.org 





^jJ! jLi^V j^iSlI liA U^Loj .a^jaJ! ^ l^j jio ^11 JSU1I jll 




cjKi,^ a^l jjiii ^lji j\ u*c. :< ^iai j*^ai 
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.^^ mil ill cjjs ^UaiVI AiL^yL * j^l ttti* t> 



j*Vl a^A AiUa ^j-aL^ala! 
<A\a"\ t (J>jS&\ (J^a*J jj^aj ^aulS .jS e-LJl AliS^H ClAjljJall fj\ S\ o^A 




.Ajj^j ^ill ^LJ! j!^ ^ ^U^U! jrl^bU c-jUilSrij jU^V! o^L^I j!^ 

++ 



jA ^ jjJI 11a jli lillil j t jjjALut 2.4 o^jlL I^jj ^Ull J ^ cjlcLiVI ci-^! o-^ 1 




23 <£Ldti £A£^!& ^iuJl J\ - m( J&\ J^ill 




d ■ ) 1 > oT) c-LJl (j-G LuAj&l Aj£Lj^U| t"lKjuiN A unllU ^ liji ^1 .e-Loll 

^^^^ 






3j£WsUI ^1 jkj A^ j ^ jl j > ^all ^ Aiu^ a£l^ jjjb j^ilb c> 





4j£LM c^uill Jjill J] AaLc ^^L. :< ^iai J^al! 
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l^) multipath effects ^jl^l .1*3 jjjL <^a! s jALtJI o^a .jll* J£ ^ 





♦* ♦* 




lis d 






** ** 



bit jaJVI 



^Jajui C VlVi LaI^>J / Jil 




jSj V Ualij ^liSl liA t> ta^Unjl 

.Lbjl £55 



J ^->_^» l,\n>ti t-^A /-i f flj > >i Ciuj 

++ 







.............. 
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<£L*yi\ ca<^ J\ 



j*i J!>u <> Liijajy* :2.6 




1 i r h . L - 

' * it * i i 


1H h ■ , W i J 

"<M. V, V' V. 
V >' " V~X" " v*> r *x- d 

r f 4 j p a ■1*4 ' h ' I ** 1 


It Ji_ ■ Jl _i_ ■ i_ J L " 1_ r 1 1 L " ■ " ' "J 
■ r -" f *• £ * p * j ""j V fc J \. J V \* \. J 

1 a 1 i * ■! * ■ -*i f i r ■ j ■ ■ ■ ffcAi ■"■ 


1 t ■ i >i ■ Pa ■ i ■ i r L i J 

■ 1 1 1 1 1 % 1 1 


. ■* ■ 

■ i. 


*■ ■ ■ ■ *■ * ■ *• p 


V V V V V V V 


fc*X J*'..V fc .V fc >. x.v, .v. P v. „V. r v. 


! * l ■ J i ! 1 J * p *4 > p 


V V 'v 

r p * i * _■_ p_ 

^-i i^j j 


* i , j - p , 

■*■** ■ ■ *»y* *■ v ** 


* ■>*■■> ■ -Ir*"^ ■'■ K*-"^ 


yj,^ ^j^a siA^jj J 


P | ' fc 1 ' \ 'I"*! t \ 



,j^u> i^i :2.7 



Utjjll Jj^ l^iUsMj a^j^II aUj] jjjij 



CjKi,^ AjjIi Jaill J\ Uac. - m( J^\ J^il! 
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J** JLiS ^ LiljaJVl :2.8 



** 



+ 



1 



s 



? 



+ 



i 

i 



- ■ ■ 



.ffifll lAjj^Ij fUJI cA^ttil :2.9 



*tllt o^ii^W u > j (2=1+1) u^jj^ ^UBll i^jSJI yUJI 

jli^j^l L p a ^ a aJ b Sjjill :uc ul ^constructive interference 
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a-jIL^I cALuiiii aAj jjil! ^ifJI J\ - m( J&\ 



destructive fl^l Jw&hj ^± U jAj (0=( 1 -)+ 1 ) 




.interference 



Aj^LuJ AjjjJ 




l?') phase shift ^ J! ^i^VW LjjL^ W 1 * l£ ^ a^j^II 



joiaull (J-ajjjVi alix-aj ajSLlu^UI cijl£jjaJl cJW^ cs^ Interference lAjj*^^ ^11^*^^ ^v'u.n 



SjjUxll Ci\ jSSS) <£L&1\ c^ljU^U a^jUJ! j^L^l! Mill J^V^ t> 



J aJ^£<J! aj^j^I jUiJI <J Lu^ V t A_£L^U! cj5L^ jll *Uj a^I jj ^211 c^UJl 



a^Aujj .CliULnll Jail LiLl2 Ia jjl rajj > ol (j^AJ V LgLgj <A^1a A.^. j-g (JjS ujjl ^jjii^^All (J^-A 

u! V > JI * ^ jJa1 ' ^ ^ line of sight (LOS) j^Ill ^1 f j^L» J^J! ^ 



.6 jLawi ^ ^IjC AjI ^j^j jj^ 




k A-ulLc. j^ij .Ajjit uoll j-oVl lU^*^^ t^jtoJ ^I^JJ jhill In-s Iaaa ^j^J 




Cj1£j iSM ^ub jjill ^jU«JI 2uUc J^all 
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6^A dual j lijj CL_JjLiiVl (J^jj Lj^^ ^'"O^ J ^>*^ £J^all <*^ol (j-a JC jl 
&JA (J jJa j-a Jc ^jiill Ja^llLai Ajli^ll LiJ AJjjIa djliLuixl lAjjJC 



J jl j j-alill ^j^iq-N *ia ^)jJ ^ ^I.JAAuAj liluiAJJ S^jaUsJI a^A Au9l^)-o iilj£^QJ ,^}-aall ^lim 



fej* J & J-^) JjAU jj£ *Uj Jl jl .luu Jja. jjjIII ^Ul^ 4_i^jj JjU .aJL^ <L1 



jll ^LoiaI! iLp jl j jjlll ^Ijujj Ja9 t q t .Vi .jl.jjjj.jj .^-a^l Jl 4 ftJA jJ jc Lja jC 




L_J j I (jjliaajll jjj Jj-g 4 jS \ > u V j Jc- j j> ^i^W lua (_£»^1 J 1 "" 1 ^.. 1 V 

(JS toll jl jl aoxjJI ^ ^lia-all (J£ Lull Ajujjj Jj — d . Iua j ^jSj > u a Jak Jc- 



FreSnel (jiali* I^la ^ 1.j^LAj JaaJl liA c>a jc Jo J j>^\ 1 UjIaj >c _$ 




.zones 



(Fresnel ^ j^VW ^ M ^ J ^ S) d 

^j^j J£ jL jjijjA 1-JJ-a j-a ^Lu ; L-jt » JJ > u V 1 (J^j-o / —uiLuiVl I.JAaj1 (jl V) tAjlxll S.Vl* <fl 

jL Ljajl ^Lii Lj£ # 4jj^£]1 ^I^aVI j-a j^*> ^1 ^jiUajj AJakj (J^jjjJ A-^.^a11 4^^.1 j 

jjj jj-al jll Ja^JU (Jjj1^)9 JgJatla <J Jaj ^jlaUJ .^paxJl 1 ^ > >>t j Jc ^j^j^jjUII 




* * * * * * 

lilluiJ jj^ J t^oU-o j^.u*iJ L_J A JaAjJl Jl 1 A-iakjll j-a ^Ij-oVl j (J^JJJ .C-J 




AiLoiA ^ LSj > 0 ^1 j-oVl o^a jl (_^1 t^jVurtall ]~t-\\\ l^A jc 4 aljA a cijljLui-<» ^>^.V1 (j^ul 



J^JJ LjL^ jjflll liA jl£ lil .ViiJ Lu9 j^l jSM J cLj^. Jl 







djljLjjyi jl (5i ;^tjj ^jjjjjjjjj* Jc (Ja^^Iuj aIa^Ij a^. 

,1 >S1uiaH Ja^JL In A i'qK ( <Uallo jL^jl IAiaII l^A , -Jc t^Lucl CIjULo^JI , ioxj c-l pkL 



. v Uisll Jl SjUVI JL^jl J ^ ^ m j 1 jjjLijll jjj J^ljll 
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<£L^\ cA<^ aAj jjill ^U*]| J\ - m( j&\ lU^I 



^ jLk ^ 4j£L£U1 c^X-a jll *Uj :uc liilc jjj tillilj .( J S j-> 
f j « , ^ *USl Sic JjUi UAi <illil «4jj3 V JL£11 jSl .JSI jo aJ AiJaiall 

.(Jjljxll ^> JjVl J^lja 



r = 17.31 x sqrt(N(d1 xd2)/(f x d)) 



"♦* 



d2 J dl tl^Ua. Jl j-JI AglV^l ^Sj N < jl^VU J^l iilala t L^J jA r 

^ J31I jA f j jllaVU iUSlI AiUJl JjL d jll cs^W^j U£ il^all CjliLaiJI 



:(802.1 lb jl^ll u-^ 6 SUiM) 3 >^ 2.437 ^ ^Jk ^ 



r = 17.31 sqrt(1 x (1000 x 1000) / ( 2437 x 2000)) 
r = 17.31 sqrt(1 000000/ 4874000) 
r = 7.84 meters 



jll I ftj^aUla Ale ^j^ajVl ^ln>>i jjS Lafl (jla 2.16 °J-^ £^J^ J > 0 J J^^ 




r = 17.31 sqrt(0.6 x(1000 * 1000) / (2437 x 2000)) 
r = 17.31 sqrt(600000 / 4874000) 
r = 6.07 meters 



t >• 3.93 JIja 10) 2 jJI ^ J t> J^.LJI 11a CJ k, 

o^A jjl^J 1 1 <oj jVl J^I^S AklaiA ^j-o %60 ^ A_L^a jll c ^>^iVia ^ic 

d ■ U^j] <L^a jll ftlajj J^i*J jl ^)J^l ^UjjI ^gJc CjUjI j^ll ( ■ JJ A K uIaII 

.^jljxll 



cjKi,^ a^l jjiii j\ u*c. :< ^iai j*^ai 
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^UUL-yi ^ - SjJaJ! J tASUall t> fjl.au 4juijU j«£ SjUl aj! J^i 

j-U^j ;4j£LaUl a!^ jll J^c LJlJ iUlc P S j^l! jii*j . j^J! Sjl j^ (SUUJ! j!) 



P~E 2 



V .Sj^ll l_jL^ aIc a-iaaI cijIjl^Jl j!&1 decibels (dB) cfe^-^W s-d-**^ jf**^ 



• . .. . 



dB = 10 x Log (P1 / PO) 



I 0^)jaJU A-ijU jjill 
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<£Ldti cA£^!& ls±^\ J\ - m< J&\ 



(UJ£ SjUl) 1 = jla 0 

1/2 = > 1 

1/4 = > 2 
1/8 = > 3 
1/16 = >4 



2" n = l/2 n = >. n 



.exponential behaviour ^Vl liSjLJl UUj Jiaj U ja j 



t> ' c-&4? ^U-^ 1 logarithm (log) cs^lMj^ 1 1?^ 1 f 1 - 1 ^ 1 u! 



♦* # 



S j^ll UbuJa = Jjlj^ 3 + 



S Jjill t ftx^J = J±1ulP 3- 



S j Jail iJUjJal = (J^olO 1 0+ 



mW c\jJL*l= po W-VI J) <^ dBm ^ j da-*a 

Sj^SlI ^Jjj ts^aljjal ^11* ^Ija ja isotropic antenna <^j>jj/Vt ^Ij^l 
J^i ^ jSl (dipole M^) <J\* A .c^UU^ ^ ^ ^jL^lb 

^Ij^J ^^ull pjll c_jLa^ L?tJjijj&\ jrij^ill 



lmW = OdBm 



Cj1£j iSM ^ub jjill ^jU«JI 2uUc 2ujL. J^aJI 
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2 mW = 3dBm 
100 mW = 20dBm 
1 W = 30 dBm 



<j\ .J^ill lift <J UliJa j*U -Jill ^jAUJI iJjuIJ <J <Jjx^ '''flr'j ^! V 

* * * * 44 



J j^JI 4 LjA all 4 lull ^ 1 g lclflj j 3jSLa^Ul ^1 j-oVI Ajoft L-ilauluj 



* * * * * * 





++ 

* * ^^^^ * * * * 



j£ jJjjJ! JSI TCP/IP <^ CjIL^I j-a l^lc £i±u J&\ iAu^W jxUi 



^1 J^LLJIj JL^iVI CjUILIo ^ jSa^ll ^j^j 




.J>Vl 




ji^ JJJJ ^211 t> <^ TCP/IP ^^Uax^l ^"iViun 
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34 



<j jkll cilli ^ Uj) TCP/IP > jjjjj AjI ^1£&LJ JU <J ^ jj J 




** • 






6 



44 44 




.41^11 ^isai >l :3.i 



papier-mache j^Jl ^ jjM %)&\ £^ ^ J 



44 44 44 44 



35 2< t »\ t j.^t t 



il \\ aUl s^c 4 ilxil ^)j*1uj (jjjlic ,JI aIuj^aII djll^jjdll j^>^ 




* * * * ^^^^ * * 





WW 

* * * * *# 

m Jjall c^ja! J) UJl^jlj J^j ^ ill ^1 




n 




image.jpg 



5o 




□ 



image.jpg 
10 j. 10 «> 



J*j t_^UJl f jL .^.jllj ja^II ^Ijjt i-i^aj packets »^ 

jLaj sjlti ^ jjS 0J j^j jjij ^ilij router ^a>*JI <J\ ^>JI J-^jW 



SJfi J^jU JlaVl jUJIj 2^111 ^J>JI jL^lb ilia JiiSau 
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jll q\ jio c^Ulnll ^ jpJ a^lJ ^jc. a^JI u- 21 ^ .routing table 



4+jA\ ^1 Aj! jA\ U Lie. ^11 j ^ jll d\ jL^l! l_j J! J] a^>]1 

J j^l .(default route ^j&V jr) ^jayi ^ J! 



A-luA-ui V 1 dlLa^lx-all (j a > >i"n ^ji ^in *n j) AJ) Jj-o^aII (j^^C' ilia 

A^^Jl J (J^-^ ((_£*^0^ y*J^J ^J*^J J ^J^Joll Cfij^J ^-J) Jjuj^aII 




.OSI ^ U J^l 




OSI 



Open ittsVl ijSH ISO/IEC 7498-1 

^ j^l j^^^ AluJa j ^ ill j Systems Interconnection (OSI) 

aJ j A-uiill Ai^lll j International Standardization Organization (ISO) 



jj^Jl A\<>«\ .International Electrotechnical Commission (IEC) 
:JU31 ^jA\ j> "ISO/IEC 7498-1:1994" lU^I jUJI 

Mtp: //standards. iso.org/ittf/PubliclyAvailableStandards/ 



37 



qc 4lkL*x> layers cjtfJa sj& OSI <^ <£i^J1 cjULuII 

AAjJall ^j-a djLaAkll jLaiiLoAj dila±m a^A ^j-o J£ ^ j£j t ^jlaaull LfrjJaaU 





ClAiLkll JJJ (Jj^aill l^A ^jjj ,1a jIxj Jill Sa^uW djLa^Jl jj9 jjj Ajli CliS jll J ^» j£j j Iftla 

cs^ j protocol stacks JU-^VI ^ j^jjjjj c> « » ^ 

CjV j£ jjjjJI <c Jloj .TCP/IP j£ jjjjj aJjIo t^j^ U j&\ 
Jil c^Vj^iijjJ! TCP/IP V .CjVL-^U JLW! gi^sli 

^-<ull j^>>i SJ^A all djlajJall 



f> 1 1 Hi 



«ll cjUJJI J&lij ^j^jj ISO/IEC 7498-1 jl»-*il cAL-alj* eJ £ ^ <J 




(J^Jl jA j) Cjjj jjg Vill ^IWu.Aj Lai 




a^A J£ c3^^ .^Ij 







;A^^UJI CjKi.ffl OSI £^ Uj^j ^211 c^llJJ! ^ Lua 4J) 



jilt 






Jc-liiiuj ^1 ASJall Application Layer ^ 

(Jj^l jail O^jc ^aJJ (JIaJj AjLulll jA^ltXA A-ullc. l^X-«J 

J^ull JjSjjjjJIj FTP ^UU!Ji3 J^jjjj HTTP cr^^ 
^ Aiolij <SjU! 6 ^a J&l o^V 1 .SMTP lI^ 




iaj ^jj^V 1 MIME >j2 W311.I t>j «*^i M lJB 



ULul! 




Application 



Presentation 



j£ ^ jtUuti ^U^jjVI s jIjL Session Layer <^MI <i^> ^jSj 

.RPC j NetBIOS J^jSjj* 



Session 



7 



6 




5 



38 



k J] Jj^jjII <L jL Transport Layer ^iLL 



J TCP JJJ ^f^U A^fyaHj <L^ala 4 m a 

( >Jaj .4^1 oJ* lU*J ^ jPj jdt UDP 

(TCP JjSjSj JL.) ^ ^ 






• L ** 




Jail S^lc ^^JxuJj <L^ajll 4_j3jJjj cj-^J ^ UDP Jj^jJ Lai 




Vj^jjjjj j^il Internet Protocol ^jj^V* Jj^jjjjj A 

^1 <LJal! j .Network Layer *£**2iI1 

^ J£j j^U IP ^jja jl jic J!>lk (> CjjjijVlj U-aUJ! 

C> jSjJ (J-aU. JjSjSjjj J ICMP ^ <-)^« J 

dijjojyi Alolaj ^jUakVl (_paxJ ^ Ljajl Alkali A-j ^ > >n ^1} 



.Internet Layer 



J^sl jjII Data Link Layer CjIjLJI j 





l5> Cj£ 






ATM j Token Ring j Ethernet ^ jfe V ' ^ V jj j jj 'H^l 
.(802. 1 la/b/g) £A£*ai ^L-V^ 



* *• 




(j>>» \\\ L^jJaxJ £a AAAJall o^J Al^alaH Jallilt gj^^ J^ 3 ^ t^laa 
Jj^jlb ^^211 ^ bU^I Alkali o jiA .j^U. Jl^u 

JaUill .Media Access Control (MAC) Jalill 

c> Ethernet ^j^V* Jj£jjjjj cA£^L aL*£A\ 



ja j cMAC address W J] Jj—JW 



^1 jl^ J£] 




j 48 c> ^ja uljit 



Transport 



4 



* 

Network 



3 




J 



Data Link 



2 
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^Vl ^ajx]! Physical Layer ^j^l ^LLl! 

cUI jSB <> ^ J*il! Jb>l! JaUl! J] j osi 
ji CAT5 jl c> KL.JSL1I 1^ jjli .^ill ja 

jiS >l JaU J J ^L.V Ul jJ ji till 

.^ub jail! Aiill JSLi* j^ll ^uj^l J 4ilU]| 





.CjILUI 7 fijll ^ 7 fijM J! 1 c> ^ J ^lilJI ^js ^ 

JiJ Jit cjliikll Jc <LL JS ^Lu^l SjS J fjSjll J ^ jL,Vl li* ^ 

Jail AjIIjII c^ULJ^I Jl^jj JjVl aSJJI AjUoUo! Ju£ OSI .V* 

JL^. J « « A\ j\ q \y t B ^juLuJI Aiblall (jC lx<Jl ^Kui (J^ J eUJI J Ajlljlall 



($1 ji^i J 




jll J jUll JUl^l jli c4LI > c> c^l ill JI 




u 




,ULull 




^Ljjall) J. 



3151! CjILU 



^ MAC uij 1 ^ 

A^y& ^jflj US /LflSIIj JjV 





An 




J 




iUII 



J 




J 




.I 




(j£.AJJ 1^5 j9 U j Ajtjl^)ll jiiiall jLulujl ^11 ©jjIsIaII dil^ jjsS\ (J^a«J ^ll^J ^3 ,£fuJ 



pO*^ rt J ^*+J* fe%^jl l cIjVj^jJjjJ ^ ^ uu ^ j CjIjj^ajII C! 5^i*l ^ijAjll liA j9jJ 



A , H iiJa J^Ja j^ki ^ J^LL. A-a lUUU! TCP/IP jS jJjJJ jll 

JI Cij jijVU 4i^ill C^VU t> J jrij^ll liA Lu , on ^ ^linkill" J 



, LSa dilLJa (jji^k (j* Ail ja S 




TCP/IP ^jj-s 

(jU- ,> 4ij>i >i U£ Ujj tjbxx (OSI ^^h) TCP/IP jfi*d V 



2<, >,U 
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Ul jjjj TCP/IP j£ JJJJJ £u j^VI jJa&Vl Lyiill .Cjj jSjVI 

•4_ilLil! L) ^aJI cjtfikl! i^iiffiH TCP/IP 



• ** 





ill 

* 

Network 



3 



diLLnll <L*a j 

Data Link 


2 


Physical 


1 



4i±La) Ul*]| <Liall QAj^ <xjLJ! j 4ju^LuJI j djlifkll OSI ^ J*^ 

yjVl cALUl ^Lj ^ TCP/IP jrijAj ^ (Application Layer cjliukill 









J\ AiL^VU TCP/IP ^V^iijj, jrf OH ^ M j« J 



.TCP/IP jS jJjjJ lU*^ <j2M c_jl£ull! ilu-aj *Uj .ik. lilcl 



1 L 



La l_a±1a AjLoj j Jo^j jSj ^ jL j-ai^ Ja^j jic TCP/IP ^ ^Ltli^l Llil^J 




ULl&l! UiliSlVlj (CjULuII lUj AiJa) £jL5ll liA j^l 

.(Cullnkil! ALL) AlL* jll 0 iA Ai^ ^Lu, ^ill JULoVI UiJaj^ j! <JL, jl! l^L^, 

Please Don't Look In s jW^^ « 



jUj! 1 j^lj (Jljll AiJa) ^jlJaJ! 4i jill ^Uillj 






41 2<^\ \ : <MtMi J.^li 



Physical / Data Link / " :o^\ A 4 "The Attic 

."Internet / Transport / Application 



Internet Protocols ^jSJyi ^VjSjjjjj 



4Cjj j^VI >-^c (J L*l wU dV jS jjjjJI j^I TCP/IP jS jjjjJI <c 





Transmission Control Protocol J^W ^Sa^ll Jj£jjjjj <> li* jI^jj 

J\ Lki Aj^I Internet Protocol (IP) Jj£j2jjjj (TCP) 

Internet c±>j±ii\ JjSjjjjj 5-*>h LjJ TCP/IP . '^l'.""'^ ^Ajjjjj t> 

.TCP/IP £ ij* 3 1> M jBj 55ftSB cjliAJl J^jj protocol suite 



(IPv4) ^JSiVI JAjSjj. t> yljM c> li* ^ »- 



I p c«J^ 

.172.16.5.23 J 192.168.1.1 '10.0.17.1 IP ^J^VI OijUt 



(jl_jj*Jlj 0.0.0.0 u 1 ^ 1 aw ^ 2^ t^'j ^ j^V 1 uij^ 5^ 
255 x 255 x ) u 1 ^ ^b 1 ^ W t> A!jw ^ c> 




O^jliJI >i* t> V tkJ J 0- ftjll (4,228,250,625 = 255 x 255 

lA JJC- <jc A^fuillj <L^alQ o^A^a jjjaM Iaj^S ^1)*-* » l^a>lLd^U ^tlL^a dujlj 




d^JjJjVI (JJjUc Aj, Wll ^aUaj ^^gAc (J^i» ill \ g > >>» JJ 4 JajS^ftll djl^ uoll J^JJ (j^ C3 * • *U 



LjLail ^iVuo'i ^ji^lll AjjA Jj3 IP dij^jVI (jjjllc (J^j' ^jj 





djl^Audllj (jjjUxll dale j)a-\ a ^c^j < I^Ij1j^1 ji (_$^-\ Clilli^J l^J 4 i-^aj^a^iSl <c ja-^ a\1 

Ljajl SjjjSII Ajcjall (j^ .subnets j^^W ji sub-networks <^ j^' 



address space l^j^* 1 ^ ^^-^ ^lk^ ^^1^ ^ .ji^i cAS^A ^ 
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70.U.2 




70J.J.2 



iiljjf»31J SjjjS IP lijjuj (JJjUc (.(Jily,! Qjj CJji-yi 4iui jjft J#*iuy ;3.3 Jii 



n0.1.1.2 6l^l(A 



Silt (>aJi*JI tf i .4ix&l a i$j ^luaUl 



Subnets ^j^i 

^US L^i ^ ^jllj) subnet mask £Ua 
L» * in™ jj^j IP cjjjjjyi (netmask <iaL^ ji network mask 



ilia AjuLill t> IP Cjj jSiVI U 1 J***- ^Ui W J-^ 

tt*ifl cjliLk, jje. ]J& ^jiil ^jL-Vl 11a .255.255.255.0 

Classless sjbe> J! CIDR jL-^V 1 ./24 ^ j^' c> 255.255.255.0 

.RFC 1518 ^ c5^l j Inter-Domain Routing 



^ 8 




^-Ua]tL24 



^ /24 £tfill (jli dlLI .Al^JI 0 iA ^ U 4^ £-UI 

^1 cjUJI .lie. 32) U^lJI Sj^.bU t3al><JI IP cjjjjiVI o 1 

glk^l .(256 = 2 8 ) ^ tsljjc 256 ^ jrf 8 = *S*ai 

i j (00000000 J .0) J] uiJ^ °'*> J J f te5-1 

^ p b*i-^U Ujk. 254 ^ U- (1 1 1 1 1 1 1 1 J .255) broadcast ±$ u 1 ^ J! 



SjUiU U ja 
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. jal^JI IP cjjj^VI (jljic. (AND j ) SjSU-.ji ajL«JI (j.uku a£^JI <*jal J**j 

J >J JiiLJI *>JI J\ ^Lia ^UjII fjSjtfl ^ "1" ^1 cjUJI 

^UJI ^ki .^«15 JjUaII *>ll "0" i-jSJI J^"^l ^ ^ ^ill 

I j] " 1 " a^l jU <j jLolo ^' " JjSjj cjj (AND j j 

4JI ."0" ji^J] ^jjLolo 21 SI j& htj c^l j]| ^jLj <jjli<JI cjUJI t> J£ 

.( AND J ) AjjlUI ^LuJ ^j^aJI gl±A\ gu,*. ^ Lu9 





jc j 255.255.255.0 ^1 (fi^i u^ 1 

:"0" ^ jL^ Vi« J£ S-aji cjli 8j "1" ^ 24 

255 255 255 0 

11111111 11111111 11111111 00000000 



j ) a^u-.Ji ajL«JI tuLaj 10.10.10.10 ^>"VI jljit ^ ^USII liA tjjjki ait 

aj^] cjUJI ^ (AND 



10.10.10.10: 00001010.00001010.00001010.00001010 
255.255.255.0: 11111111.11111111.11111111 .00000000 



10.10.10.0: 00001010.00001010.00001010.00000000 

t> ^ uifes .10.10.10.0/24 J ai ^1 u'j^ c> lU^- j 

0 l>Jb Jiii^yi f% 10.10.10.254 -i 10.10.10.1 -j Is* ^ uiJ^ 

.dJol^ 10.10.10.255 jljiJIj *£*5II ,jl>£ 10.10.10.0 

Sjii ^ J^Aj ^ jBj (CIDR /15 ji) 255.254.0.0 JS* ^ ^ M 
.10.1.255.255 ^ 10.0.0.0 -j ttf feljfc. 131,072 c> ^ 
256 c> csj^ J5*M J*- ^ 512 J\ ^ ^ ^ 
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:Ws J^j 10.0.0.0 - 10.0.0.255 e iA JjVl a£^I £#-51 .tsljSe 

10.1.255.0 - Sj^Vl J\ J J) 4^ liSAj 10.0.1.0 - 10.0.1.255 



Jc U*i. J£ cjibJ iia J\ ^-Vl tt*5M ^ L^l .10.1.255.255 

^ ^ -C 1 ! «t3ljte 16 1^^^^ 8192 J tsl ^ 65,536 



• U^) ^ L$J* (J^y LjL^ o^A Qa l£ jj^J (Jl t^C-J (J^a-Jl 



U ji^l Jj^JI jli a£^J! 5*2^ A^uJI SjjjSII JlJfrVl c> jM cs^ 
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Jji^l 

** 


CIDR 


255.255.255.252 


/30 



255.255.255.248 



255.255.255.240 



/28 




128 


255.255.255.128 


/25 


256 


255.255.255.0 


/24 




> ASajjuI a^A ^jAjJa dull j Igjli 



djliAjoij unll AjuLuj Aj^Ij t-^Vi^'i 



O-^i (255.0.0.0) /8 fctfl 

0^ Class B ^jJl (255.255.0.0) /16 fctfll 'Class A Vj^l 
U J\ cA^A\ 0 ift .(255.255.255.0) /24 ^ c> Class C Vj^l <^ 



.W,ti I U-jj J] cJI>j CIDR ^ 
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Global IP Addresses M*« ^jSSy' lmjU* 

f^llxll J dijjlijyi (jjjlic (j^x^^jj a^ajj ^^lll 4-^-^ AjaLg (jc dJ^Lujj j till (3fu» 



Globally fJUl ^jS^ aj^jjII iiAill c^pyi uij^- u ^J'^' f% 

cjLua J^a t> ISPs £djsayi ^jJp J\ routable IP addresses 

.Regional Internet Registrars (RIRs) ^ul^VI J^-j 



Internet Assigned Numbers ^j^^ flSjSfl ilaL* ( Ukj a j 

£■11* jIjjc CjIjUL 4 Sjb] i^aj Authority (IANA http://www.iana.org/) 



^1! 




i^fiVI ^J^VI J*-* ^ a-**! lA 1 IP ^J^V 1 Uii 1 ^ o^-aiu *L^Ua o^ji) ;3.4 JUS 
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African Network Information Centre csfU^I aIiJJI c^Uji*^ 

++ 

.(AfriNIC, http://www.afrinic.net/) 

Asia Pacific Network cs-^ K.^ «M j W^' ^ 4l^Jl jl** 

.(APNIC, http://www.apnic.net/) Information Centre 
American Registry for Internet jftVI ^ J ^j^VI iigJI 

.(ARIN, http://www.arin.net/) Numbers 

Regional Latin- American and Caribbean IP Address Registry 

. (LACNIC, http://www. lacnic. net!) 




Aiii^o ujjU*J! (j-ia jj£L*]l ^■jVimVI ( . uaJ Jj-> , Hill r <- f 





e > .^Jjji j^yi ^ JWbj iflULJi c^i^ji ^ 




.routing ^j^W 

Static IP Addresses fca«M £4jW*t 

u' static IP address u£Ul ^ j^V u' >^ <3^ 

i> c j£ G jj ^ DNS ^ J^yi cs^ aJj^l ^ CjU^lJ! 

^jjjiiyi ^jJi ai^ju u^lji c^j^Vi sjj^bu ^u^kii ^ ^& j^jj 





Dynamic IP Addresses AA^LLiJi c«jUp 



Jj^jjjjj J Dynamic Host Configuration Protocol (DHCP) < iuh*\\ 

^ j M Point-to-Point Protocol (PPP) 0^ J^V^ 
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t> DHCP < *y^A\\ i JM\ jhcVi JA^jj* ^"iViuiV s^xxll sj^VI 



4^.^. J ^ .^^^ (J^^ 4^ Urtll Jala jljcU ^ IP ClljjUjJ (jl jj«J I 




lease j^V! Sj^ sd* ^) sj a^X^ s jis DHCP « <JlSl2ll 



jl jj*Jl ^ -Ij-laali ^jc Jl^aJI .l^jL^ijI U^j^j ljl^ jjj j (time 




(RIPE ^wjjjVl J^l ^ JL.) ^jSVI OJJ^ 






Private IP addresses ££J&i\ otj^ 

*+ 

Al^Jb U-^JI Sj^Vl >J 4o*\Jl1\ IP ljj jIjV! ojjUc^ SjI^ CjL^>1! ^^u.n ciUi] 



• ** 



^ULdl Aiij UitoJ A 192.168.0.0/16 '172.16.0.0./12 40.0.0.0/8 
VI Sjjjs ojSj M ^ ^ aJj^l »i* u^y V .RFC 19 18 




JSl Sijja ojjUc ^jii-l t> jStiJI 4Jt ^ijij ^i^B RCF1918 



10.2.0.0/16 <10.1.0.0/16) B c> ^ c^! 10.0.0./8 ojj^I 



^Ull Jjauoull lJj^ tJjVI J^uull l_u^ fc^^laJI f jaJJ c^J^i cr^O <^J^' 
A£oj^1I > S SjI&I Ljajl ^Sl a jlA ^ J£ ^ ^IjJ-g Jj^-gj ,(£cll ## .L_j!iyi 

* 10. 1.2.0/24 '10.1.1.0/24) C M (> ^> J\ 



2<, >,U 
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^ ** ^^^^ * * ** 



L^W (J fc *^ A L»1uAa 





** • 



10.2,99.0/16 



1 ^ 


1 172; 


16 1 0/24 

1 



192.168.1.0/24 




4^ 



10.15.6.0/24 



i>11 Jib RFC 191 8 ^jjj^l (>^» »Ala^U 4*fllilt £u jSWt cWjUe fUilwl <>«j ;3.5 Jii 



^lll L_Lull J^JI (jli Clljjlljyi 4 S J ul jjjU*Jl O^A A-i^. jJ JjVuoaII QjH Aji\ LoJ jLalA 



<a^^)J ^JJ ji djJ^pjVlj (jL-aJ^M (j-o l_LujI_^J1 &^A jS a"\"\ fJu n t A^±uaII o^A j-a 

a^jIj o^a i^jill .public addresses <^ u^j^ U-yj^ 

^1 3jIjJI s^lc Network Address Translation (NAT) 
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Routing 

JP dijjUjyi (jjjUc -LUill o^A j-a (JS ^A^luaJ # ^ ^gJc ^ aSliA 

^11 U> JJiall fi iA Ji^i .192.168.1.1, 192.168.1.2, 192**168.1.3 :M2» 

.(255.255.255.0 > V ^< ^ ^ tf 1 ) /24 



jljk^ jj^Li <J jtiL Jj^j LjAj J£ jjj jj j! ji^j . j^VI jWU MAC u'j^ 



49 



LjUSj ^ U ULc. ^ ^ t A£^J! IP c^j jss] jlj^ JSJ JjILJ! MAC 

.Address Resolution Protocol (ARP) u^j^ dA^jj* 





r 192. 168.1*3 


192J6SX1 







00:ll:22:Aa:bb:cc j* 192.168.1.3 







E 

192.168.1.3 




192,168.1.2 



0O;ll:22:aA:bb:cc- ^->^ 



192.168.1.3 



Jl> J) >^ ^ 192.168.1.3 J\ ^J^l* J^-j! i M*-^ ^ :3.6 

J**^ ^ jojVI lj! jiii Jii^l MAC Ji-a-dl 4^1 jaJl 



.^IIL, *lls*II ^ij^Jl ^ J\ "fl92.168.1.2 ^j^V 1 u'j^ cl^l MAC 



.OM MAC u'jn 



ttlill Ji*2 .^jfll 192.168.2.3 * 192.168.2.2 492.168.2.1 



J-j-il MAC (jlj^ t*-J £ c>j MAC uL^ J\ IP ^jayi 
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192.163.1.1 



192,168.1.2 









a &pLailA IP J&*& ;3.7 




A^lillj 192.168.1.4 IP j^V 1 u 1 Jj^ 1 f^^s .tisl jjjjj^U! 

y$^U^l\ ±J j^UIl jikj .192.168.2.4 




j u 



** • 



jaJll e « M «i <> JS1 192.168.1.4 u 1 ^ 1 



#ip route add 192.168.2.0/24 via 192.168.1.4 



*j O J^-ll jLuIa! I j 



# ip route add 192.168.1 .0/24 via 192.168.2.4 



^jJl jl^JI ^ (yu± t^Lj^ ^ j^Vl jljiJI U J o- ftjM 192.168.2.4 
^1 ^ J^j, V o 1 ^ 1 'j* ("j" M-^l) 192.168.1.4 u'j^ 1 
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192,168.1,2 




192.163 1.4 
'J 

192.168.2.4 







.OfifySti tit* **** "j" v*-^ :3.8 



6 iA JLnJ "j" l-lu.UI! CjULj A-«J>^ JUj! "I" j| J lil . jUijI Ija J 

liA a-*>J! -u^ jj SjUIj AjII MAC u< ^ J^V 1 




jc. iaia s^i j "hop sjS" <JJ J^j^< -u^ j&\ jiiai .kJ jtui 13a 

AjjjaII CIjIjLuiaIIj cIujjjVI ASuoj Jj^alo jl^a. (J^ <— ^J*^ A-Jjau^al tjiaj § Ajuljla dll j9fl 



default route <^l>aVJ jL-ulb jU^ ^l^i^l lsj^VI sj^Vl 



a^jJ! eJ L .(default gateway AjJaljSiVI L^J 




US) 



^1 J&y\ Aj! jJ! a^>J! Jl^jU 1<pqj ja^JI jluuJ! cilil^ V a^ > 



U iAtj (UayJI *£*4II ^ jrj>il ^IjL^l! J^l s^lc a^I jSaVI a_?I jJI 

Aj| jJI ^VhnJ ^ ^ Vila 3.9 JluJl J^Ja jJ JSP ^ J^VI A^^k Jj ja *\^L 



** 
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10.15.5.3 





thl 




routing »wi 


for intern*! 










Destination 


Gateway 


c-enaasJc 


Flags 


Metric 


I f ace 


10. 15. 5.0 


* 


:55.255.255.fl 


U 


0 


ethi 


10. IS. 6.0 




:55. 255. 255.0 


U 


0 


etnO 




10.15.6.1 


0.0.0.0 


UG 


0 





jUj! o& jaju La4& ^j^I Jj^ u-^ SjslaI) A^Ja) j^Vl 4j! juil fhV^ib ^ ;3.9 <Ji*i 



j BGP 'OSPF 'RIP -4^1 i^VjSjSjjj Sj^l <> 




jj H&1 tujUSIl 11a ^ Aja.j2l cj^jS jjj^j jIjc.1 a^LS J&is .OLSR 

Network Address Translation (NAT) cyji-k 

fSS .(XJI cfji^ ^ *L15 jjjUt (RFC1918 ^j 51 

Network Address Translation <^lt o^j^ cs-^ M 4_iL*Jl 
f jiaj c^l^ ^ l^j j£ NAT <^J1 u^j^ J 2 * j^-' V .NAT ' jU-^l jl 

(jl^ic NAT A^uoll ^jjjUc <-<^.^)j <Lg.i^j l — 3 W^- ,>*^ ( *— ^^)^V^ ^ j ^'^"^'^ 



^ jj a^^Lj ^jjJ! a^jJ! jtiL .RC1918 -UjSjM if* ci 1 ^^ t> 

jl) jl tsSjLia 4<>u*\\ c >a J ja j^^kio^ll y*?J NAT ^unH jjjUc 




53 Ali&l ^axu^j J^iil 



djLa^A a\\ J] J jll J^xJ A£^joJ1 (jjjUc ^hV'u.il <a9ljlo]l diVl^-^Vl (j-a 

Aj-aLk]l a^i {^yasuj VoIP ^J-"V^ J ( *- J J*-^l < - J \) j la^S) 

.NAT u^j^ £• lU*3JI t> Sic ^jUj (VPN j^V 1 




10 11.2 10.1.1.3 10.1.1.4 



&* JJ* dti M IP ^J^! 4>*3 NAT Ai^l ojjUc 4*£ juB ;3.10 J&Jb 



pja> £i<J 4<>u*\\ Juc RFC1918 *S£jM Ula^ll A^UJ! cjJjU^I V^aJ ^yt-iL 

^gAo Ajj^a qa ^c-jll ^gic aI^JI <J ^ jUll jl^aJI ^ ib^j NAT ^j/M tjjjUo a-^jj 
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Internet Protocol Suite £*JZM\ ^Ar*^ 3-*> 




J j£ jj jjj (jc A_iaAI Jsj V a£^joJ1 (Jjxjjjjl djLo^. S^c J jj Jll c£^>^^ J^>^ L>* 

++ 

J j£ jj j Jl ^u^N ^ .lie CIiULj A-*3^ JS (J*^ IP 



Jtui jVb aS^jII JjSjjjjj tc cliV j£ jj j Jl &^A JSI ^ .A-ajaJl a^A J 




f ^Vmmti cjULj Jj£jjjjjj (6 <xi j) Transmission Control Protocol - TCP 



c^jJjVI ^2 JjL-j JjSjjjjjj (17 <*Sj) User Datagram Protocol - UDP 
oiA ^si .(l Internet Control Message Protocol - ICMP 



.TCP/IP IjL^l jl Internet Protocol Suite 





c^U Jl p liJ g^a .Port **l Jl ^ UDP j TCP JA^jj* c> l£ 
^lijl .ii^. jj Jc j^ii! j ^ J j j v *M Jl J^ ^J^Lu ^ 



J TCP Jj£j2j^ u- 80 (ij *jIjJ1 JUJI J*- <> 8J»e mjJI 




25 fSj ^1 Jl J! SMTP JjSjSjjj Jo JjjSlVI ^ Jl c^U^. 
"liS <j! Jl JJ ru,Vn" Aj£till A^ikJI J UljL Ua J*ij L±J TCP J j^jjj t> 

Jc (<1UJ1 a^A J 80) ^JJ ^ J J^* ^ J 0 ^-a- 1 ^ *>'^ 



p ,^"u>n t JjIIaII c_i Jail AjjA (j-o ^A^jI] ^, Wu>n ^3 A-o jLl^II a^A (jSI CljULnll 

<j! JIj jAuqJI j! jj*£ Aj ^UJ! IP Cij jSjVl ^ CjULuII aJL^J ^jc ^^lJ! 

. j^-aJ! Aj! jJLS 80 







^ Jl 25 j) Mjll ^ 80 ^IjJlS) r 
session ^ ^ c3^ ^) J^V 1 TCP JjSjSj « .f^jjSlVl 



JV j l!^) jVW j ^ >^ J (oriented 



Ul .(^11 cl^i^j S^lclj CjUIuI! ^Jp. l-jjj J S^lojj Jl^jV^ S^lclj a£a^1I Jo 




jA j tClujiljVi A^uo AiUj-a j JlJacl t LoiSl ICMP '--^J^V^ ^SaJ JjLoij J j£ jj j^)J 

.^M J^ ^ J o° Ljaj^ message types ji^ t> l&ljjl ^ u , n 



JjW^) routing loop ^^j^ ^j^j J-^W ^ d^j* 
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I c^ULnll a^ j^. JL-ojJ j' (time exceeded ^-^J 



destination J) Jj^jll l_jU^V jl csjUll jl-isJI J jjj^II 

.(unreachable 



ULnll (JLuj^jI A_Ji j A^Auoll j.ft>>» l_Luj! j^JI Ai^Ic Ajqft due jIujI ^3 ^jVl (jj^ (J' JH *U 



^Lg^IuiaII Clii j Vlll Jc- AjlJ^jjj a^laj (jVI (,5^ .1 -lull (JJJ A^AjjjII (j Ah >i 

++ 

.CliV j^jJj^ull a^A Jc- Aajxj J^lj A^u'oll (j a> >i 

Ethernet ^JyV 1 

A_ik^ a£±^ j^Jl jiS a_ux^ jj^I Ethernet ^ jV^ 

a£^Lj j^JI Jajjl [2LaJ jUx-JI li* ^ "iVi.nj .Local Area Network (LAN) 

ji c^j j^VW c^Ull J^j j! ADSL ^ j' jjfc Uj CiS 

~ L&ll Jl Aujoij jlox-all I^A ^3-^ .(JpUaVI Jc- CIujjjVI J^*^ ^l'^*i>rtl * . ilialj V 

jjc. ^Ij^Vl u^j^ cJSIjH J*j c^illj ether jsj&U J^j^ 

.IEEE 8023 ^j3£U ^jll ^ .cjUJULJ-ill 



J^i cjULuII JLl Ac- (cill j lOObaseT jW*^ * j*^ ^ jV^ 



U jj^j f Wi. . n Jll j twisted pair <I j^ll c*JX*VI ^uc a^UII J ^U_i* 



J) X^4, X^OIJ ^U^A^I hxA\ liA , J A^l A^L ^ T»T /.C ^_ ... ... 






^0 *. JVU^J^ 



(A^L^VI CuV^llj CjIj^II) a£^JI ilSj x.Ja jJJ J A^ J£ j£ j-a J J^oll 



MAC Addresses JSU31 J] J^Jb o,jUc 

c^*^ ^u* ^1 Ethernet ^ jV^ jW*^ ci* j jW^ 



jjS a S 1 t^jjS b a jSjj Aij^ IP CIajj^VI (jl A flj h j ^jxj ^a. Jl AaJuj A 9J h j ^jl jjxSI 



<L^UI L-ixial j^Jl ^Laa. ^ cJ^^j ^1>^ j broadcast domain 

Ali^ j^Ja tSUj MAC cJSUJ* fj\ J^-a jib fSadl Oijl^ V .du j^VI C-L\ ji 



Hubs ^u^a3I 

jlj^ii ^jSjj ( jl JjVl AiJoll) physical layer cjU^JI 

j jzu* hhJi j^u ^k^Afj j^Vl iallJI Jl iiio 1^11 SjjI jll CjI jUVI 

(JLujjI j-o ^a-n a\I J A^.Ij ^ii^ ^J^-<u jl c * *^ y ^ ^xiAj«a!i]! I^A (jl t A l^JtOj Clil^)^)^ 



L^lo JS Ajaifljjuj Aj|j CjS jll J JLoijVIj l° ^LjS (jLa. J j tAJaaJll L ^ij J djlilnll 
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(Jg JL-jV 1 ^Uj! l$iL£S! collision ^l^aV!^ s jALkll ^ <J 




JajLi aa& c si un^l JLa. sa^ a Sjja] iiiftll (partition) J^ij cijl jj^JI (_>^u 



Ljajl Si A > 11 rtll j) Ajjj^ a\1 til!>LuiVl ^^Jc A-LU-oll Ifc jjUaj CA» a-\ a\\ A\\\a\\ dil^AjjJI 




I^jV tjJajl jA^-a ilAx^a^ll AjI j9 jSl .l^ioSL A<*u*\\ lUc lJIIjIj jjg soil 



Switches ^V^ii 

5^ cjUUII jjc Ljaj^ Ja^II .iaUJI (switched) 

tj3j-a AsIIaII oAA l)^ 3 ^ l>* J (J^tmN IgjJaaJ c ■ lLIajj ^^lll AsIIaII AjAaaj ialiAll 



t jjjS CjVAuJ! AiKj AjJj V .l-aJ jaJI ^ t [JA& ^Jaj 4^^J>J! 




ijSjJI Iaa ^Uj JjAjjII j! ja ^UjV l^JJ SajI jll cjUUJI f MAC 



^ dr^lL S Ja^II f jL .MAC Jj^> c>^ ^ u j 1 *^ 

MAC oiJ 1 ^ J c>^ ^j 11 uU^- ^) .cfe^M ^1 ^ J^ 1 

++ 

JU ^ c^ULnll A^jp. JUjj] ^jj .iaUJI ^11 CaUlnll JUjI ^li^ table 



QiJ jSjIaII <-aj^Jl ^jiajC tiljL^J Sjj jjJal tjJaj L IuaJ tto > >i djlat a\1 ^Ia) ^>fi*J 
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j\ Jijll A^) JcVl fcHULUl Jc *Uj CjUlall Jj^i 0*3 J*Vl CjV^ 

J&l d 



jlo jUSU j VLANS <^ J*\ cs-^W C^J (Cjlintull AiiL 

jjjks 



t A^uoU SjjIxJI CliULnll ^J^T* ^j^i^q'i j* A^al jaII jI^a. (jj^ ^ 2 J ill* l_ic.jj jl£ AjjC. ja 



j'j* 2 5^ monitoring port 4jflb*U 

>L ^a jail li$J f > > ^ 





Ll iiia Jl J^aII Jl SJjl jll CjULuII 




b cillil .a^LJI iLlill cjI >JI J^U !>UU LjaliiJi 

CjV^j A^ jail ^Ijj 



J' : 10,1.1.4 





10.1.1.2 



10.1.1.3 



10.1.1.4 



J!: 10.1.1.4 





10.1.1.2 



10.1.1.3 



10.1.1.4 



4^aU Al-aj fLSub J^Jj ^ jSj ^ jalLJl £ja*. ^\ aJjl jJI CjULJI jl jlL j^a^l ^ jL ;3.H <ji« 



.*.* 




Jllj A^xill SjUJ cjU±k <^ ^ J& c^V^llj CjUxa^ll jajj J 





I 



4*211 ^ J£I (lObaseT, lOObastT, lOOObaseT) tt-jM 

A-*>> Jj^J j! MAC cJUll Jl Jj^jJI jl jic J^&) A£^J! jA^Ja Ali*A C^JlJ jc 



jiU! J^uJI L > qJJ A-aJpJI O^J^ td!bl^Lufl1 l_jLo^J iiia Jil bl^O Ljaj! ^JaJ Ia£ (AjjLula 

J^i 5 J^ 

J SNMP Ki" 1 .^ J j£ jjjjj lIjU^lII ^Hi .a£^SI aJI j^ 



A-Aac j-o ^gjljjja \h\A jic- aLsIolaII jl aIuijaII djULnll cIjUa^ dil^. 




2<<*M r: ..^ ;djHjll Jj^afljj 58 



jIao) shf J!Mk (j-a jl ?&ijnala jl ssh jl telnet ^JajJ jj ^j*-^ JL-ajVI J5lk qa 




Routers and Firewalls ^jLifl Ob^'j ^^j^i 

Aj*. JaII A AQ A (jl£ AjJA dll A^iuill (_£ Jj > U A Jo (Jj^al jllll C1iVA±a11 J ClAjLA^Jl ^JJJ J 

jjAala Jo SjIo Aj*. jaII (C ji^J ^Aill^^l! ClA£jjaJ! CljULnll J^j! *^^ c *) J i^V" 



jl ATM jl ^ jV^ c^X^ jll ^> £-1 jjI Sao Jo L^jI ^ jI^j as L£ a^wM J£A j 



li^J L^x^a cjI jj^j* cuI^jaII as .dial-up JM J^Vl J' DSL 



A-plo jl (Juniper j^j^ j' Cisco j£^ Vu^i jll lilm) o^>J 

/La c^L^a jA\ Jl AiL^Vb a<^ Jalkj Jo ^ j^ 



JS JJ SA&.I j aI^dj cilll^j i J&\ Jl j/^^ Jjj Juatill (J jlall Jo jaII ^ jjj 

iftj J <^ cjUi jAjH firewall j JUM jM CjIjjS cA^._y3\ 





^I^aJ L^aji Q J -0 ^ f *^ .A^fuall AjjaVI A-uA-iuili \\W\a £a ^i\jJ V Jili CljULnl 



.NAT^ 




a*j V JUaII lS^- 0 J^ (j^j^ Jli . cJ^-^ l^jlix^l j-o j CIjI^a jaII jb-^ dj jliiii 



NAT ^^/Mt (jjjUo J ^j*^ < . iloVl Jo ji^ K. Ut1 . 1 




^jLtiill d **' \\ *s <ja l^iii Jll l-al .s- 1 ^^ j^- ^* ic ' u£ ^-^j^V^ j ^5j^il 



* * * * 



jj^jjj dl3 ^ujj^)£jLi (J!ia A-iujUall (Jj.il.uu1 I A aW\\ ^j-ia^J t A^u'oU A9L1a oao Jc 

jiixj j a^ jjII ^I^aj AjS1\ BSD j GNU/Linux 'Microsoft Windows 



A9 Jllj Saa*xll ^!>VI c> j^ll ^lj AiUnll xaj jJ! cil^lu.yil Aj^UJI l^!^ 



(> ^ AiUj ^IjL culjj^ill fiiA £LaZ Juniper j&j^j Cisco » > u 

Ljajl (j^-aJ .Aja a Ji t ■ il (g ^ jA\ lA j9jj* Jll tillj* JJJ^J c3j^ A_j5 jj j Jl AiLjaVLj IjI^aII 

++ 

y')\ ">^11 aiA ^AJla Ajljj^alj j jk-j ^J^ll ^oall CliLoA^. 
J j£ jj* J^jk (j-a oju (jo A^fuJl AjuIIa j Au91^a1 CliLJI AjjA^JI ^ jjq\\ A-nllo ^jjj 



k jll CjIjj^jII J A^ll. V A9 SjxJl jSl SNMP HJ'^I S J b ! 
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DSL 






Cable j-» 



iii Jul Jil* 



; 




CSU/DSU 




.J. 







iiL&UI SJ ijil JaUS CSU/DSUs Cable modems 'DSL *Uj>a ^ :3.12 <J^ 

.Ethernet £jj c> ^Lu a^UL^I jUfiM Ojj^VI cjl^jj 

VSAT *j&U—1! jUiVl c^X^j UJbj aJ*^ ^Ic aujLj^ a^ ^ j^j 

Lai -iafijJ A_i9^)Ia A_Ia^aJ (J > A\ a L^all jLaSVi (j-a SjUiVi jUalaiV (3fia (j-a (JUaII cJ^^ 



L-Luib^ jl AjIa all ClljjJjVi A^ uoj LaJ) ^ \"\ a jl^AJ ^ fljl g \ 1 -ia^Jl -^JJ DSL 

jliW! cilL, Cable modems Jgdt .(USB ^ j* 




jb (J^a*J a^luaJ JjIIaII ><3 > ^>-s > rt i, . L J (j-^a AiiUaJJ ji ClujliVl 

(T3 J Tl ^ J* J*) ^VU^VI 




LoLJ iiiw s jbll J^J CSU/DSU 




** \ * ♦* 





I 
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10.15.6.3 





192.168.17.5 



192.1*8,17.1 





.A^l^-UI L£1$aj djli c/ ja £jj CjULJI ^ ja> ^ -0 <\ o /^jnn Lka it-aid 



liA 4_uij . JL-ojVI j^a^J tjjbj^ V C^l£ui J) ^ jaJI a^A JL^jI j^l S^lclj 



.cjj ^uuJi ^> Jsljj ^ ^ ji < ^ jsii 



qa a£^1 cill^ Jaiia JslL J£ Ji^ .Instant Messaging <y>^ t jUUM l 



^ ^V) jjall cjI£^JI ^ jj J J <L^> j ji Ethernet ^j^! j* 



a^A d-ac Aijx-o Jl ^joiIj j! ^-j^ ^t^j (jl .IP djjiljVI J jj j^>j J (J-^ <^ 




4£^J! Z \U^« J^l liA J USI .A^^U! c^l^J! J CjUUI! Jail r ^n..,Jl 

djIja^Ajll ilia 1 lj£ c flj£ t Clai Jj^ l_ii^jj ^al j-a (jc JjU*j11 <jjbjjill 
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( VT\ A 



point-to-point l 




X^JI 



point-to-multipoint *^ J] t> J 
multipoint-to-multipoint -Lllj s^c 



y'\\ qj'u^iMI s^A (j-o -La£a j <j-<uJa f a"\ -\ ^Lai 



Point-to-point o^i: ^ lj^ji 



j j cjj jvl ju^yi j j sjIc ^ 




X^J' 



<L^a Jl ,^Vl Jail a^luij ^j^- J Cllj JjVL 4_L^a Jl a^A J Ja -W*J^ .W^, 

44 ** 



Jjj A-laJ^)jjj^ <Ul^JI a^A J (j^-^ ,(_£^)£^)a]I ^jjl <ja &*^*^ J 2 * £^3 L£-^J 4-°J^ 





^Vuo'i Jll di!>L-a Jl £a t ■ Jl tfi^. Clj^L^a Jl ^ ^ Jl I^A ^I^aIluI (j^J .(jlaaull 
jjjj La Jl Cli^L^a Jl o^A A-iiaiu lI*^ .^J^ Jc 4jJal».lui^U J L-flj Jl Ja Jai. 



^jJalj Jaj Jak JjJj o^i^. CIjUjIjA ^b^'uol JL^. J 1 J-o Jj£ 30 J^ 




fi^A (j-a ^J^JI ^.Uj 4^u'MI (jjliaj ^IujjJ ^ 



aw 






4 j£ a\ Iaa AjlSj^a A^jJaA Jc ^LuJI LilliiA J M* ill jjl (jlj (_pa Jiil .Cj^L^a Jl 

Ajj^uI ^)^.VI J^J^ jj^ J *^j-^JI A-<^ Jc Jl ^g-ijl c^^>^^ J <-_u£ J ^JL^JI 



2<, >,U 




\dA3\ J^il! 
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tilji ilia (JjiaJ J>>^ j duj^Vlj (jL^ajVi J;i3 Jll £ 



OX 



CliULnll (J^ 3 *^ (JW^ CS"^" 0 " *^*^*^ ^J^" ^-"-^J' ^Jaa-o tiluAAJ ^}iiJl 

A^AjV <j^LjjV ^Aj-aj ^I'iVuoIj A Ja^ all a^A (J ; ij-ajJ t*Ja tiljS aj 




£i ja e-lic A ~\\ -\\\ qj^ (_£jj9 (J^^ *SiJ^ 4j3I^aS1 j CliULnl 






Point-to-multipoint ^ ^ c> ^^jJi 




^^^^ 

j^. S^xl (jL^ajVl dlLo.^ j!il 4 \ > u V £_^J ^-ia^j Wuol Clj^L^a jll ^ jill Ij^J 



^j-ajJa £jJajjj ^jj l_i^jjjj S^jjjLia ^paa^II 1 g > >>* J £a <■ . hul jaJl 1-lJal ^JJ V .aJja^-g 

^j-g (j^.AJJ ^^1 ^ jljll A-iiaiu (Jla«a 



4^1! ^ 





oAixJ ( jjl^all (5^1 jll (JAx-a Ajtil jll 



jii*jj CjUUII JUI^Ij JUjj jjIS Jl^ c^l J] SjU^U "iLij" ^lk^ ^V,,,, 3 



63 2< t »\ t j.^t t 



* * ** 




dull (js. t^V '^jiu. U£ <J£ i kls^j cjULuII ujLI FM <^V' 

Multipoint-to-multipoint ^ LtU i& <> cj^ajJi 

ad-hoc 4-^JI CjI^JL Lj^I 4_£L^U1 cjI£^1I c£L£u& ^ dJlSM £ jill jAj 



cj' cs' 'cs ^ ^. u ' ' ^ ls ^ .mesh 4a^xa1I J\ 

SjiS JaUtfl ^ J L£ <:UU1I ^ jiVl JflUslI dUlu JilL, 4<^\ 




AAuitt-aI 1 djl^Jjlll ^Lojj # 4j^£^a11 ^ jljll A-iaaj A-iia*J jUaJ xu >i 1 g iJaaU ^ j3j ^.Ic (JIa 



(J^IAa ^1 ujj£| a"\"\ tig ujAIj 1 g uafl 1 <^Jl*-o ^^5^ l^Jj^AJ djli 

ajiA ^l ^u.J C^j j^VU ^£^11 tjA.Ja jll Jal^ll ^^.1 JaLuj! Uj^L^j lil .SAj^ 



jIula / pal ^ M 0 lAAJtoJ 



A-Laaj AiJ dj^L-a all j\ /jjllaaj dj^L-sa all kc\ Wuol (W4iJ 




J 
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.OLSR cs 1 ^ JA£ jj* 



c^Sli ^ ^uUl! t> .u^V 1 ^ c^ll^J! c^tn£ jUiU ^shiu 

jl Ljajl £9 jA\ I^A UJjJ j^Jl jaII liA ^ t^juoMl CljU^k jj9 jll 4jU* 

++ 



Uri , ffi , ol J y J uKi,M ^^W ^jUjU AVI 




802.11 ^i^^Ui 



l3^j c5 j^Vl cjI J^ajII ^ < jUUn.o 802.1 la &j ^ j^?^^ 



jUxJ! liA UoU! c^j JO Mt ^ JL^iVI c> . y 802.11b/g 

jjjI*^ ^1 Cjljy^ill j£3 .jjjAUj^ 2.4 Luj^ L^J^ ^l^l^W 



5»S 802.1 lb/g jajI" l^j II ^ f ^UU! ^ikLou 802.11a 



* * * * 

.11 (*j SU511 <j2l! ^ >.Vl c^liUnJ! ^ J^l t> 2 fSj sUill t^-b 802. 1 lb 




:^lsn ^ujVl iuiVi ^1 ciaj J-ji 802. 1 la/b/g c^j 
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Ajlaal! i&Aj j! ^jljll 4Ja£j Jaxj L^j! ^^j) :Master mode ^aj .1 
Aiikj ^ j^j .ajjIc jlj <^ VIS j j^ii ^U^k jj9 jj] ^ unj j (infrastructure 

Jaxjj (SSID ^-o^Jl ^C- a <^_fl^>XA ^CJj^ f *n» a LajoiI (J aVi A£j uj c-Luijlj 
A^Jjjdll dASUnj JjJJ t A^juaII a^A j^-^- (j-° uTnti dA-o^a* ^j-^j * (j A> ^ 




^ L_iialaJi]l .lijJl Ja-aj (j-^jJa (JaxII S^slaII A^AjjJI ClAiiUaJ iaJ > uJ .(j-J] ..dlULnll 

.client mode Ojfjll ^UJ ^ajj :Managed mode jl-^W ^ill .2 



i^suji ^ ^u^yu ji^li J^i lUJI s^si ^Lo^ui a^ji 

a^A (j-o fi _JJ*^ (j^^j (_£a!1j ^^*"*" A-iaj^jxIlll I^jLo^Ix-g tilli .Ixj (jjlj^ll a^A 



L-llalaJill ^gJc l^-L^al jj j > «aJ3J IajIj (jlajull IfrjJaaU £a S^jjLaa jIAaII -lazuli Jjfl j (Jaxj 



• * 



s^c Jalij s^c Jj^aj ^LjojI k^ill IjiA ^ ^jj ;ad-hoc mode o^^t Ja ^ l .3 



^U^U! Cj! j^I Jjs ^ Monitor mode ^SIjaII Ja^i .4 

sUS SjLJl djULnll ^ja-n Jc db^aHl] ^^ujLuJI J</i4ti — Kismet (J^) 

-lazuli l^A ^j-<uJa L^loC ^.UjI 4^ Uoll CliliUaJ j^J V .p3.SSivC cJ- 0 ^ (J^^ A a 



Jail Ja^ull liA ^AklaaJ V .A-U*-a AUalo J Cjbjjjll L-iJa ^ ikloal <Jt-n]a 



CjULuII 



t jIAaII Ja>ull (jAjJa (^J^Vl djl jj^ aoll (Jaxj AluJl JaAJ (JAjJa (Jl ffi > nV 1 j (jLoijVl 

(J£ udJ ^jJajt-ill 1 g JaxJ L-llalaJill ^j-G ^j^ AJJ ^j-alaJl lax^ll ^jAjJa 
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X 





-— X— - 





X 



0 






X 










B 





.ad-hoc fcftfl Uttj 0^ *ejJjS» ^ :3.17 




*Uj! JatdVl j^ii 4jlc c ^iL 



j L > >M tillil 4*a^ujU-o IfrjJaaJ £a L-JaLklill laJ > uJ V ^-IjJI Ja-aj (JAjJa 



OLSR Jj*j3jj*j Ai^t cjivat 

c> l^jl ^1 infrastructure ajI^jII 4_nJI -k*j c ja^ aj£L£U! cA£uiJl 

5Jaij .^aJI s jjjS ^ j^l 5jSL> a^uIj jl DSL ^ >£U <y>* Jaaj (Master 

.(managed jl-^l ^ jj± oj^. j) ^ ^ J^VW J^^H 

*+ 

.jL^ JISjII JU^iV! Ai>JI (> j^Vl ^jW! ^ U JU1I ciSL 



4iO 



c >xJ! l^^n JL^V! jl^ll Ja^ll cjSj J^i ^1 ^U^l! <^J! C^lilkj ^ Lj , ,n V 

A-Laaj (illLa oA^j j AJ jUa (.5^* (J^P ^*^ a ^ L)^ 





,1 
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Jl^jb (1) jjj jll ^ jiL jl ^kSh (j^ull L^jJaau (jr) j (1) o^W^ 1 ^ ^ J ^! 

Jjj jll Jl CjLLuII oJiA jl SJUU U jj^j ^ j£La jll j £ jljll 3Jaij J) CjULuII 

jli JUL, (802.1 lb j^l*- ^(^^1 ^ j) M3M 



Jja CjULuII £ jljll 4J^j j! j^j ujnij cillij ^till J c^bjL£ 300 t> 



.ilJI ^^UJ! a iA Jc ad-hoc o^UJI J^l cJ^j Jll c^l^J! ^ j^i V 



JaliLL j! ^LJ! Ullio J t> ^ l$> ASalj-JI <^ ^ILj 



j^xj ^jc J^. (jlajull I > >i» J ^ j (I) (jU jj j J > ^"n (jl ^ jljll aJL^. J ilia 



X£XJ%\ aJ^u1\ Cy^ <**lj <^ j^U* Ua^I 



iUaJL jIj jj ,aj£Ll^UI a£^1I jUaj iS£j& jj^ 

.I^uLj ^l Jalljll ^ 
U Jl^a. jl*J JU Aj! (jUaJl liA U j^i jll A^LojVI CjUauJajll 



jkja! UK j^ Ji^ u ^Vun ^U^l! Jaj jli ^SL^UI *£*iH S^lj <aUnj 



^j^xll ^ji.j U£ .cj/iViVi clh^ ^J^^ diUlull jlj^J / J kj . u jll jj^ c_j«J jl^aJI I^A 

++ 

^jli tillil .^jjjjjjoall Cj jA^. diVl qa jjiui j SUS (j>uJa (Jaxj Jill Jalaill 



Jo iiLiUI a£^1! uil jU J UjX. ^ J Uu11£j1I <Li^l! cjIS^I 

. JUojVI SjJj a£i^1I Jalij ^LjjI Lu^ V tCjULull Jaj 





t> ^Ull ^11 UJbj J ;(<jUA1 Sj^S ^ j) AjIUII J^jj^II CiLu JU J c£*t 

Jaliill 6 jiA tiUl^J jl j ^UaAjl jj^ j j^loui jUij Jaliill a^A J>wtJ jl tJaUill ^ J j^a 

a^A ^ 4 La j JS .ik. bj^j aja. jill J jIa^. ajI^j ^ j^j ^j! ajSjjjII aJIc 4 j£ 1 > o V dj!>L^a j 



J <VJ! JalSil .4J J^ ^ill ^xxll ^11*11 J c 3^ii U f jii Ljj^l 0 iA 

Cj^L^a jll jj J L—ii> o"n (jl JjjjooII (j^J l-^ cJ^° L>^ ^^-^ 'JLjuj 



2<, >,U 
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^jjfljll <*j^uj djLuaiill ji ClL^L-a^l (J^lxlill 




(*) E jljl tta <*LU Jki j-* ( £ ) j (1) ^jj j- J£ ^ 






■ 



■ 




v-* J^V- ^ J 





1 



OLSRD JAkjj* (S&Uii ^U4ll cjIS^I 

Optimized Link State Routing t>*^ ^ ^ Jj^Ajjj jj^ 3 



olsr.org t> Daemon (OLSRD) 

'Windows 98, 2000, XP jj^jj 'Mac OS X J^l ^ ji— II 
^ ^uli.) J\ AlL^yh .NetBSD j OpenBSD 'FreeBSD 'Linux o&A/j*- 



Asus 'Linksys WRT54G J^> o&^/j^ Jji^l ^UaL J**j ^1 ^jljll J»Uj ^ 

(jjuSstii ^Uuj Pocket PCs V^' m-Ij^I j' AccessCube 'WI500g 

aiiil! cjliLLj sjc OLSRD JjS^jjJ u^j .Metrix Pebble i^il 



• 
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^ .IETF ^JjjV 1 JaC 4c j^o CjaU j Luj j3 ,J INRIA t> '"■."< ^1 

* * * * 

kill 1^ 

^ j^j^ j^' i^n i Vifl cilli ^jiJ UniK a^L?. / J Andreas Toennesen 



a£^1I JaUj cjLLuI! a Jp. S jU^k ^UL a jSj Jill j Link Quality I 



jl^jJaVl J] S j^ll &^A AiLjal dufuaJ Jal # <La jlx-all o^A Jc f^LucI dil jLulaII t 1 \\ j 

^Ijfrl Lj^jI Ail V] <INRIA Jll a^j^I cIjVj^ jjjjj iHU 

V Jll j A-iL-aVl j-u^ill Jc t^Lucl L-flj > ^->"n olsr.org p& Cy*^ 11*11 (jjj^ti 




Link Quality aI^jII <y^jj Lillil jjjii < » ^ .a^UJI 

.cSj^Vl CjVj^jjjjJI ^ AjSatjjll ^jj^ 1 jk^* fJL Extension 

ALaj J£ f jS .CjULuII a^ t«J.ikU jLoj Jll JalSill Jc Li AiL^I ^ >VI 

^blutfl ^jSJL CJjLTVI liA ^.ll .tt&aJl A£^d| J^l* Jaij A_i^ jj Jj^ *Iuj 

reactive J^*^V1 ^j^t jj'j^ ^-^h >- a % J^ll J .proactive routing 



* * * * 



iii* 100 c> ^ u s j 1j ! OLSRD J>j2jjj t> uJjj Freifunk 

++ 

Linksys £ jljll aJ^ gll*^ c^l ^ o/ o30 J^Uj U (421*1*1 J Jj^jjjjJI liA 
Jj^j^ jj^ c?^ .u^ ^f^ 1 u^- 3 ^ J 2 j^^^ 200 ^ WRT54G 

Jl A!ij1j Jalaj Jc ^ j'i^'i A^jtn A-i^.j!ill CIjI jLuxa 6^)tj| ^ll^J J J^*^- ^U'^** 1 

Ala! IJaj ^jl^ (J^ uj j 1 g lallj til^)^JJ A^J uj ^j-<uJa 4 A(g <Jl 6^A ^Jj^J (j -0 L^^ 
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Hello" l^-j ±n f ljjB Jc OLSRD Jj^j2jjj tiaj -^1 JJilB .^3 



^jc djLa jIxaII ^j^Vn JUillj ^ j^iil tl^J jl^. (JS ^j-a ClicLja jl dlLajjoal Jll eijlxUll JjLoij 



70 



(JjLujj Jc- diLojlx-all &AA CliJ ^jj o jjt ^ a\\ Jalajll £a d^L-ajll SAj^j A^Audll 4_nj 

"oA^\j (Topology Control Messages - TC Messages) aI^I ^nJ 

<c J^il OLSRD J j£ jjjjj U jtia.1 Jll JalSill JjS ^ l^UJ 

.multipoint relays t> 



Sja J jV l^ll^jla JliLaiyi A-i^. Jl (J^-* J S^JA^. Sj^S SAIaIaII -Lllill CliV^fa l^fa ^>f^ 

* * * * 

CliLajlx-a Jc- CIl^LujI jaII &AA A-nllc- j'iVuo t J^f* UJ*^ J^ JaijJall SaL j Jl 

^j£j tilli! idiLa jLlaII &AA (JLujjL j£j Jill 4 JaAjU SjjL^-a Jal£j SAC Aj^j cJ^- J ^J^£^ 

SjjL^aII !nl aill J jLiii.lj olsrd cJ J^ J^J^W (3^J ci**-^ (J^ 4^u*o\l <iakj 

++ 

JjLuij (JLojjI Sil^j -iallill aAA ^ja ( -J JaJJ Jill j &AA*A\a1I -Llaill Jaja A-i^^L^a 
CjVaja jUlk! e_iAA J <Ulill 4j1c jjj .^uj jll iJaiill Ja l^jll $Ajl jll i£jJJI 




4_il*ill CjULuII a^jj ^ .J^a JjI^j JL-j] fcl&l jA Saa*1a1I Jaliil 



# ^jl±uiaJlj a^IIaII djj jLlaaSI ^-l A£±ujll jjc 4 kllcj 



lil j! (HNA cJ^j) l£ cAS^A 4jI j£ U ^Ia^U j^aaII jA jt£ IaI Lua 

oAA ^Ig-a ^ J J lji& L-il^uaV I lltgJ V .(MID cJ^j) '^-^ J^ LS J ym% " y AiaiSI a^A 



' jW^ olsrd Jj^j^jjj c> HNA j J*^ .Uj j Jl <j>nll Lbu jl U£l JjLaj jll 

jl JjI^ jll 6^A J.Jaij jLoJ du^ cCij jijyb JUj jl^a. jJ Jl A^UJI Ale AjUAI (Alio 



JUUj ^ >l JL^V! c> Jll CjU jJI yiSill a£^1I J^Uj < L^j 

* * * * 

J j£ j^jjj (j4 C5^*^ .(j^ - ^ ci-^W Jajjjj ^jli ajI^JI jt'iv'uo 

* * * * 

<j| I^jL A£jjoJI Jalaj ^J<ft> CIiaIcI L» <Jaij (jl ilLa ^jiajiiiil tUakll (jC ^ j)\<~i* a olsrd 

AjI IajI jSj ^ <Laj1I fi iA £fll jll jlxJI ai* J J) ^ >VW 



©A^J c^J^-VI -ialljll JjJOui (j^-V jl C . UjjJ ClljjjjVI (JC <1 jj^aia L^-jl jl Clljjjj!Ml 



^tLj AjujI Ijij* aJL^JI aAA J 4-1aA jll AjI jJI (JSjjjIuj \ ^'\"\ \ <~\ (_^Aa ^jc jlajll (J^a* j ^ jlx-al! 
^Aj) jKu^ll ajiA J^ 3 ) <i^J>JI diUlnll ^ja. 




I^J <L^1q L^JU ^^Aj Jll a£^JIj l^JL^ajl qa <jI jJI Ajc (jWill AjjIc- (4 j^mUjaSI AjI jJI 



HNA j j] olsrd Jj^jj^ aI^jII q\ ^ ^Shllj 




JLjaVI Jl lAA rnnii SA^J l*L> , U^ 3 ^ ^ U J 

.^jb J^A? HNA j J s cp 



Jjijooll 4 aJoj! qa*>i J-^*-!! ajI jIaj^I j9 jii j tAjliil J^joi olsrd c3^f^ ( - \) u\ 



Debian GNU/Linux o^/j^ 'Mac OS X 'AccessCube 'OpenWRT 




^ .Metrix Pebble J^-^ ^Uaj ja L^L*.! U ^ 'Windows Jj^jj 

t Ajj,^> ^ia\I ojiiulll ^ja ojJoIaa <1a^.jj ^IjAjI cJ^- J 2j-°^>^ t° ^^^)^^ c3^^^l 



.g-Jj Jl Jj> nnj IAjj jl CjblA&VI A^-a t> ^jA^ill A*j <W cdjk C5 it-UJ U J£ 
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^JSiVI oij^ u^-ni^ DHCP ^j*— -11 c^™ 1 ^V 1 JA*xw 




L-i^ jU bl djj Ju\ (J jjc Jjj^aJl AjUI ^jWu.n j] DHCP f^-a * i ^ * 

Jj&l J US Jalitil aL^j j^io ^^1U jl jiJI 11a L_ilkS aJ^I JL^j! 

a^A jjl^J lA-^ Jj^r- il^. j^ul <Lja*xH A^u*!! c-L^Jl f DHCP J J^W diV^f* 

^Ic- AjI j^-V ^ J^j IPv6 '—^J^V^ J J^W L>* jjJ^bJl jl^j-aVi aI^aIuAj A K uL&II 

MAC Jablb ^all jIjjc bUScI S^jja c^j jljj jjjbc i 13 ^Ata a^U^ 

^jUxJ (/ ailfl| ^Vl" JUL* ^1 j) tt*ai ^ ^u^JI c^lLJI ,> JS1 Address 

IPv6 il^UJIj illiill S jl£1! <J IPv6 ^ J*y\ J jS j£jjj c> o^UI jl^VI 

++ 

Stateless Address Autoconfiguration in large mobile and ad hoc 

.(2002 <M. Zitterbart j K. Weniger <> "networks 



JS1 IPv4 ^ja) u 1 ^ j^ 1 ^ W) t^J 1 f¥ Wiki f bii-l 



AjLaxIl o^A Alfrjjj AijjL I <n£U A^. jj V .olSfd cJ J^W cs^ c^jLuiiuj A £ J uj ^ila 



jIjSd SjL^U a£^1I iallo y^y U^lk^l 255.255.255.255 

e j^ 1 olsrd ^] J jLaJI c> <jV ^ 



^ ^ (idlL olsrd JAAjj*] u^s .u^ JS ^ ^I^VI ^ c^- 1 ^ 



iwconfig wlanO essid olsr.org mode ad-hoc channel 10 rts 250 frag 256 



Extended '<c> ja-\a e_ij*>i ^v'u.n AiLj oliall j^ij ^Jl aj^Lj^UI ai 




j^ ^l^i^b djI^J J\ AiLjal j^JI Service Set Identifier - ESSID 
J^i V ,a±A*^\ a^W aHLAA] >VI Jal^ll ^ ^aaIo^II Cell-ID <^ 





802.1 1 c3^j U^j*^ » j 1 <^Lo^U! c^lilkj 

aauit-aH a^ urtll AjKj (JL^ajVl (j* 1 g A*i jj^ J Lla Ad-hoc j-^^J^ )^a\\ 

A_i^. jj J j^a. j^>n lAJ j^. j j c^J^Vl Sj^^Vb Jb^ajVi jC CjliUaJl o^A 
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^j-a sa^ Intel l&J ^^>^ l>° ^ ^11 j^Al Centrino ^^j-^* 1 * - ^ ^ * 4 ^^ti 




a^ll c^l^ ^ A^uk^l eiA J^-^ ^ Uu3 .iwCOnfig 



wlanO IEEE 802.11b ESSID:"olsr.org" 

Mode:Ad-Hoc Frequency:2.457 GHz Cell: 02:00:81 :1E:48:10 

Bit Rate:2 Mb/s Sensitivity=1/3 

Retry min limit:8 RTS thr=250 B Fragment thr=256 B 

Encryption key:off 

Power Management:off 

Link Quality=1/70 Signal level=-92 dBm Noise level=-100 dBm 

Rx invalid nwid:0 Rx invalid crypt:28 Rx invalid frag:0 

Tx excessive retries:98024 Invalid misc:1 17503 Missed beacon:0 



"Request to Send - RTS J- Jf\ ^ ^\ * jjj^ 



^ a^W c^L^il! ^Ull jjjU! l_L^ ,Jc cilli ^Lou^ .aJL^I clA^l! ^ 




handshaking i*JL*A\ ^ j* <il^U RTS/CTS JL- jV! -JU jVI 

^LjaVI J-*^ ^LjJ 4_iL«J! 6 iA < . J Wn ajSL^I sUai jk <> jSbll ^> ^! JL-J 



.j^Lo ^1 (CjjUL) cll±A\ i^>J ^Vl ^Jl liA ^ (!*i4**II aI^J! 



^j.u >^ij ip c^>yi f >i ^ijayi <> i rts 



Ml ^ J JA«2 ^311 j) "Fragmentation Threshold <^ >^ ^Vl ^Jl 



J , TCP J > j2j jA Alkali ^L^l! ^ 



IP ^ j^y J.A£jjj ^ Fragmentation 4j j^lt M t> 




^k^ui sua i Ai^ii <*si jii kuai 




cA<^\ <j>111 ^jVI ^Jl ^ ^I^U Ujj ^ , „\\ .IP c^j jSjV! 
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<IU^ netmask ^Uij IP ^j^V 1 u'j^ ^! u- fcijtt ^ s^iy 



iaLu> jUj] t> j^oij ^ olsrd ^ ■ab&j ^ ^£1~£UI ^Jill 



a^j^j c^l^ljj Mac OS o*! J Windows jj-^j ^'j 






/etc/olsrd.conf ^ t> ^ V BSD j o^/j^ 





olsrd. conf Jtfu 




UseHysteresis 

TcRedundancy 

MprCoverage 

LinkQualityLevel 

LinkQualityWinSize 



no 
2 
3 
2 

20 



LoadPlugin 
{ 



PIParam 
PIParam 
PIParam 



} 



"olsrd_dyn_gw.so.0.3" 



"Interval" 

"Ping" 

"Ping" 



"60" 

"151.1.1.1" 
"194.25.2.129" 



Interface "athO" "wlanO" { 



} 



lp4Broadcast 255.255.255.255 



labhcVI J 1 ^ 1 t> ^ ^ olsrd.conf ^^V 1 ^ 



4 !->u»n\i 4 ^Lull ^hVunU olsrd cj^*^ 



olsrd -d 2 




L-LuibaJl 4 \j» u'n ale LaJjgj V — 2 ^ Its V! ^ > ^3*1 JaAJ j^>>i ^t-olj^uil (Jj.il.uUJ 
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j jijJ Ja jLJi liSil^LuVI <_iiuij liUjj embedded jW 2-"^ j^ 1 

<^ c^ 1 CPU 





— 19:27:45.51 DIJKSTRA 



192.168.120.1:1.00 (one-hop) 
192.168.120.3:1.00 (one-hop) 



— 19:27:45.51 



LINKS 



IP address hyst LQ 

192.168.120.1 0.000 1.000 0 
192.168.120.3 0.000 1.000 0 



lost 



total 

20 

20 



N LQ ETX 



1.000 
1.000 



1.00 
1.00 



— 19:27:45.51 NEIGHBORS 



IP address 



LQ 



NLQ SYM MPR MPRS will 



192.168.120.1 1.000 1.000 YES 
192.168.120.3 1.000 1.000 YES 



NO 
NO 



YES 3 
YES 6 



— 19:27:45.51 TOPOLOGY 



Source IP addr Dest IP addr 

192.168.120.1 192.168.120.17 
192.168.120.3 192.168.120.17 



LQ 



ILQ 



ETX 



1.000 1.000 1.00 
1.000 1.000 1.00 



ifltuilj Ethernet ^£LJl Cy^ OLSR JArjj* 

^Ja _ ^ILj J j*.j OLSR <^J^' Jj£ JJJJJ ft-la^t J <tj*l ' . V 

/'ia>>i 4 £Lua^Ul A£_baJl dllflUaJ (llxjjjj Ljajl AiLutfL* ASliA e-lij l l\ W\ \ V a£±uJI 
(J^jjjj Jfl Urtll a^A Jal&J (j>uJa A^juall ^.l j .lala ^j-o J j^. j Ale ad.-h.OC (J^^Jl 

^L^a jll Jl^. 1 jlia-o tjl^ infrastructure ajj^jII Ja*j (jAja iflU^ll J^*-^ 



j^Ja Jxatll *Uj1 UjlJe] JJj Al^ll CjISLLj 4-nllc. $UU-a ^ ^ jll ^Jft . 
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u*ll AjjJ jlficl ^jjj aj^Lh^UI j aj^LJI cijl^AjaJl olsrd cJ j^j^ jjj ujj^^ r**^ 
I^a ^>fi*j t 4^uo\i ifllioj c . i>ol^aJl ^^5^ s^jjjlxo olsrd 2^^^ (Jj.iL.ujj j aj^LuJI 




olsr JA£ jjJ 




Plugins idLayt 

<^ olsr.org t^lj .^liLjaVl t> aj V ^ olsrd g^jt 

.olsrd dot draw Slo^^tj aauhlaII A£fu*II ajjj] ^LuJt ciA-*-^ AiLjal 




.Lfi dJlJPl AludUAll A£j^l A-mi <^Uj ;3.19 Jlw 



olsrd dot draw ,a£jJJI 



AjU 




A£jjJall A-ili 




JSJJI U ^jl graphviz ^1 jA f \mJ <4U .2004 <J j TCP ^ J] 



LU 



dot_draw 

AiLjaVl o^A (Jj<ft^M t (jSluLQ J^-uiJ 1 g JJ 1 n j olsrd g -0 ^^)^ dlliLjal A^^.jj tililc L_L^. jjj 

:/etc/olsrd.conf ^Vl aJUI jL-Vl lM 



LoadPlugin 

{ 



"olsrd dot draw.so.0.3" 



} 



PIParam "accept" "192.168.0.5" 
PIParam "port" "2004" 
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Topology ^nj c^Ujk* c>aj*J ^ ■iVim^ l Jl^aJI "accept JjjS" 

C5 ^al jjfll J jaaJI liA j 1 Jl^a. jjSj jl (Juh ^ill j) Information 



TCP Jii* fSj "Port iii-ll" >3- ash ^ .localhost ^1— II <-^*M J 




.TCP 2004 iiwl c> g2l3Sli c> ^ * i> c5^j g-^jJi ^ 



telnet localhost 2004 



. J j^aJl graph viz 



f Perl Jj^ Bruno Randolf ^Jj^lj jijjt SSL 



^I^aIujIj l^jJajC ^aJ ^j-a j olsrd ^T*^^ L>* ^-^^ A^JjaJl A-UJ dlLo J^un (Jj-N uUJ jl j^UjoiU 

.ImageMagick j graphviz 



;c^1iu>Ia. Jc AjUjII ^aJ^JI r'ny'nj ^fl AjI^j 



http://www.graphviz.org 'Graphhviz 
http:/Avww. imagemagick.org 'ImageMagick 



http://meshcube.org/nylon/utils/olsr-topology-view.pl 



<±u ^jL3 ,/olsr-topology-view.pl 3-oJ*3]l Jji^U 

# ^)-aliui-a ^J^JJdJj LlA^uJ^J A^JjJdll 



JUacVI <-L* 



(J-oxj Urtll j<\>>i (£J*^2\ JalfliSI J j^. j J^'s'iH ping A^uIxj alWun 



SjjIS a^Lo^U! aI^J! c^liU^ V f i iUt^o olsrd u 1 * 




jLul! liA ^ L-LuJa Jl (J^UJI -kail! 1 1 ' ^ ^ A^^U! C^l^J! l^lo 




Jaliill J ja. j ^j-o c jfl^jll ji*J JL^. J , 1 g flj j«J ^c-ol^>jj A^Urtll dllSLkj Jj3 j 
I a£^joJ1 AiLlaJ A-iiaiu jUaj (jAiJa lAJ j^. j ^j-o ^C.^)!^ ping 4 ai.^'uo^ 
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1^ ju j U 

.dull jljjc j netmask iS^ll ^USj ip c^sjayi ujj^ 



*y f jjj* t 1 ^ V Ail ^ Firewall l$ ^Ll^i^l JU. J 





(Jili. (j-o 4^.11*11 djlc^jJl S^C- CIjI^aj djULnll Jill dilc^ua 4j£Lo^U1 Cl]!>L^a jll ^)9jj 



u^j^ j' channel capacity A^lku-b Lj^jI throughput A^Ual^Vi 

V k£LZtt\ SjUyi o-j^ ^ V ^^J! liA j! £•) bandwidth 




cAi— lj* J fclc ^ Jll ^ J! W 4^ .(^ c> s^J t> 

Jll Ajkill 5^jJI Ji^ V (data rate ^ULull Jaj ^Lo^U! a<+&\ CjIj 



6 j^aV 802. 1 lg jM 31-ajll QAf£.J\ Jc j 4iL tiLLuj U j£i 

o^A ^)JC juVqll CliULnll Jaj kc jja ^jl V] A-ijlill J dljl at-Lo 54 tg^^a AAjj J^jJ 

JL<^.!M] ajaILJI ^v'uo'i .^gj-aal A-ijlill dijUt-Lo 22 Aix^jll 

.802. llg Jj£j2 jjj 



ClAiLnll (j* C'\\\ XJLA 22 CS^" ( J J-a ^ ^ (J^j! (S^ CS^ CJ^d C5^*^ ^A^li dljl X-LQ 



* * * * 



jlkijyi c?^J« ^ ^ ^ ^ queue jj^L ^-^^ j 

jaj C^Jaj! Jl! C^Ulnl! e > Jail j^U! 2L^jll UJI SjLjj JJ j^UJI liA J 

jpfclU aL^ jll <iL^ ^UI f j^U! ^jll .<L^ jU JjILJ! ^jW! JJ j^liJ! 

aA^ j ^£1^^111 <L-a jll f jii^ .lag .>^Ub s^lc s jjjSII j^bll j*j U£ latency 



.cjUUJI ^ J^j J jjljloll jiiil! (> j^jVI Jc jjSl! 
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LikLo ^Lulil ial^l! c^UliJ! JSj 




u 




^ 




l>* Spam ^ ^A^^aII J 

++ 

J Yahoo! jaIj s- 3 cs-^* s^xJt 
tai^aj U jLu^l (Hotmal 


1-100 Kbps 




S^L j l-Uj >nj > o (S^u^ll ClAiLJI jjAVij 


50-100 Kbps 




jj^all dull <La.l^J ■a.^'iuifl j£ ^llfrLmJ 

'j^j) ^ b'^ streaming audio 

dull jiis ^ < inon ^ ji^hl) liA c^l j^a 

.cUkiu ^^kii ^-iLajI J jij^w 


96-160 Kbps 
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J£] A^j j^Jl (J-^J 0 L>* J^*^-* j">^ 

.Via j> ujVi t> *i>1 


24-100+ Kbps 


VoIP 


AiiUa jJ^lLa aJUJI oJIA tj^aj 


64-200+ Kbps 


** 


cjlinkill ^1 wU c^j^ .Aii^ 

A-iii£ la n ^jj ^1 L» c£^)^Vl ilaULnJajII £1a^J 

^AjUjlj <Lg^^J1 (j^jc lil^g'uoi 


Mbps 


'BitTorrent) 
'KaZaA 
'Gnutella 
eDonkey 


«U*J! L-3 >Ja J^U jlaJ Ufr _u jSj J<; Ai <4i 









ill 



jSSi Ujjj ajjUIi c^jU-ia 5 j 2.5 u£ ^ r jLA ^Jp- u^j^ 






^Jtt JUjVI J^l 802. lie jL*^ 



•to 





*• i * ** 
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(Jja ^ <L^jj11 ^l^i^l Wj] jj*^ jI^Iaj oversubscribe ^>jaJI u^j^ 



J] sJiVl >^ .V>]| SJ»jjl *»SUai 6- 5 2 6- <*J 



** 



jl^Lo (jc ^Jaill ^jJaijj 4ji 4 flJfl^ (J^jj (jl exilic ,Ju *n 

* * * * 




Urtll CliLLnll (Jaj 4x.^ui S^ljjj j^Ull <-<ua 



http://wireless.ictp.trieste.it/simulator/ ^^j^^ ^ ^l^^l 

Link Planning ^jJi hjh^i 



++ 

^ Aj£Ajy]\ cj! jUVI J j ajjII^I .link budget ^tj^ c^UL^j 



*+ 

.(path loss jI^aJ! SjLA? U jAj) <L^j1! 



4-iM! c^U jiJ! t> 802. 1 1 &j cJ^^i i^L^UI JL^iV I ^ SjJ ^ilbj 



J^jJU ji ^JkJb I^jc. Jibuti ^ .Transmit Power J^jV* SjjS 



jl cjIj ^^ik^ 200 J^j cs4^ 30 U 1 ^ c^'^ 2 .dBm cs- 1 ^ cs^ 
La ^3 IajIajI (j^l t4iaj-<JI djlyrurtxill ^ja>>i ^iiAll Jja ^ L» jl^J power 

Sj9 jldll CjLLJI ^cl j3 (J^lj 4iU loiVI 4JUJ1 a^A ^ (j^aj .(jL^-Vl cs^ 



81 2<s*M r; ..^ ;diHjII J.^^l 



SeattleWirless <^j* Jll ciiij* Ji* ^j^V^ 





. {http://www.seattlewireless. net/HardwareComparison) 

j^alio cjUjI .Antenna Gain JU$JI 








dBi 12 ^ ja t Ifrll jSj > uU jl diljLiyi JLuijIj ^ djil£ $.1 jx* 

^ 49-24 dBi ^ Cj Ijl t^j Parabolic ^ JbiL-V 1 

5-12 dBi aw ^> Omnidirectional cjUUjVI cjUlj^J 

12-15 dBi Jdjy £Ltfi Sectoral ^U-ll c^Ul^l U 

Minimum Received Signal Level iJJtyl JjVJ ^Jl 

J (Jn>>nJ AJLuj 4-<u9 (J£jjj Jc- L&jta 4ic jj mm II . (Jl ffi » "V I jW^- ^J"'^ >>v^ 

0^ ^3B ^L-^UI sjLSyi SjJ u- c^Vl jail ii, (-dBm) dBm ^ 

^Iojj Lo Lilt j 4 JLoijVl 4£.^>j-o Jc J-iVI I^a aajxj .ojjj-gj Jl jSj > oV I jI^aJ 



6 iA jj^Lij ajSLj^UI cjIj^ajII ^jL jl (^ijj 4 -95 dBm j -75 ox 



ill! <£*J J s jUVI c> * > ^ .Cable Losses cjIjIua 



jl jSj > py i ji jLuijyi sj^-^i (j-« 1a ^.ijji ^^>^.vi ciii j ^ ^nii j cii^m^ jjqW j 



u^? ^ ^ s J^- 2 ^^ Coaxial ^jj^^ ^5L^Vl J 

j^a < Li^Sll j^l cilX-oV J jx^Sl ^ ikl^l Uj^ .dB 3 - 2 



.scattering attenuation < Liaal l j free space loss 





++ 



**** 



aJ^Ix^U jaUjo 2.4 ^jj SjUiy cJjoju^^ILj (jikll ^Ljail! SjL^k l-jL^ UjLoj 



L fe i = 40 + 20 x log(r) 



jIaIU (JjiluiAll j (Jjjjj>J1 (jjj AiLuxftll r cJIajj (Jn>rtj^]\j L s fi (_>j1^ 
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t> * j> oaL^al«l aajSj cIj^j ill j attenuation ^-i^alU Ljajl jLuwJI s jL^k jjlli 



++ 

S JS1 J^-> 20 10 UjhS* S jU AiLJa) ^ t.n„m 3lia jUu^Vl AjLJI 

*+ 



* * * * * * 




(J k <~t \ t u J > <aJ) (Jl jSluaVI ^IjA /Jl 4_u£*_LJI Sj^aII a^A 

++ 

^^^^J t (J ^Jal AiLui-al lA^)_^C d ^ nun S^)jjjU-JI SjLjjVI (jC- S^)^lLg 4 luS« \a\\ SjLjjVI 




J JiU^yi J multipath JiS\ 



±A\ JWUj ^jSlauJl AJ^J / Jl ^JJJ JJ*^ L_fil J^jU J I^jSI tjSLLa 



^^9u] A-nLJI j^VI jjW^ .nulling SjUiVI J^j^ ^j*^ ^ j S^jjU-JI 



j antenna diversity <^UIjfSI ^I^l^U cj! jL^J 



* * * * 

CP JLSj Jl^ t jUiL,V! ^1 jA jij^ 









<L^I jSI SjUiVI CAS, j! ^ 4Sa^ SJLS] Jaliill t> jS 4j , n JaVI ^Jc Ua^ 




<4jjU2II a^^UI c^l^JI CjUjI. ^ c^UI^JI 





JaSa^lo/JloA i-LaiJaaJ/fli ,JS / LHyi 



)Uua1I A a^llj SjLujVI ^gi cJ*^-^ <j^jou1I i£^Jl . (J ffi 1 0 V I cs^ 4-ol^luil ^1 jA 



illnll ^ <aL^JI jUajl ^ J^U^I liA ^bjj . JlUI ^LJaill SjL^k aIAx* AiL^JI 

>C5 jLLJl ^j^a dAS^Jl cljlliJ ^4 J jW^Vl t> JjSSSI Cij^ C5^^ ^ 



L (dB) = 40 + 10 x n x log(r) + L(allowed) 
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(J£ju1j Aj^Lu^UI <L^a jll jA^. L-jLuiaJ lAA^)LaJ J^ilall e-Ljaill SjLua^ A-aJii ^hV'u.J 
Ajc ^jl J > \U IaA^.1 JUIU ^JuLj SjUiVi SjLui^. SiLjJ 4 LjA a\1 AAoJI 



.... 



• i 3 *** 




aJUa! V aW^M JSli bUlc j^u l^V 31^ jH cjAdl fgSfl! 



u 



t ; ll uia j ^A^J-uaaII djl jjg ^jll djljj^al j-g Akjsua AjSLo^UI <L-a jll (_£ jA^. a^ukj L_iiia 



J La) J ^ I j 1 ^ > dLLu) 0 J LaL> ~ 



J L_V_JULu»"}J I jLf> dJ^Lu) I O J LuX 




lL_4 — 



.-70dBm t> U*i j^S -56dBm ^ J J '(-dBm <J 



Jii^ip 20 lA^V^ jf^ ^ 'cfe^P 15 j 10 u^V^ ^ aJj^II ^11 ^ jl jjj 



^gi A^ u*1I jl^- (JL^jJ SjA9 ^IAaIlhIj (Jjj£1*a11 al^JVlj Ai^a jll A-ijl jl* ( . il lha Ac I 



1<**A \ r: ..^ ;djHjll Jj^all 84 



14 JjllxJ ^UaS <^tj$J gr* s (^Jj3j^ <Ja**P 

(cjIj J^p 20 J) ^ 100 <^ JUJ SjJ .^jjjj 

.(dBm) J da-P -82 (cdj Jg-*a 15 jl) £ 



♦* ♦* 



( ^ j Ij II 4 . Jn_q_'i J L-uj j I 0 j J— 3) 

( ^ j 1 j 1 I 4_b_JLj ^j—j I 3_a £t_ jj ) 



( ^.j Ij II 4_b_L_3 t_ij_b jj dJ!)Lu)^ I 0 j I «i >) 



(oj_)>JI cJj_b ,j J^LoSf I 5jLui>) 




dBm 


20 


dBi 


10 + 


dB 


2 - 


dBi 


14 + 


dB 


2 - 


dB 


40 



dB 113 = 20log(5000) + 40 = jLai ojU 



;^jLujj (^gi^ll l>° jLuiaI \ & j!Lui£h ^^A 3 cJ 1 " 0 ^ 



40dB-113dB = -73 dB 



-82 ^ j) JM^V 1 JW c> j£l -73 dB Mi» ^ 

* * * * * * 

82 dB - 73 ) JaSa 9 dB ^ jlal^j jll ^Iojj .£ jl jll ^ ^15 



(o>_j>ji JLujjI Bja_J) dBm 15 

jj* dBi 14 + 



(o^>ji JjJo ^ j^LjSi i SjM dB 2 - 
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(£3_Jj_ji 4-kXJ j_a dBi 10 + 

4_b_L_j cij-b J dJ^LoSf I o j Lol>) dB 2 - 



a^J- 11 = dB 35 



\ i j£ <oj JLilLj t tajLua all A-<ukll LgLoj ^ jL^ij ^j.^Lit,a1 I al^liVL jUaaII SjLu^. ^jl 

: Jj US jr jljll ^ ^ aL^I! sJLSyi 



35 dB -113dB = -78 dB 



'-89 dB lS j jljll ^ uV 11 dB <^*ll u^ 1 J c?' 

J *iA-M cjbL^Jl J^Lk t> ^^kLoj .(89 dB - 78 dB >y u^ 1 ui* 

Ljajt jjjjll c-ijJa <J ^jjjjjjI 24 J^j dish cs-^ lH'j* 

* * * * ^^^^ * * * * 

10 J^i 31^ jll £Jj SjLj (^.JjjJjjjl Jg**P 14 CS^j) L5 Jt ^^ jW 



I J Jc-S (JUijJ Sj^S ji j^-^- ^l^VuM J\ SjLjj^U AiLjaJ ^jL Ua Ajjlill jiL 



Green Bay <£L>5UI aI^JI U^j JJ^U sjU^l! sbVl Jc <^ ^ 

Professional Packet Radio's Wireless Network Link Analysis 



SjlA^yl .{http://myMthenetMet/-multiplx/cgi-bin/wireless.mainxgi) 
XAiA\ jll j a > PDF 4 »j>^j ^t^&Lj SbVt ^ ^ Super Edition s ,>*^ 



U^UJl ^ J^ Ljajl dij jijyi J^ Terabeam 

.(http.'/Avww. terabeam. com/support/calculations/index. php) 




(dB) 


(dB) 


(dB) 


~ JjVi <-i jUi 

(dB) 
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4 UiiK t ^ <^ 

J 5 Vl 



,1311 




4±ua Jl frnhVi g-«l jj 

til^Luu CjI jjVI J. *jj > pi jli Lj^j 4l^a jll 

AiLjaVU jLuoVI tjJ*J l£J^ J*l jC £j| j^Vl o^A iaij .4_iL*ll o^A £J>*J J <J-ajI Jc- 
o jjl > »A <J^J ^IIaIIj ^jiajVI ^iajjj CIjIjjjIjj jl *n >o V 1 (j-aL-a!Lal£) (jiiall s-LiJaall S jl > >A 
\ a$ (j^-aJ (J f\) SI 7> ^ (JJjbl ojaill a^A J ^jiajxluiiuj t ^ wl^^l ClAinll J jjLuiAll 



Green Bay ^l^li 





5j£L,5UI c^L^, all kik^l 




.RadioMobile Professional Packet Radio 

Green Bay Professional Packet Radio (GBPPR) j^?^ jj 




Clil j^VI &^A <jial jxluil t-^'^Aj .ClljjjjVI A£aA J-IO tjl^a SjIIaaII <L^a jll 

,http://www. qsl. net/n9zia/wireless/page09.html : J^ 

^ii^U JJ Jc> ^ jJSUj dlj jjjVIj (Jj-a!Lo 



J 




_i^U. J j-* c^l j^VI *^a f\ ikU 



<£U*]| <£^l U^j JJ^j sbl ; JjVI SbVl Jc sJ*j Jj Uua Jlix* 




sbVI o^a JJ JjA-ajll <-*lv^j .Wireless Network Link Analysis 

http://myMthenetMet/-multiplx/cgi-bin/wireless.main.cgi : J^il 



j! Jj ^ li* ^j^j 4<L^> jll J f SL&ll A3 jj lU4* ^ 

bVl d)t cjj^ J fcSUill Ja^ jll ^ Jj^JI liA ^^loiJI SU51I 

^ISjjall IjtS Ja^ jll jjII ^Ij^I c^j , C5 *- fl SVl A3 JSM ^ c 7 JkLo 
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sUill .^Vl ^ J3M Aij*-a CjJjI bl .AjUJI SjJu^ IfcJc J.^Vmi Jll gfttil J 



.J j^aJI ^> AjIo J>^»Vho ^ill ^In.n jll ^ JSII Jl jjjAU_i-a 1 1 AiLjab 



(JLjjjVI Ja^ j-ajJajj J^lj jll j-a JLjjjVI A^^. (J J > ^1 9J (JIa«jIj tilli .jju ^ j'q *1 > o 

c&Lgj jl L^i j*j Jll djUUJI ^ J*^ j^' JLa^j Jj^ j^j JL^ r^JJ 

^^^^ 

^ ■laa^loa I J2lJI jJa^ jo Ajj£ JJ ja ^lij jlj Jl j$JI ^Iflj jl <jUj| Ljai cil*^ jJ .U JJ^J 

a^A (j ^ x \*n (jl # Jlj^ll (J-^f* j ^-jLu^J CIjULuII &^A 



(j-<uJa f > <aJ) SjS jlLa ^A j t^jiajxll l.jgJ (Jjjl j3 AaJai-a L-jl uia abf ^al Wuoi ^ it J *n tillil tjjjl j9 

,£§ja1I ^J^j 



(Jjlx^lflJ Ai^l (J^jLuJI ^jjaallj 1.1^. 4-1±uj ^joiS CliLa jl*-a J-^j 4jHj1I SjJa^ll (J ^ u u 

.:Utlall J jLlI ^ J ^XJI c^U jl~JI JaJ .a!^ jll j> >VI ^nill 



4iL*iA j ^jiajVl ^Jajoj AjtJiJa j ^llall jjj^alij J J£^^ ^uAll <Jfy 



> jj^j cilji^j jl l^i j*j Jill CjULuII i> j^a jjSI JUjI Liaj! Ua JjU .a!^ jll 

++ 

diA Jj^l (<j^jxll j J jkll) Ajfil J**JI ^l jkUj aL^j jll AiLui* JUJ c&£*J 

t jjJuU-a (JS udJ AiLoiAll (Jl^^U jl Al-ajll 



,<L^ jll Cf- J^J^ (Submit J) jVI Jai^al 

jUaJI SjWk AiL-bVW W 11 ^^ ^ cs^^ dAjLal! Jo jJjSllI liA c^jl^J 

Aj3 jJ j (_^Aa j Uakll L_LuU j AjtS jIaII 



^ a * c^U jJjln^ S^c Ajj^j SbVl J] AA^^ll ^11 jAjiu jio 



Super * >^ s jIH ji< (J^ sbl Jl AiL^VU GBPPR ^ J y 



U) ^ >VI UjLoi! cj) j^VI c> ao j^a Jl AiL^Vb PDF <^ ' ji>3 J j^ Edition 

Ji^sll j AiLauJI a-i^U. j Fresnel Zone Calculator J^^ ja Aik^ a-u^U. l^a 
Decibel J^-J^ CjI^j J^j^ a^Uj Distance & Bearing Calculator 



A-nlUJ ajj^JI SjLAII Jo Ljajl Jj^JI jLqj .(Ujjoj Conversion Calculator 



RadioMobile 

J^Lk t> ajSL.5111 c^X^ jll ^bL 3^1U ^ a^^UI a^VI Sl£l^aj f ^ fl al sbl jAj 



^oalijj L-^l jA j tA^ialaU A-La3jll AJaJj^JI j A^V'u oaII CIjI jjg aoll djlL-al j-a 

^al^Jjqjlj ^jjj^lll/jio j-ajJa jl WlndOWS _)j*^J (Jj^ ' "^l ^aUaj (j<a> >i A L« ujj (j^-aJ jL^-a j 

.Wine jj-^j jj 



89 



digital terrain u^jVI £^ ^^jV <^jJI RadioMobile jt f 

Sj^S <_£ jjjoix L^ajl hj La£ j^l>rt^Ul r'^Kuoli A-iiaju c \ elevation model 

(JJJ i^J^ ^iak-a ^-^JJ CS" 1 ^^ (J^^j ^-^J^ ^» J^J .lA jLua-a jiC Jal£j S^C ojU^Vi 




Liajl ^ jL U£ .J jVl Aikia j AJailll 4j*.L^ AJaJJ^ll JJJ 

j c^X-ajllj master/slave ^UJlj A**^ ^ Cjl£ui 

d .point-to-multipoint ^ ^ Cj!>L-a jll j point-to-point 

* * * * ^^^^ 

jjj U ^ jl jjj ciibj jj Jll ^Lo^Ul <JijbU RadioMobile fl-i^l c£*t M** 
Digital elevation Mj» J*^ . J 2 >^ 200j ji> ^ 20 

SjSlI aaL^ A-uSlc. Jajlj^Jl a^A Jaxj* Lo£ t s^c ^j-o tjN a maps (DEM) 

dll laJaA all jl jLaflVl JJ>^) jIxaII ^j-a (_£jiJ ^1 jjl 4-1 > o J > 

ji j cJ^-^ cJ^J J^ (J J>«">^ S^^xIa dlULia 5iLiJa| jjc (A_ial jC- _^fiall 



Jajl ji. 1 ^ j 4_ia9j AjLii^ Jl Aj^aLkll tillajljA. cJ^J^ Ljail ^V^aj .^^S S^jU 



^Lh3 (Google Maps J^) ^ j^V^ <^ J^ 1 ^A-^j a^U^II jUaVI 




Azimuth=340.1* Elev. angle=-0.810* Clearance at 5.51km Worst Fresnel=2.4F1 Distance=5.54km 
PathLoss=90.1dB E field=49.5dBp.V/m Rn level=-72.1dBm Rx level=55.56^V Rx Relative=37.4dB 



^l^u-b jfcSM Jai. ^jSfl OhIJ Uwl Jltfl ciLajil ^j^. ;3.20 

.RadioMobile g-*^jj 

dij jSjyi ^Ic RadioMobile <^ ^4 * ^ 1 ^ jl^ 

j yiaVl c> ^ 

http://www. cplus. org/rmw/englishl .html 

jjiJ^i ? Uaj ^>Ja RadioMobile 

j-JI ^ cjAiJ/ Jji^oll ^Ltu RadioMobile ^^jj 
J VI ^ J^A? RadioMobile d*-^ ^ jJl I^a Sj^a ^> ^ jll .Wine 
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^UilUj ^IjIaII ^^aII jLLyi ^ jIa. h'i Jjiuooll ^-jil La ^gic 4jj3£*all (j-a jj-aill 

<lnll ^l^i^lj Q&A/jte. Jji^all ^Lkj c j^a RadioMobile c> 

•2LI12M 



IBM ThinkPad x3 1 J >^ <^a- 



Ubuntu Breezy (v5.10) jSjjjj' J^ull ajujjj 

fe5?.7/www. ubuntu. com/ 



Ubuntu Universe c> 20050725 J^A Wine y& g^jt 



>^ RadioMobile g-^ » ^iluj 4-ii£l ^1-^ J <^ j 1 ^ 



.http: //www. cplus.org/rmw/download. html : Windows jj-^j J^sU ^Lkj 



^ U jrl^Lo .(o^iJ/ j& Jj^I VBRUN60SP6.EXE 
L±A ^jI^jj jjALj ^ii^al! fLkj ^jl^j jl^ ^ MSVBVM60.DLL 



Jc. jo JIa) U di^j i£ d^ii jl jl Visual Basic 6 jt ^ 

.<Lj^j MSVBVM60.DLL ^\ c> (Google 





JuJa cilij fUl! ^> jSUII ^ jj£i*l! jSjJI t> AjIIjII c^I AjuIIo villi 

i flLall ^^ic J^^3 (J^^ j<ft>^i I^Ij^Hj CIiaS ^^lll Cli 

c&V '4 M jll s J2 ^11 ^LiVI d,l jtili j*j V .MSVBVM60.DLL 

# jjAjjj (Jj.ir-uul 1 ^aUaj (j-<uJa V) (jl 



A-ilUill 4 AjW'ili ^hv'uolj Wine ^-^^ cj^*^ cjVl ^1*^ *\ 



# wine RMWDLX.exe 



.4j a^iU. aiaU f iLuj J**j j RadioMobile <4;jkU fr" 2 ^ 

e lj-Sfl ^ t> tku-i U> U-NII j ISM <-^>*11 cjl^l f > JLu 

++ 

S j Bluetooth dA£±^j j^-^1^ j] s a-i^Lj^I ^ijl^Jl ^Ujj .c^l^ j^ll 
aj^L^UI CjKunli ^ Microwave <j> > ^11 jr^VI jljai JUJaVl 
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V! 



^gJc CjLuI jgJl A flj h j j > <aj£j V jll (^^1 a.^1ui 

^jJal Loll (jc a oL-al 






UUjVI c> gj^ > ^ JW*^ omnidirectional ^UU^Vl 





An •umriKjiw himcJ anhHim? i*< urmi 



MuhyiTa wcfarml aalwnnm iWp to jwhgalfr 



.AjcUaS CjUI jA SiC- JjIIa CjUUjVI ^IjA ;3.21 



«Jj3 ^ cMjM C5^ 




4_iC*L^9 diLijl^A o ^fr 



i.VVurtx\\l A^Vi (J^^*^ A£dJl31 ^pL^J ^Hall <Lo^Jl ^pa^)C- SjUj Lj^j 




t5* L$J^ ^) 

% 







( LLulU 




. i • .. . 



\J_LQJ 





u 



Jaia jjjAli-^ 5 ^^Lixuj U*i I^jSJ cjjjaU^ 22 Ay 802.1 lb/g 




2<<*M r: ..^ ;djHjll Jj^afljj 92 



jjjirM x3 j>JI AjjjIjJj ^.uia Sjicl Jl j In > >n ^3 # (lA JJC. j (_£J^.I Cljl^uo 




J*i ^(j^a-a J jia jj-safjlj iilj*!/L^a j C-Ujj pJ a > A\ J jl^. 4ituux] Si^l J 

a^A <jl V) AjjAaII J Ja q±i (Jj-aJ tjlAjii£ 12 cJj^ 30 Alj-aj d . u£^J 4 j i\ £ a] (j-o f^^l 
jl yjlL-a j Jl aAx^jII a^A Aj j^J (jl .^jjjjjjlll J^LuLaj ^Ijj) Ail^l (jiaj*Tuo Ai-a jll 

jUj^I! Svtfll jsjli V ^ AjLjII CjIIuII J a^jJI ^^S! aIjL 



^^^^ 

djllnll a^A J j^L^a-o J j^. j JLgI^.1 ^j£l iAl^a jll S-^J-*^ 





• 

J ^ .Uj^ ji 900 5.8 *Uaj3M f 1*1-1 cWI Jj u 

jjj^j jj^l .MacI ^| j^VI J f jJI j3 jli .dtij-a 'O^J^W J^ *^ <J*^ i^A 

* * * * 

dil^jill f* 1 ^*^'^ J^l l>* ^^>a1 y jc. 2.4 A^j^-ll ^Vuo'i ^jl! 




a ^ j^ll J^j^j s j^-l jl 802.11a jW*-^ ^l^lual ciS^Lau^ .cij^Vl 
1 * Wi. . ri .A^jpJl oiA ^ c_u^ jjjaL*^. 5.8 



Ronja ^jj cij^^^ CjIu^UI ^^axj ^jl^ U£ .JjjaU-la 

^aaII cjX^jjI] ajjj^I c^Vl^Vl (http://ronja.twibright.com/) 

.A*ijj^ (W^a C^bjlo^ ^ jjaj V 

* * * * 

++ 




Cli! J;1a1I a^A ciliKluj # Axijj-o Aj3 jj jj CljULnll Jail A-illc <cl Jalual ^j] Ljj ^^ill j 1 

++ 

all JLala jj^ ^ W^ 1 




jj jaUlj> 2.4 ^ jSM N Jv - n J Aji£ cill jjjj] c^Ij^I Jl ^ > ^11 j^L-^ ^a^il ^11^ 



>LH JUJ1 J^ail! J CjI j^VI fi^A ^j^u Jo Sjkj (j5 illa J .(jlJall ^| jfrll 

Repeaters ^Ijj^' 

jSjJ la (JJ^J J ^AaII SJjsu Aj^L:!^1I ClaX^ajll ^tb Ak. J^VI (Ji^J 



iSLiUI a^VI V .LOS ^ f ^ c?^j line of sight j&ffl 



AJjjia Clj^L^a jll jlj^i-a J J^-^J ^3 (jll C^J^-VI (3^1 J*^l J' jl^jjVI ji djlxjjj^ll jljj^.1 

* * * * 

^jl (Jj3 AAj^a jll d . Lj£ j3 Aklalo J ^_pajVI ^JjUiaJ AjtJ^Ja AjoiI c^Llfr L_L^. jJJ tillil 4^Aa1I 

IaI c^2k AjJl^j /'wo /*^QJJ 



93 



Ljajl l_i*Jj 1 g tA-i^Loj^Ul tilUL^a j ojUjj) JJJ* JLa^JI ^Igj ^3 ^jl ja ^1 (j^l J*^ 

.repeaters jujfi^ jj^ 



(jJA. ^gi cdll jj£a£ AAuMtxll r'lKuoll -LUill a,\ a-\ J-axJ A-iakj ^11 jaJI j 

** +* ^^^^ 




>t 5 j^Vi Jdissii 



<^ (one-arm repeater c? J ^ jj*^ <~4^ ^j*^ ^) ^'j cs^ 1 ^ Jta^ 



(jLuijlj Lai ^ j<j j > u jl^Jl l^A <jV t^)Jaj tilli j io^^Jl (jiajC C C-iA^ 



^jlLi ^1 Cj! jj^J! U .A^Uj^ll SjJall t£*«iJ Jalj J^lj 4ik Jal ^Ijy^il! aiA 




^l^aJLujlj cijljj^ll a > Aic j^ii .Ethernet ^-"j^! a£liA <A\^\ ^\^1xAj CjS'\^ 1 > " V 

Sjl^ ^JJ .o-aUJ! j! jl^ll jl AuJI Ja^ c >J a cJ^*il JalSill Ls k±n <L 802.1 1 

s^c (jj^^l tilli j master -^J^ (j-^- 3 lJ-^*^ jj^ - ^^ cs^ 2j<t...N\i ^l^c-l 





jua i>iu« 0>i di«5 v mat »lj#fl J Jl-j! ^ 13.22 
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/VP*" 1 >^»JJ L^- 1 ^! (j^ 3 ^ j^?- 3 





ibu <> V otf ^ ^ J 4*Vrt^ Sj^I Jj2 ]JZ ;3.23 
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Ail o-^j ^illj "aUI Jx^il! uUj^' I^j a^^I c^ll^JI ^ c^ljjLJI ^ jSii 



jj£J ^Lj aJ^j ajL JL-^yi *MZA* Ail ^ I .aJ^ jll t> jj&II "ajjj" j-JI 

.jj^l liA A-Jaiu JjUaj c >J a jSj .^KVi J UlUa Ifcdl Jj^jll U 



Traffic Optimization ^LflUI * bl 



(j^a^)C jl-^a (j^l .Ajl^j^Mll (j-a dl5 ^11 JJ^>-° C-J jTqj > a Ai-a j AjI ^fl ^)9jlJI A-g^^J' 
^JjA*\*i L^J^ A ux a A AlSii a A-ila j SjjS (J^-i. Alx^j (_$\ /-i jlJI A-g^^JI 



.aJaaII a^A C5"^"^ ^""^ ^aHjj ^jl ^Jl ^ViVuo tilj^l t^L^j 




A-lljl-J Jaj^l^ (JS >'o 1 CliULnll J£j AcUaluil QluAJj AjI ^ J > I A^-^uj iA°& a\ 



.{http://bwmo.net/) Accelerate Your Internet 

Web Caching gs^l cljA\ c*j^\ 

& *\ jJ\ ji) c^j jjjVI jiljA t> j^iia Ja\i^.Vb proxy server J^jl^ ^^Jl ^jL 

NUrtll j<^>>i (J^n'n l^JjUj ^JJ tilij jl t^kj-a l^Jjljj ( - \ a"\ {^\jjo\\ 




QAisi cJ^J ^.^^ ^3^J (tf^ ^L^^)^^^ 3^ S^^^J g Jaj (3^J U^ a J'" 0 ^ 

/Jl ^JjjJ^)1uJ CljLa^LL-Jl ^jl / Jl lJ]^ .'^•^■Ij 6 AaAa^II ^jJa^)C aJJ aJ (^^J 



A Lalui^ll A-^ij^all A-sJIjl-oj l_LuA_^J! I^A ^ jIj ^jl , Vi > uJ A^jli A^^uiJ ^AaJLuiJl < t u ol ^> 
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JjS Jl ? ±L4ll 

u jj^i Jj Lu9 4J) c^u^ s^c ^Ij^vi J Jjz 



^^jj .c^U^UJ! J U c^U^I jK! jAj .Squid -^J^- 

content c£ j* 1 ^ *M Ajix^j c fljl h j AiLja) ill* ^j^^) 6 JO^ ^H^^jj ^l^^l 



^ Iji^L Squid La^jj cs-^ l3^j .(cASy^y\ filtering 

A-i^j^j jjjlii ^ijjj j^^ll ^ jjLi j Webalizer Awstats 

jii^j ^AlJ/ jio Jji^ill ^Ikj c^Ujjjj ^j^j dujii Squid iflL^J jf^ 



ijj^) http://www.squid-cache.org/ '.J^ c> t> 



.(Squid FreeBSD j Debian jL&P o&A/j&> ^^Oi 5 

^l^klujl ibi Jjj ^ij^ ^ Squid ^ Jj^J! 

.http://www. deckle, co.za/ squid-users-guide/ 
^jLLJ! J gAj jA\ liA ^l^i^l cil^j V .Microsoft Proxy Server 2.0 



j&jS V US Microsoft ISA Server ^U^JL a1\*slm Ijts u^JI 

r'lKuoli (j-^j-ia Lq,^"uoa Jl jU # <1 Liia Ucj Microsoft jj^^ 



^ fcjiLJb o-Sli iiAb <u£] ^ J^j ^ jA j .Microsoft ISA Server 




Sawmill ^jj*^ ^ ^l^i^U Lj^jI 

aj V t]^a Ai^w ^.ilJI liA jIjcI L-ilkL .{http://www.sawmill.net/) 







Microsoft ISA Server .a^J< ^I^j^I ^ji^ ^liaJi 




^.1 j cIjU jkJl ^ ^>^1 .WebSense A-iL^il ^1 jj 

http: //www. microsoft, com/isaserver/ ^ j^' 

http://www. isaserver.org/ 

J^jJl rtll Jjl^J ^jj<i n<ill ^La 

44 • • 
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++ 

aIa^JI JjS ^ c^Ui^l o^a ^l^i^l http://www.antiproxy.com/ 





jS] c> Sjjal jLnVl li* i .DHCP uLJiaI] ^linil Jl^V! 

j! ^Iaj) (j-o (jj'^^'n Jj^ jll ^,Vn roll jjL^aj ( j ; nc.l^)ll j all 4^ u*1I ^a^Ijjla 
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5^ Internet Explorer ^^ja JUL? JjS jll ^^11 jl^&l 



f' VN ji^j .NT domain 3^ f l]^^ 

^Oull li* J >J! Windows 95/98/ME jj^j J^l ^ 



u 1 Windows NT/2000/XP 0*^211 U^l <>jii*Jl 




££1311 CjL&I! ^1 J^U ^> ciUij t JjS jll 



Firewall ^jUll 

l^l&lul) (Jj£ jll a,^ all JjlAJ ^gic (jjA^Vu.^l SjJfl a^C (j-G (JjJ jll j ^tlll (j^-OJ 



fJa^all aJijl jll CjULuII jjj^Ij dirxj l£jU11 jt-^J' ^ ^\ flj .(^jUll J-iaJI 

c^UUll jjj* jj^ jIi^JIj i(3H> c^j jSjVI xSlj- Jj^jll c^UlLS) .Ua J^jll 



3.26 j* ^ l*>V1 
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iLa^^JI ^jiajC iil^\ g J > ol ^£ Ai^joiA djLl^ a^i ^al, Wunl f > >nl ^ g > o La£ t(_£jLlll jl.1^11 



.KaZaA j BoitTorrent lpM g-l 

Two Network Cards ^ J^i 

jI^I . JU1! jjoJI j^ill cuj jdjVU AjL^II <VJ! Jajj] jll 

jjjJ! jjJ Cuj j^jVI Jj^jll J^la^l <> Jx^j JS^II li* 




j^jH ^ ^ ^1 ^ji! ^1*11 :3.27 



U jjj^j ^ u ^'j^ ^ ^J*^ ^ CjVUJI *U3laL 



transparent proxying <-iliuJI J^j^l <JI ^ iulSJ ^^ill 11a U > t> 



^^11 J\ LjUii j^^lauJI t> S^j! jll c^j j^V! Jj^ jll c^UlL -u^ jj ^-ixj ^Ij 



^j^VuqaII l_LujI j^. ^ ClijjjjVI ^ij^aJ ^t-ol^)J Ajj^J Cljbl^cl AjI ^11 4^1 ^11 ^jj^ Jj£ jll 



^lia^VI ^ j3j £^ l-a-a 4-1 J^IaII CljULnll (jC Ll^ a hi flJ ^ V I Ljajl <_5^*J La 



^ V ^ill CjI jj^jII jl CjL^« jJI ^ cUil AjjI^I AiL^VU j^^L^ll 

uiiLai J^j^i ^] j& lIjUjiLji ^ ajj^u .JjSjIi ^^11 l^j^ii ^i^v 1 

^iljJI ^1 j Squid ^l^i^U 
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http: //www. squid-cache. org/Doc/FA Q/FA Q-l 7. html 
http : //tldp . org/HO WTO/TransparentProxy. html 




Policy-based routing o**^\ 4#^£lt 

Aic Jj£ jll a\\ jjIaj xIa! AjulftH c£^>^.VI iJLmVl 



sjUIj Cisco .o4^ Cisco 

(_£jjjj£Lo 4* a! S jjaII a^A ^V'uo'i t i flliuj (J^joU cJ^ J^l *M ^^J^V^ £^ J -0 C5^! 

++ 

all ^5L^I ^xiJ (jl J I Clijjlijyij ^ajjUaJI jL^ajVi ^jj A^**Urt<ftU Iaa (Jj£ jll - ^ all 



Mirroring a website ^j^Vl jSj^ Sij* ftL 



£fi jaII I.I3J SI^)a Clij^ljyi (^5^* ^ ^W*^ 0 c . ^ > AialjA cs^" J J 11 ^ *^ U^^J 



dili ^I^aII j\ a-uu^j^a11 ^L<uaI JI^a (j^> (^5^^j ^-al^JI ^I^aII AjUlII SaiLo S^iaII &1a 

S.te 4*iliA ,jA a6 jll lJ Ac- l_j jLiVl li$J o^l /Kinril ^a^lnifl 4 m Mill 



^JA .(JSLuL&ll ^a«J ^ ^, WuoaII ^JA CIjIa jl*-G ul Ja2j ^^llll J iljA (CGI 2^^>^) 

lit tLa jajja jj>>t\\ Clijjlijyi JJC- (Jj*> > >nll Qaa^aILuiaH ^ja L-l] JaJJ £9ja £$l ja]I a^A aJjaI 
(Jj^ uilH ^tAljjJ <jl ^jlaj9 (^5^-) SIjaII £9 jaII ^jxu >i (Jj^ uajll ^ja 4^ ho II ^a.lVhiu ^li 



I^A (Jj^jjjJ CIjIa^Lla ^^J^^ (Jj-a^J ^jl ((J^LudA (jj^ o1^)a]I ^jAjJa (^^axJjoi 



• 




£<i jaII lil si jaJI a^A ^UJ rsync ^^j^ f ^ .AjjSill ajSIaII ajIa^. ^1 

^C-Ijj ^gJc JaliaJl Ajlcli j 4x.Jjjj CjJLuiVl JJ^I (j* ^aUjJI I^A ^>fi*Jj C<aC^J ^glk-aVl 

jaII rsync jj JL^ IaI t ^L^Vl ^9 jaII ^a ajIa a\I sI^>a1I dj\jj3a> a 





(jA ^jAlij (Jjir ujjll ^aUaj (jAjJa (Jaaj 4 >oi ^^5^- jj> ^i^li cilj^AJ .(jn^nl / (J'^J^jj (JjaLjul 



Cygwin u^ 3 http://xoomer.virgilio.it/hherold/ 

.http://www.cygwin.com/ c> 



/var/www tJUJI ^ (ij^ 11 JJ-J^ M^^' 

. jj-^j c>^ C:\Inetpub\wwwroot u^j^ 



;<jlUill 4 Ajlaull ^I^jJLjjIj ^9 jaII Sl^)A ^.Uj 



wget -cache=off-m http://www.python.org 
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^1 cfj\ Lf*^ . www.python.org JJ^t ^j^V ^ " 




name- ^LutVL? g^j^j < «j>™^ li* cuLjI^a ^ cs^ Mj^' 



.^S jJI li$J ci?^ DNS (jUail^ ^l^c-J ^ .based virtual host 



^LojuJ LujLujI AaIixj (Jj^^ 





u IS) J^l\ jUail! 



J. J. L-jjl^V! liA j£jjI & .Coaj> ^LIJ d^jlt c^a>l! ojj^il! 

i <J Jj&j Ljijjii ,J LjjjIjjj CSIR t> J. P. L. Cloete j Eksteen 



* * * * * * 



Enhancing International World Wide Web In 




*j .Mozambique Through the Use of Mirroring and Caching Proxies 



lisk l-jjLjVI li* Jac {http://www.isoc.org/inet97/ans97/cloet.htm 



Aae AiUbVL c^i jijyi ^j^l aW> jll ^i.nll ^iUJ! ^ f 

jfl>>i j^. jaII HTML Cll^L^a j £JJJ ^C.) A-iSLjaVl 

^j-ajill JajJs l^J fl^VI Jc LjajC 

(jlaUJ <1a1^a (J^Ljoa AjV f nVi j ^Llaill ^jl ^a 

JaJ > 0 j£ JjS^II aII ^l^aJL-u 

Lo£ IaIaj aII "i AAjJa 







iA^Ajjia 



£> Ia ^aA2 

A-J jJl <a^^J1 q^jC izSuk^lxA qj^ AjSjaII SjSlill (jA ^Ulla A-nlj aJJ > n CljL^ij^al 



Ia J£ (^J^l jl !W LU*J lAJlj&j cil^AJ ^illj) ^uLull JjaJ 



wget -proxy-on -cache=off -delete after -m http://www.python.org 
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a£ jaII A-^Ak-all (Jj^Vn WgCt J-^^^W .aIa^L xSjaII 



JUIUj HTML <^*^ull -^J 11 c^L^j ^ 



• ♦* 



^ (jJj Sjj^U-o ciij j^Vl (j-o u * > ^ :— each* 




0£j 

^ jSa-a t> ^Uuouj Jj^ jll .si jJI ajL^j L-iia. >- delete after 



^Akxll li* Jj&J J) AiLja) L-jL-all A_x-aj3 ^gic A_i9l£ AjaLuuj J ja j jLa jA\ 




^joj ^hVuol ill* aj 6(^ja.Vl djljLaJl JJ^^ wget J^-O^ tillL^ 



^jc. l^c 1 $ LiAaj ^1 ^al j-<Jl > 11 V C5-^ cly3^ ^ aLuLQ ^i,^"uoV Squid 



lIiI aj jIxjoiI (j) .Squid cJ^^ ^JJJ^-^ CLJjLuII JaiaJ <Laj!}Ul A A > >iV 1 4 ulJ 



++ 

Cache Hierarchies c^>M 




Inter- c^j^i ^jj Jj^jSjj^ c> l£1 .(I) a > 



Cache c^j^i cjI^ja^ a^jj Jj£jjjjjj Cache Protocol (ICP) 

j u^j c^U jix^l! J^U Array Routing Protocol (CARP) 






jjiA ^ Squid jll p^JI .^all c> lU^I 1 jL^ CARP Jj^j^j^ 

.CARP J>i^j» ^ MS ISA Server >^ u^j^j^j^^ 



http: //squid- :<J^ c> ^^jl*^l c> ^j-^' Jj^-^ 

5jja-JI c^UjkJl ciljLij ^jjj .docs.sourceforge.net/latest/html/c207 5 .html 



Proxy Specifications 6^3^ c^sS^a 

^xaJaJl S^U^j A utao (jj^aall (J^lxlujl \ 1 <<\J .(J-aaJl ^jC A-o 




103 <^ J^all 



^1 WU Ji SCSI <^ t> Jj^j La LJlc- ^Ij ^ A^U-all AjL^II jj^I jflVl J^l 

AjU^ * jaJIL >-*K>,Vn V .(U-aJc t> IDE <^ SJajxJI (j^l jflVl 



.RAID f >-» £Ai*I 



(Jjifui C5^ C ' .CIiSJ^aII (JJ^^jII ^jial^)C.V (JfliuA* L-lL^a Q^Jfr j f > <aJ) .Ia^aII 




JL-*.) RAM ^lyull SjSli t> c li. ^il Jii^ ^ Squid e-^j* 




^Ij^Jjjj ^L-lL^all ^j-ia^ll (j-o Ja^j (j-o SjSlill 



j^VI c^linkillj Jj; &11 ^Uajl 4>^>^^l s jSlill AiL^VL) Squid £^ 



.RAM 

128 j j& Jj» fUad s jSlil! t> 128 ^4 

.X- Window ^' j& * j^J ^UAj* 




++ 

^jSJI ^ £jj SjSliM <(.ri,nti o^jall ia.UJI i> Jki I^jV ciUij 



DNS Caching J^aiii fU^i cjU^ui^v 

Jal£^yi DNS ci^ 1 cljU^Ld^V CjijJl jjj^jII CjU^ ^ j , ^ 



time to live (TTL) ^ pMA\ ^L ^ s^l ^U^l 




++ 



^jjjLuj V I j^a^aII Ail ^gJc A^i.^'uoV L_boil j^Jl ^ja^ ^l^cl a\1 l^A ^ A*n > u 
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(J<<u >i £3j Jill L-±ui\ j^JIj Aj-aLkJI (jjllajll ^Lu-ulj (jjjLjxll CjSjaII (jj j^jIIj f > <aJi 4 *m a 



Bind (named) 

4 £ j uj Jc- (jUaill ^L<ujj1 a-&^.jj djLa^. jjajii] LA Wunl ^c-aljJl Bind j^^^w 

(jUaill s-Lu^V CIiS^aI! (jj j^jll a*\ a^ljiclj 4 JJ jjj Jja-oJ Bind g -0 ^^ ci**^ .^-^J-^V^ 



a^u1\ fHiJ jA\ c^iluI (j^V! l-jjLoVI liA jjj*jj tRPM ^ Debian 



:Debian uWaP <*j jj 2 ^ -a^i^a lil aJUII 



apt-get install bind9 



<Jj>^ (jLlia <il > , nl ci>Jl jjj^jII c^U^k jji jj J) AiLjaVU Bind ^ jt d&4t 

split c5^Vl J^*^ ^^jj t<lj>^ (j^^l <Ja*JI J 'authoritative zones 
jliull *LuJ jj CjU^l J I a U ii ji^j ^ j^l c^U^k ajI 4ilja) horizon 

.DNS 



dnsmasq 



^UaJ ^ J±**\ J J 22 'cs^W^V^ UU^ 1 cIjU^I Wlall JjI.1i]! .jjJ jAj 



^ J^ .http://freshmeat.net/projects/dnsmasq/ t> 



ci^Jl dtfjp^ U£j lWJI J& jiS j$i tAijjj^ J dnsmasq 

DNS CjU^UI^V 

jj9 jj Ljaj! jJI li$J jLqj .SjS** CjIjI^I Jj Aj^UJ! jj^ CjISLLjJIj SJ^bU 
^ ^U^jJ! *UJ <^ jj CjUik ^ JJ AiLjaJ DHCP < <j»™N Jlifcll c^U^ 



^AijUli Alj jj-a j AjjS jj jj A a-\*% jir > <aJ ^laUjjII I^A JJ-gJJ .c_ijjJa-Jl Jllljll ^l^C-Vl CljUlia 



200 c> Jll j) ^ s ^^il pL-V) jl^ll Bind jj 

CjIIj^II Llia. IjUk <ia j!^^j dnsmasq Ail^j jl VI t(<-i-iU 





jiaj a 




I 



Windows NT jj-^j 

: j^-l Windows NT Jj-^j DNS ci^^^ <^ jj 



< Add < Services ^UiiJ! < Network < Control Panel 



Windows NT 4 Oj^II ^ ^jJ! ^ jill J^^l .Microsoft DNS Server r 
Knowledge 167234 ^ji^ ^ jxJI sjcISH JUu c j^ ^ 



fUij (i 1 ^^ CjU^UI^V Cji>l! u^j^^ B ase article 

: JllJI liA c> cIAALjL* Jj Uja .Windows NT 
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^UaJ S^)t ^c-olj^)j JaxjjjJ (j-oj DNS (jjUajll e-Luoil A^a^. jj ^,Vn a ("niTn ^3 ?f 

DNS J^ ^ ; » H .Domain Name System Manager (jUaill *^>l 



IP jtfyi J^l A "New Server ^ jaJ j A-iiM 



C5^ J >^Vll <lA^a jUajll *UJ <^JJ ( * » ffi. 1 



Windows 2000 jj^j 

< Settings ^bl^l < Start !*) :DNS c^l *uJ <^ jj c^iL ^ 



^ t> .Add/Remove Software e*l j*ll ill jj / ial^l < Control Panel f£*2l! 
CjU jikl Add/Remove Windows Components jj-^j ^ j) / <a^J 



^Lkj < Details J^>^ < Networking Services fc%*SSl l c^U^k < Components 



jl^j S^iix t}?u!£ iitic cilj^ .Domain Name System (DNS) 



^1 < Programs j* < Start b*j) DNS MMC ci 1 ^ *L*J ^ 

ioilS ii^l .(DNS *^*J < Administrative Tools s jbVI 



jVI 4^ s-^ "Connect To Computer l-i^UJL J^!" j^t j Action j*l jVI 



jW^!" siiU t>^a "The following computer: s^laJI b*" 



<ul.ikU ^jjj ^ ill (jUaill *U^I <^ >i JIajIj "Select Target Computer 



'La^. jj] ^ > aJJ jll a\I A-u^aj Jfi*J ^.Vn all b& ^jli (^^g-Jal jis] J£ udj a^lc 4 Jajfcll a^A j^Jaj) 



4jk JuL .Aj-aVI c> j^ll I^j ^ ^ ^ Cij jSSU (jlkill *LuJ 



{OiJI liA UuUij t> ^1 J^ cjjJ bl 3ifcll a iA ill jj 



Mirrored Server *l>*li DNS <jLk^ cjU^i 

split JBVl J^U c^^^j) split DNS ci^^ ^^>' ^ J 2 

4 A.tLttll Sjjt^U SjjIjLg tiL ^j^al^JI (jliaill ^jC ^^.jl^JI ^11x11 Sjjj-a ^Uacl ^Jl (hOHZOn 




U \ jj£l tL_lilLuji S^*J (jl In ill ?.L<ujjI A-<^.jj djLa^. jj-saS ^jja^J (j^-oJ .A^AjjoII j^.1^ ^j-o 



jUaill ^L<ujjI A~a^. jj (j-o 4^ unll (J^l^ ^jjx\,^**1uix\1I jliaill ^.LujjI A^^. jj CIjLoJ^. jj-a9 (j^J 

pU-Vl <^ jj ^ RFC 1918 £f2 o.jUo ^13 Jili 



LH ijl c jjiaH^ jjjaJala ^1^1 J^Lk ^> cilli ^jjj IP u^jl^ Jj Cuj juVI ^> 




^^IuiaII (Jt^i^jtn JUaII (_J_ixiuj Jc A-Jllll <S±uJI i^iil t au jijVI 4 S j uj ^Q.^'itoA Jj3 



1 

JU1I jUaill ^1 Makerere l? j^j^^ ^ Jib ^> 

J 172.16.16.21 ^jj^V^ u'j^ cs^- http://www.makerere.ac.ug/ 
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.195.171.16.13 



makerere.ac.ug AiLiJ c_aL ^^k. ^L-Jl ^ <jlLj}l *LuJ jj cjjiaj 





; J^l <^UJI ^jaJI DNS ci 1 ^ 



makerere.ac.ug 

CNAME 



www 

ftp 

mail 



CNAME 
CNAME 



mailserver 
webserver 
ftpserver 



webserver.makerere.ac.ug 
ftpserver.makerere.ac.ug 
exchange. makerere.ac.ug 
A 172.16.16.21 



A 
A 



172.16.16.21 
172.16.16.21 




Ji^l Ajbl^J j^ki ^illj makerere.ac.ug 



makerere.ac.ug_ 

www A 195.171.16.13 



ftp 
mail 



A 
A 

MX 



195.171.16.13 

16.132.33.21 

mail. makerere.ac.ug 



IP Clljjjjyi (jJjUc ^al Wuoi Jc Sjj jjJalU (jjUaill s-Lajoi! CllLo^. Jj^aS AaJxJ V 

<^ c^j> ^-V .RFC 1918 ^jlWHI t-JJa c > J Ja .Ha^ jAU A^UJ! 

a^J dl^>-G $.Uj J) AiLjaJ CIAjl^IaII j-o Ail >>i"uoi ilia (jla jll J Clljjlijyi 





A*Ju C^j j^VI Al^j A^^Ll! Jajjj Jll A-^ln^ll jUflVl Ai^j jl SjUj 



* * * 

Internet Link Optimization ^j^V' 



J dljl irjA 22 C5-^ (Jj^^ ^^^^^ Ac^>j^ (JjWl AJ j^joiJj ^J^J Ail tLLoi Ijj^i ^1 



Jj»^ti L_Jkii Vj 802.1 lg jW*^ ci^j Mc- ^■jVmib a^UU! 
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^jJI AAj-a j\\ lA j9 jJ CjI^aII Clil^)jaiXJ Sjlc. <C^uJl a^A (jjjSJ .(j^a^jJ Jc 



++ 

ijcli^JI jLoabU aI^j jjc c^j jSjVI aI^j iL^La £±& bl TCP/IP J j£ 



^Uuall jUSVI ££La j Jjilml jfe TCP/IP JjSjjjjj ^Jp S j5>M jail 



ong fat pipe network u^l ckj^t j^VI <^ul> a^U^JI jUaVl c£L^> j ^g^j 



f >J ^LVIj OAiM u-j <J*» 520 vj^ u fcU-ll ^ 




jJaS f U5i Ifii ylL* 520 6^ ^jj U S^lj cjUbj i4>J u^LVIj ^Uill iUj Jj*i«2 ;3.28 



^>ll >bl j^lt J^U2! .J.jiJ! RTT v^Vtj V^^^ 6^J jf^ 
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transmission errors Jl—i jV large bandwidth delay product 

.TCP/IP J j£>xw *bl Jft JjjSt J-M j^i 



jUitVI Jjft Ajj^aJI TCP/IP C^UjJaJ ^Jj (Jill Jji^l iuJiil f lc JUij i-r^iy 



:RFC 1323 



TCP JAjojj jaljj] jjSI <A*J fC-J window scale SiaUIl ^ jbi 



.(cjjbjLS 64 u- 

^iU^l ^UV Selective acknowledgement (SACK) ^Uk^VI ijSbll 

^fiUIl RTT s-^V' j t>j timestamps <p* jit c^U^JI 

RTT *4Y>J V^iM <>j J> 



^ aai fc*L ^i* tcp JAfcj* ^ ,M3 ^ 520 t^jS2 c^ji^ yai 




L^HL B 3u^iyiJI a!^ jU a^XJ! TCP/IP J jS jjjjj tld jjxl* jUjV aL^ jSI 

^^^^ 

A-icl 1x^11 jLaSV^ Cli^L^a j ^al Wu.il .lie A n In j II AjI^JI Joaj (j-^- 3 ^ fl n > o TCP cJ JJ^ 



Ai jilou J ^il! JjjJall t>j^ ls* ^WIq ^ >j * jj » ^ TCP/IP 



t -^- " <■ *\a (Jj-aaJj SjJ > ^ 

congestion control jVW Ja^j TCP Jj^j^jj^ J ^ 



J jia A ^ JJ i la^jll I^A j^>>i (J jial ojJ^l 'Aiai^Jl djULnll pW*^ 3 mode 

TCP c^HA^ JS *bl Uilx^l ^ < ji„m ^ RTT m^V'j m^^ 1 i>j 



X-a j ^ A-aJpJl (jiajc.-ja.bll Jx^jU. j|j jj t^l jJl j c_jU ill Ala. 



^ TCP/IP JjSjSjJ* aiA ^ J^ 1 J^^ 1 ^ A^ll^l 



"P/IP J JJJJJ c^J c> S:i J^ jM ^W 1 ' 5^ *^ ^ L-llk 



j-Q SJ^a> ^11 A-La^ll a^A ^g^-^J .A-g jaJl jJajC-jik till (Jj^aL^. l^jfl £^J^ C5^^ Clj^L^a 
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TCP/IP J ^ A TCP Window Size TCP SjfiU ^ cAl^\ 

.cjjLjLS 64 Aij^l 



Ai^a jll SiaU - ^ J^-^ (j^ J-o^Vi A-^- jll (Jc- <L^a jll jLuluil aJJ ^^£1 



o± jli c^bji£ 64 jjSVI SiaUll ^ jl£ bl .<*>JI t> jc-jalai J^U 



Jail U ja j *jS3 JL* 520 \ ^{IjjIjS 64 J 's^V 1 j ^ 

Aji_uill CajIS jlj ^ £LS13II J 984 J) ajjUII J Culjji£ 123 J^Uj c^Ulnl 

.4 .ajflll o^A ^ uSl <l^a jSl Ajkil 



JUJI jjfL^ l^M ^ ^ "advertised windows &k*M 

JjoijaII ^.Auij V ./gitLftll Ale AjSjaII SjSblS 4_^.Ha1I 4juJI (C jLuij ^_^A j tig \\ ffimV 



jJI eJ L j! JiaVI *bVI Jc Jj>^H ^ Jh ti Jx^l\ siaUll ^ Jjti c^ULj JUojU 



i3>ll JL&^I Sj£b ^ ^11*11 ,jL jlj <3>ll JUjV! S j£b ^ jI^L 



ttpaJl TCP/IP ^llnki liAL ,c j^j .4*>JI jc- jitill J^U Jii V <*jSj 



Jll JjV Jail iJ^i l> ^*j a K A a jjUal TCP ^l^£b ^bk ji^j 

^1 j^U ^LkkVl ^ cijj^ ik. TCP J jS jjjjj ^ TCP/IP 



sj j*J1 ji ci3ljj£lj J j L-ilajj ^1 j congestion avoidance jy I 



++ 

J l^Lo TCP J ^b! J^ j£! ^uL, JSl ^ Jal jli a^^U! jll 



Jlik^aVI J^tUl C^UI jjjki ^ Jil .ju^a j^b ^jj j^jj Jll Cj^jI! 

f >JI aJVI o^a li* jj^ 1 selective acknowledgement (SACK) 



Ai-a jll frl !^>-\i d ■ UjudJ CllcLiJa ^-^1 cJ^j) S^lcl Jj^JaII £^LLi LiJ AiAj 1^11 ffiml ^aJ ^^ill 



L. (> 2000 jj^j Jji^il (Jua ^ TCP/IP Jj^iij^ ^ cjli^i^ j-ss 
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*bVl o^-- ^U— IjJI ci^l ^ Windows 2000 jj^j jj? 
J^h Selective Acknowledgement (SACK) ^^Vl -uSbl! ^ 




."TCP Jj^iij^ 



yt. g-ljj ^Ij2al SACK <^VI J^bJI S> 

^^^^ ** +* +# 



AilJaVU cSL ^j-aUJl dij jliVl c) t> ^ .U 1 ^ ^Ij^ s Jia ^ BSD j Linux 




<*> jlS cj^^W TCP/IP obhc.yi ^ 



^^^^ 



.* •* 



* * * * 






iicli^JI jUaVI Al^ jJ JjII^I j^lb W^J^ S-^lj VPN >is 



( j AJ j a jSlJI c^ULnl! lil .TCP/IP J o^U^ ^1^1 jjc ^HaI! 




.http://www.psc.edu/networking/perf_tune.html 



Performance-enhancing Proxy (PEP) fUSfi 




5-1 j) RFC 3135 *ty-3M ^ aI^j ^ ^bVI O^j Sjfl ^ jil 



^Ijal ji JjSj ^> jj^jj ^iSlj (http://www.ietf.org/rfc/rfc3135 



^ Jj^jll Jx-al jjj cJCP Clij^liVI J j> Jja^jJI PEP ^bVl 



Ill z<s*M r •; J.^ i 




TCP t> Ajfrll^JI jUiVl c^X^j a^^l ^jc Jj^jJ! j^Vl J£ jit 



^.I^a <ja AjjIHaII djliLJl jLia^.lj <jcll^all jLoSVi Clj^L^a j <A.lk ^ jJ^q Aic J j^. jaII 

JjUj ^ <J&4j oiH^i, jiiL^j TCP <^ '^j^ J] Lffi*- .^jil 




jUiL-L PEP *bVI J^j fj* .(^ TCP JjSjSjjj cjl^U j^) 




ojl^juj (j^AJ Ia£ 4(JHa11 ci^ 3 Squid j-- 0 ^^ ^Ia^LuAj JaI^IIj ^IJaill I^a s-Uj (j^j 




L>* L>* 



f js>l\ o^jc* A^LjaV <ixAJ)l\ j^L^ll t> ^KMl ^gic <-*Vm hii J>^1 IjiA <J Sjj^lal 
o^i^. A-ujUjoi ^^^J t^Llc ^in *n jIaII <a^^J1 (jia^)*J (JIaV^ jl A**n > oV i cs^" (J^-^^ 

.l^J ^ j^aulaII ^j^JI IgjA^VunA ^^5^ ^jia^J A^ljjdll 





.{http://bwmo.net/) 
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cLjIajjjII Sj^s .jjIjj (jc (Jjj^uiaH (JLujj^M j^-^- (j-^ jy 

^^^^ 



^lajj <4ttl .SJjl jll C^ljUVI 4^ jj t> jl^aJI I^A jLajj ^ AjjJd! j-a 



^>f^j waveguides ^j*. j^l j ^^j^VI ;(JLaijVi -5a j!^^ j-* jljtoUj (jlc jj i^IUa 




Jj ^1 cjbj jj^l cjli ^Lo^U! cjI jU^U JiaVI JSU1I Coaxial ^jj^l ^BL-V! 
"coax H 5 ^) ^ 5^ HF ^J 31 t> 



jja-Jl cilX^VI cSj^j .("of common axis ^ jlLJI jja^JI c^li" s jUJ jL^ikl£ 



JjUiL L^jI ^^j* dialectric s^Uj -LU^ JaU t*!L> <il> si jj 

aJj^ ciix-l t> s^lo uJbj AJaU ^ j^l AiJaj L^j! <ljUJI sjUI iaUj insulation 

.5JSU1I <j^jliJI AijJnllj Si jjl! jjj ^Uj^ll <j-Ui]l 5Jjl*ll SjUII jjxj .a£j^ ^ 

j^J .PVC ^ J^/l > -il J-o (j-o C_llc.Vl ^g^C AJj^aJ /tfJ>jljk e_fl!^JLJ ^jj^dll liliuill ^ JaaU 



cijijLjjyi ti5 ic. ^jj^jjooii j-a A-i^.jijkJi cjijUivi ^1aj La£ t^ji^Ji ai^jij ^ixjujyi j-o 

Aijkll jjo Ljp <^>Wj^^ SjLSV! J L^i j^ilb jj^JI j> .Si jj]| jjo 3J jal^l 



/j-^^j^^ ^Ij-qVI (JC Cjl>a jLt-^ll -IjJ-^ (JJ^ftJ! 
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Jaj l^uLlS j.^Tmi ilSUll Si jLa .ihjl UK JUbj cSl jjII j-* <^jLLll 

.skin effect ^» j^L ^ U >j ^Wj^l ^Ij^VI 



Si p 




B UU SIjjj 4i> AiJaj A^jU ifiU AiJaj ^jU ci!^ jJ ^jj^ 4L« ;4.1 

(isuii si jsii sjuyu JiUi^vi i«jj^ ^ ^jii ^ ^jj^ji ^bl-Vi ^ 

jIaJI <ji J±u-u^ll s^jj JL-jyi JajJ^ ^ j^j attenuation < LiiSl b 

±\ JL .Ajli ^Lull ciAi^l tSlLJl s jjUII s jUVI jj < .dB/m 



,<Ac Sj ja. Cjli j jl£*VI jii S jj > cSfcLal ^l^aajojl jjc Llill <0 J) i fljjklll 



ciiu ji Ak. jjVi s^&iai p^^Vn ."^iiuJi j jL jj , ^Sj jii^yi j^ jjU" .1 



j! j^jju tc5 J^k jjo ^BLyiVl <J SjUVI ^U-b <jl .O^Vt ft jj 1 ^ 



#(i5 j1 j^JI SjUSVI Sj^S t tejJa jjl^JJ La tiluax-lua L_L^aill ^11 tilLoJl J jia j-alaj| 

.^^ ^ ^ 



U j ^"i , »n , o ^211 Jlj-aVl j! AjjIjII S^tfl! (j^JJ ."U.o^iti jU^VI <.n^" .2 



cPj^ j*^l J^jV^ j^?^ t ^aiaaJ l Cjbjjjll CjI jj^j Ij^aa. ^a^j ^Sl 



tajS jIaII SJ j^Ji CjjLjjluiA ^gicU ^Iajj t^^Liil d . illaJJfl Ajjij^all ^1 j-oVl Ul .VHF 

.dummy load 5 ^ cJ^^ ^ j^ ^ c5-^ V Ul^o UJSj 



^j-aU-alftl ^^Ic (J-a*J j^. <C jib j ilgJLuj] 
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ajSUI cAS^l ^\ jc.V o-UVIj Wl« I^jV RG-58 ^LJ ^l^l^l .3 




J 



Ethernet 



ijjL-JI ttIj-VU ^LJI aAL^I £A<^1\ 



li il^L^I c^ljUVI <Jfcl <aauoo LjJ RG-213 &kJ J&U .4 



* * 1 

S:> ji Ail Sjj^Jalb ^Jxj V yUJI <J cilLJ! jLa jl .VHF j CB 



Lj^jI sLuouJI j) Heliax lh^LiLa £ j 3 <^3LJ f 1 v ^ ^ u^V* j-^ Jj^ .5 
a> J jj-aaJI lit <L5 j1 j^IU ^^IL^Ul JLuj jVI J^-a jSl (foam 



# 4-ik. J jx^aaJI LMR £ JJ t> <^ LjajC ^Vi J c*l5L*VI t> 



t (jSl jl*_uAj SjC-JIj AJj^A-oII ^Jjj^LlliA til^Lujl (j^- tSjLuj^M J > ^ ClAjjlulA 



S^u ja jl^Jlj LMR Jl L^jI Ajjiu-all jrl j^Vl ^ <^ll 4jjj^ ^BLyiVl 

j 3 ^ c> LMR-600 j LMR-400 j^l f 



J 4 J 



C£s£ J La LjJj l^SSL-i ^ JU^I Ul^ t.m^j J .A^XJI 



.(time domain reflectometer 



^lixj ^9 (JlxflVl fi^A ^J<ft"> tjn uJJ ^9 # S^jJoI±a tilluJI L-L^-uj (J^l^. (j-a (Jj-aj-d] 



Waveguide ^j^t ^ 

^ic. Sj^ll (JLui^)l aJ!M^. ^jj (J^Lj c_j^Qjil ^jc SjLc A-^.^a1I JJ^ t S^c- J^Ljj j ^1, WuoL 




jLl ^uiaj^£ c^IjjjIj <jI Jj^>j JjLII IV 3 Skin effect cs^-J^^ jJ^JI 

4-jk.WI Ailj^. C5 it I^miV^tiI 4->/n 4j..nlnj^]l J jLJI JLujjL JJJI ^jL .(JJ^ll liA 
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Ji^ a^j^ JJ^J z j y 'X jjU^ll aJ^X. cSLLoj 




JLi ^ 4^>> <J^ Z j Y 'X jjl^l :4.2 



.mode ^ v^L,Vi dja ^> uj jLJ J£ .JJ^I ^ l^ 1 ^ l^^ 1 
jVl fiUjl / J (Transverse Magnetic ^ " U^h; ^ J^O TM cs^* J 




a ^ gr* lU^ (Traverse Electrical cs-^j^ 





L£ cJjxa ji JJJ jjjjII juIjj ^uJl JaUiVl Ato ^bjj .li^A j TM 1 1 





^ill ^Vl j^jsll ci^ljj Dominant Mode l>*#-^ -5^^ 
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1 iSjtt* 






3ALr 


2X 




3.2r 


1.6X 




2.8r 


1.1X 





probe ( - \) ffi .loop iil^ 4 In ml jl tilLJl I^a <^i ^ j^^^Jl JiiUll ^l^luiU 





4ui\\)~\ la all J J^-^-J 

** 

JaaJS <_£ j- AiljSlI AiJala (j-ojJa JaJjll jl^a. (j*"* " j i JAJI Jl^jVl 





♦ w l ♦ 



1 4.95 mm 


3.8 mm 


2.95 mm 


0.9 mm 


RG-58 


10.29 mm 


8.64 mm 


7.24 mm 


2.26 mm 


RG-213 


10.29 mm 


8.13 mm 


7.24 mm 


2.74 mm 


LMR-400 





I Cjloll.Jal! d 




• »* 



Jl^jV! Js j^j CjUI j^I Jl J^l 1 1 8 



J jjj .A-^L^U! 4<+&\ jj^j t> jj jl >J c*ILij cilia: Jojj C-j^jJI jjjj 



.CjX^s jJI o^A ^ ^lA^luiVI AjljU^ JlL^Vl (>a*J Jj Lu3 



JjW iU^j^ *^l t> ^>*^j Banyonet Neill Concelman Ijl^Sil 



L-iSbj .Carl Concelman u^4^ 




Jc C*J*>L-a j-all a^A (jjiALo (_£ J*^J .^J mJ j 1 g Jj£ J (J-oJ f>*>^l S JJ» > >o C*J*>L^a jaII 



oil 4^1^ JJj^J JJC- AjIS-g J Jj-a J-*H L-luiul jLalVunj J** 8 

JL») ^ jUI J <j>^I <jjj^1I liBL-Vl ijj] JL&I jUJI BNC 



^1 CjIjj jsB »b1 jijj US i(U jjc-j RG-316 'RG-179 J RG-58 <£>U 



Aj£1I Cjjj jjg V* J ^J^ Cli*>L^a jaII a^A ^.1 jjj . JjAIaja .1^.1 j qa J£l Jj^aJ 

nj^JI 10Base2 ^ idiU 



<L^J| JiaVl ^ cs^ j lM'^ Jj t> LjJ jL ;TNC >• 

Jaxj c<L^a jll A-ilali (jjmVi <j*j ClilxJ Jj ji Jj^a ja Jc I^jI JJ^-V BNC Ifl^jjuLua 



SjUc jl > ^>'i"s I qa \ g JJ a > uJ (JJJJJ j . JjAlxJC. 12 cs-^ 1 l)*^ <^1i1^Jj51 ^J^ (J^^ 

.Threaded Neill Concelman 



J jVl j^JI <jL tV' ^JS ^ ^ J Neill 0^ ^-V jU^I h^. j) ;N jl>J! 

<JvVh.il o^sj a^IUJI c_j jaJl J^Lk JjVl s jJl jjL (Navy ^j^^ <^ c> 

,<tJu^A\ jr! j^Vl CjUjjLj J fhVunVt xjU jAj jj 18 J^ J-^ (-211 



jj| AcLLq j| L£ cLujaj tilX^VI ^1 jji jl Jail liA t> C£L^» jJI j9 jjj 

( «V^* J 4j£jJI ^BL-Vl 4^11 VUi fjUk jl jJJI Ija Jx^j ^Ul o^llj 



^ jj^ . SubMiniature version A s jW^ c> cs^ j :SMA j^j^^ 

J^ (Jj^aJ Jll Cljljjjll IjljAA ^.bl J jj 1^ Aij9J CjI^. jj^JJj djl jjluJl J jl Jail 



/LlLfi <liU jja aJjjJj AjUAI jji^ ^bVl iila CjX^jJI ^^22 . jj* >Uljo 1 8 



jliill ^jjII jAj SubMiniature version B SjUxll jL^ikl ;SMB jlj^l 
. Jlia^U ajII J^ ^ j^j SMA Cp- > ajL^ J*jj SubMiniature ^1^2 



. jj 4 J^ Cjbj JU fjj^ *h\ jl Jail liA Jjj 



CjX^ jJI ^ ^> ft. Jl Jc .cjUjjUjII J 1|tTi,,Vi i^j Jllj ;MCX 3* 

u' VI SMB jl JJI J A^^u.oll ^liil aLu^ jUuL Jji j^j LUi aXIaa si jj! 

C^X^ jJI aiA Jjj .O/ o 30 SMB jl jJaJI J > jJaj ^ JL jJl ^ jUJI 
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1^ Vbi MCX OX-a ^ .S^j^ i^UJI AjjUjjall ^L^l! jj^i Utic ljUk 



fi iA Jl AiL^VU WiFi l3*j lUu ^211 a_£L^UI iiA£±ill cj) J^j A_nllc. * 



a^A (j^-aJ .^Slat^H al^jVlj l^jlau^flJ *j LSj jl Ajj£^<JI AJaUll I^jI j^.1 (JjAjj 



^jL Pigtail S > ^IW C5^*^ ^ H Aj&USUI c^Vl^^U fLkj c > J j a *l j^Vl 



&i& <jia*J (jia^>C Lu9 t tc jsJ\ j£jjj Jl ^uiUall (Jj-a ^a! 




J^ljl .u-jiJIj J^j^JI <ja TNC jl> <> J^>« j*j :RP-TNC jt>H 



^ JS-) Linksys 0- <£L-iUI cjl£^JI ^1 j^J J ^JiVI Jc. jl >M 

.(WRT54G 2 jJjil 



^ji Ji 0- U.FL jljUl ^ :(MHF f4> M ^illj) U.FL JjWI 



»*J jljUl 11a j^iu .^1^11 <G0&t MHF jl>ll j^u iJ Hi-rose 




S^lc MHF U.FL d^-J-sa J* ^.iaJLjjJ J ^ "s oj9 J^l Ajjir >^i\i ^1 j-gVI Clj^L^a j-a 

j£i J^j^ jl JIja jl mini-PCI ^ a* ^ J^j^ 

.(TNC J N jljUl t£L*y£) 





MicroMate M ^ A MMCX ^^sL-j-Il U^L, >u 

++ 

A-^.j^ 360 J^-^-^ ^ J^J*^ Jlia^U AjII ^gJc ^ jJAJ jau^all Aijli Cl£L^a jaII ^ aIjj La 



.Senao j Cisco c> ^ PCMCIA ^ c> 



^i^i .MMCX jl jUI c> jSSi j ja j :MC-Card jtjWl 



.Avaya j Orinoco 'Lucent ^ j^H jljUl ^ 



(Jj^a j-a cJ J^- 0 ^l.^'uol JlioJl cJ^^ (j^-^ .A alia* a jjl Qja til^LaiVi jl Cljl jj^aull 

jl jJall qJA qa QJ^JA JaJjl l^lAkloil jSaj U£ .BNC t> J^W SMA jl jJa c> 
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.Jj^jj Jlu. J& N JljW Jj~» :4.3 

J (j.)"^ J S^jSjLa Cls!)L-aj-a J^ S^lfi- til^L-uVl (_£jli^J .(Clljj-a (Jj-a j-a) (J^^- 0 Jl 



dX^j-* Je (cjUI j^JIj JUjVI Sj^IS) <j£L:^UI 



<!ijj-<a j S^Si-a dj^^L-a j-a ^jjjUaII jjg Vi j djV j-s all JIa 




o5L^jJI ^ (j^Vi u^V 1 Jj u "!*^ l-JajI ^ U" .12 



B i B 

.(! j^ 



.MMCX j U.FL JS* S jtfi»ill j-M f bi3-l ^ 




Lb jc. r ^'...i j t jjjaUjc. 2.4 t> «f> cs^l cjbjjjl] BNC ^j^> V .14 




.(Uj^j TNC <SMB <SMA ji) N j»> t> cj^^ 




t >aBSS J aJUJ! SjI j^J! ^l^j^ J jjU-^ll jrjU j^i 




.(^llall g.1 Jail! J (JSjjj A-ix*uia^£ ^1 j-g! Jl L» Jslj J SjLall 4 J > n j I SjLSVi (J^J^-^ 



121 J^jV 1 j^j j^ 1 :<yl J 11 

jc Jlj$il cjL j*j Jllj Reciprocity es-^ 

.cjIjj Jll ^ (j^ja jlkj c jAxia JLi JiAj Jaxj I^jI J resonant ^j^L * £jLjIj$JI 



* * * * * * 

Aic Jl j^JI ^ jL .LLui jjl jj > o Jl jSj > nV I jl JLuijVl a-Aac jli VI j <j -kiij-Jl Jl ffi > »V I 

^C^j c_J jIuAj (j^llall (\ \ '^W J Aj^luaV ^ l_^l cJLjjL 4 J > »n ^^fr^ SjiLSlj Ajj^xj 



radiation £l**ufifl Ja^L eLjaill J ajl^LJI Sj^all oi^J ^uuH ^jjjjll JL^JI JA*-^ 

.pattern 





Input Impedence J^^i 

VI jS JL- jVI jl**. (> J£ CjbuUa ^jL-li J JUi j£ols S jM Jaj ^ ^ Jl-uj 

S^lc til!MjaiVi J Jl jSj > oV I j jLuijVi 6^-^.1 aJ A > ^1**1 ^JJ .1 ilJ -laJJJ Jill til^LoiVl J Jl J$JI J 

ajI 50 L>* J* > ^1 j' J^ AjtiLa-a lil Ajl 50 J*^-*^ AjljL<laj J-axiil 




Return Loss S^j*iJ SjU-i 

jW cJjS (> Ajjiij Ciaj ^1 S ^Ij^SI ^1 S j^ll (J±^jJU A^lLi) 



SWR 

Return Loss (in dB) = 201og 10 



SWR-1 



Bandwidth ^0*JJ 

J£^ J^u Q\ Jl j^ll I^J J^j ^ill Cjbj j^l jU-a Jl j^l (J^> >u 



A^jaII ^UxAiJ l^LlLa J Jlj^il Jll ( ja) CjI J^JI AiL 





.2:1 c> JiiSWR^l! 
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Bandwidth = 100 x (F " " Fl ) 



F c 



:• 



Yq j ^^Vl ^jiill 4-*^ i^La^^Jl (j-^a ^^JcVi A^jiill Fh 



£l jj! ciUlaJ j£ j^ll ^ jjll Ixjj < itiVmi A^ jli Alkali ^ J3ll 4^>J! 



Directivity and Gain jyjMj aja^jVJ 



.Omnidirectional c^Ul^n ^ <JI j«JI c^Ul! 



resonant half-wave dipole cs-^-" c^'j^'j isotropic ^jJSjjjVI 

J^A SjUVl ^U^U c^jAO/^ ^Ij^JI ^ jSL .tcj*5 ajjU*JI ^UjIj^JI jj^S antenna 

t> J^A? ^ Sj^SlI ^Ij^Ij 4^5!^ ^IjA ^1 ^jiu- t AjLUI c^UjIj^II 



* » * » 

* * * * 

.(3 dBd) ^1 JiSB J^l ^ i^Vw 
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(^j^Vi l-uILojVI t> .gain transfer jyjll a-iL^ (^jj*^ ^hj cs-^j) 



Radiation Pattern ^V»^ 



U*i ^U^V! Ja*j jjSj .^Ijfrll JUl^VI o-^L^ 

* * * * 

Uc. s^ic. jj Yagi ^ ^Ij^J LuLu Lujj ^Uil JLill 





.Uill ^jUJI J^iJI 




50 
-ISO" 



-60 



20" 20 



60 



100" UO* ISO 



.<j*k t-P £t* ^'-J* E 1 *^! tr 11 * ; 4-4 



#c 3jLJ1 ^Ij^I (j-isl ^Uj 




Jj^il L^l ^ .<^L,^U! SjLSM SjJiJ 
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^iall Sic (Jn>ojJ 0 4 *** U ^ c^il^JI (Jn^'il (J^joU AjljJs jIaII 

.^ji^Vl ^!>V! ^ ^U3! ji^l 6- * jill li* J & .,4*11 JsilS ^jUl! 




* * * * 



^jC Lja jC J^) appall C-iA^ f > <aJ) (J^aaII (j-a .£^)J* > Lgjfl Lu^ll -laJ^)l ^ all (jj^J 



f o pall (J n a\ 




.JjUJI ^Ij^JI o-iU ^fcM ^UJI JA^I ;4.5 



++ 

(J±ijaip 0 ^J*^ 4 a^lc ^Vuo'i .Lij^ JaLijVi c^-^ Cf-^W J-^J^" 0 c£»^J 




CjUjIx^JI qii ^clull ja j£\ jjS^j c^^^j 23- j Jj^P 20- ^j^ll 

*b! ^ CjIj^I ^ull ^jjalL c 31*jj ^Lul! J ^1 .J^j^ 53- j 50- 
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.^tejill ^Uil JA^I :4.6 

.relative absolute J^aII :o^J Q^ji ^U^VI JaUj! ^j^is 

JaUjI AdJli; ^US SjJall j! SjSl ii^il! jll ^l^i^L ^ul! LLuVl 






* * * * * * ^^^^ 

^ j* 11 t> ^iki*!! ^ ^L^yi J^j ^ (near-field s^j^ JS*J') 
^ .s^ull ^ t^y« ^ c> (far-field ^ JkJI) 

^UuoVU ^ cIjU! j^JI JaUj! ^Uj cillilj I^jlAj S jjSII J^L ,^LJ 

* * * * 
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# l_jjj£]I J'q^H ^jC <jli£ll "US Iaj l^jj J'^l Alklo QA*>t (J^l^l ^J^"! L>* 



r 

min 



2d 



.A^j-all JjL gJfc A, J J^U J^VI ^ull d < J* t> ^ ^ J* r 



min ~ 



Beamwidth 

liA l^Tnij Jl! Sj^all c L^] JIUI A-oj^Jl o^J^ S^lc L« J' jfrl JI^aII Ja j£ jiu 
jj^i ^UJ£U A-uJacVl AiljSl! Aajb JU^ll o^J 0 s-d"^ . Jt j$JI 



oj^ll ^ ^JaC-Vl kjqaall Ajj^J ^jj ^jl 4jl Jl ncl Jc) Jl jgJ] ^L^VI pjll < J > »il Yn 



Sidelobes 4*M caijVI 

Cjl^UJiVI fi^A .cij^l CjUUjI J Sjill oAA (j-a Jjx-o ^Ulj^I L-llaJ jL^uJ 



.^ouj jSl SAjiVl J) J^^W U^j^j cinjUJl CjLLjVLj jiL-aVl 



Nulls AJliJl J^UaJI 



Polarization v^^-V 1 



c^UI^I >uj .JLu.jVi jL- J> Jc & Jill CjUI£*jVL l# JjSLil! 

Jo CjLi£*j)M < .ij . .m .Jjald L-jUail^L Ljj omnidirectional ^UU^VI 

ss 




6 Uj! J 4jjjL a£ ^ jj^j <d£j ^ jjUI lJ Us , * V I J JLj^I J*^ pl*^ 

Jc. ^ » j n Jill A-ol^Jl djljljaSl ^.1 lA > oV I j\ f\\\ ^>fi*J . jl uull ol^iL 

.UiUul C5 SLiUI JL^iV! 

Polarization Mismatch v^^Y' 





.axial ratio -Sjjj^' j ^^£i^n j Jt£^ ^ 



Jjaill j s-ljl Jc Liui JJj^ (Lo^lu <1 j^lal 



;AJL1| <l^U-alL ^Uj^all liA L-jLu^. O^Jj t Jal^ (J^A? 



Loss (dB) = 20 log (cos 9) 



J±i^^ 3 30 ci>U li) cb^^ 1.25 <J#-P 0.3 U 15 



128 



laaj > oV 1 4ial j-J 90 j^-^-^ ^ j^j*^ l-iLlS1 cIjLijI ja jl Yagi cs-^ 



Front-to-back ratio 4^ 



* . . ** 



^^uo^i CjU! Ljaj! U jj^j t flllkj VHF 

++ 

CjU! jA > t ilkii <al^oJ! Cjbj Jill ^alj^l! ^j^l! J jL lSX1±\ j) .4j>^! jrlj^bU 



# jjjAU_io 5 jjjill ^ ^ 6 ^ cs^ ^ 12.5 J£>^£ 

^Ij^II Jj^ Lujiaj i^ull ^^iij omnidirectional <^UUjVI Sjj£L» cjUI j^ll 
dipole <^ ^ ^ s j^i c^U! ^J! 6 iA j^l t> .(^, 360) <1^L? 
sectoral Aj^UsaJI cjUil^fSI ^ c JjILJI ^ .ground plane 

>2a directional ^a^VI ^UiljAil U 180 60 t> ^Ij^l 



* » * * * » ^^^^^ 

'horn uj^ 'biquad cs^Wj^ <Yagi 




^ilUl j *Jaal! C 3^L 6 the patch antenna aajL^S I ^jIja <helicoidal jlaJI 

M j parabolic dish 

^11 4 In,, nil ^BLyiVl U£ J 2 ^ <-uL*iIj C^Ul j^JI *Uj jSxj .A^bj^t A-uJt 



2.4 iLLJI ^L^L^Ul cA^J! CjU.ikinV ^XJl c^Ul^l 




jA C^linkill *:>A t> JS ^tiao .Jaa9 jiiKVi Lie. UaJI CjX^ jll J^J 




(j^-oJ Lo£ S^C £a -iaJ^)ll ^V'uo'i ^Ull xSl jaII <Ljc-!>Lj j5£l CLjIaL^jVI *j 



SJ^a Alkia <J ^Lo^U! SjUVI j£ ^1 iicUaSlI C^Ulj«Jl , 




^Vu,n ^Ij jjj J^jll c^VU ^ jUJI ^LaUjVI c^Ul j«J1 





(J-axJ ^glll t"lKuo\l *La,^*Urtx\ll CllLijI j^ll pi jjl ^>£j^L S J > a <jcli\1 ^^Jj LaS tiill 

44 44 ^^^^ 44 



(j^M t, n-s ^jc Aj-ujLoV 1 CllLa jlx-all (j >it j j £JJj-o ^^>^ AiLjaV^J t^)j^)Al aJC> 2.4 ^_>^W 



% wavelenght ground plane ^j^l Jjk jlau^i ^tj^Jl 

44 44 



AiLjaVU dipole cr 1 ^ cs^^ 4 ^ J J^ 3 ^ j^ 3 



45 30 J^-^-^ \) ^ J-^^ C.y^ J L^^J^ J^a^g- j» 



(radial jUaaVL? cr^^j) >^^^ t> ^j^vJl . JL^VI 





Jaliill s jjSII JUillj Ja^l liA ^Ui^ .ground plane <JSUH ^a^U 



44 

44 44 ^^^^F 44 
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.AajaJI JjJa £jj j3 ^la^l ^Ijfil :4.8 J^- 





Yagi <^l> 





i 




• 



^jj^lc (^5^ (J^ C5^^ CS"^ (-£ J-*^J ..J* j^iWll I ^Lol (^IujJ jl^AAJ (J jia (jC 
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cA** :4.9 



20 J! 10 u^? ^ r j'j^ cs-^ u^j^j is*jj*jj$ l^mp 20 

Horn ^jSli uAjiA 

Ljajl AjjAiu (j^J l-<^ 4^-^. j-all aIa^ILjAj AJ uij 4 j£ \ > n^U I o^)LujV1j ^AA 4jA*j 

^3 (JIjlS ^)j-ajx£ S^)A£j U^>^ CS~^ ^V'uoj Aijj^J £a cAHuj ^Ia^IuAj 

cSJjj .o^UJI ti^Jl oL^J UJ* 11 -S^J 2 0^ cs 1 <4l >V cs^ 1 cs^ 1 

6 JJC. jl d ■ JaSlI /-^lll ^1 J^JI (jC t-Ja jC (3^^ C£jJ^ j^J - *^ (JJ*^ LS"^ J* aIa^IuiI 

IS IS ** • * f 

A9 ^jj ^^ic J jutnH 4-ijAa-g 6 J^y^* AJc ^I^V'u.Aj jj^Ali-iC. 2.4 AAjllI Ale J-**a1 (^jfi 



.isijj*jj$ (Jj^p 15-10 




Parabolic dish ^i^l £^1 <^J* 

UjI j^JI ^1 ^jl JJ^I (J^aSlj ^ia3 (JSjjJ ^^ic ^j^lc ^^Ic jA^J CjUjl j^JI 

A_ijl£-olj CaUjI a^l oAA uajj <Lillc ) ?j& , Jl Ale LahVuol 4_iaL^jV1 




# Ajjftll ^tj^ilj j(g mj ^)j!Aj l^ji ^jc Iac ft^u^Jl (jluiaVi 
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Jtku, jj j£ ^IjA :4.11 



BiQuad ^tj* 
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.BiQuad :4.12 




• •• 



J 




L-flSlj^i! c^lluiJ -Luaall ^AJI ^ ^ ^lau j ; Sectoral ^Uai 





J 






180 




CjLijI jgJl ^ gjjll ligJ (^SaVl Jla-all (J^JC- (J' 

^^^^ 

.(multisectorial antenna Cjl^UaSlI .11*1* 
^jli^a t> j ;Panel or patch 

.LstJjtjj^ Lfe^p 20 







Reflector Theory lh*^ 

Vj^I Jjj^ Jc- ^j^ <J JILJ! ^yJaal! o^Uil ^LaVl a^UJ! JcLii 




Ail 



Li 




J 




LulluJ 



^0 OJJIJJIJ 




** * 



• 




F 



D 



16xc 
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Gain x n 

X 2 



Beamwidth = 



"♦* 



C 3^ a l! ^iLiu Ajkli jUJ jjc feli&II ^ n j D 

jl) CIjI ja Jl j^Jl pj L-k.1 JaJJ j^l (J-ol jC* fi^c J) <iLjal iAj^illl S.j^j ^IWuob 



^I^JjoiaII (3fla]l jlaa Aicl >>ia £jl J .(jjjj^j ^A^LuaII (3fiall Aicl >>ia .lie ^(JntojJ 6 

S jjj£ SjLij ^-fcj *J^P 12 jl-^AJ S jl^Vl Sj3 SjLj Jl c£-JjJ>- jJUiaa^I I 5l£ J 



LjJj AjuI^j ^jc Jl j^ll feti&I %50 Ji*2 ^Lua ^Uial li&*j 

<j^xj j a > A\ J tjiilj J-J jj^! (f/D) c3f^ J! Jj^-^ 



^Ij^J ,(JL*£ (_j£-iudJ (3fla]l 4-lLxj] ^aj^J^ (J •> all (jiajaJ SjJoIja Ajjaull fi^A (jW'n § Jl j^Jl 



.(J j^JI ^jl^ll c3W^W C5-^ gr^j) <_£jIuia ^j^ij 



Amplifiers ^u^aji 



J JiA\ S jLiVI S j^a S^L jJ SjJa2! Sj^a! ^I^l^l - .jj*^ i^liol 



jj^l ^ J^i S j^a AiLjal 1 a g <Lj ^Ij Jj jaUjc^ 2.4 ^ ^ Jlj^Vl J S ja J^l\ 
(JaxII CjIjj^ajII c_ ia jjj # <Loija11 SjLujVl ^jj> > <qjj Sajj j itjuj ^liil L^j (Jx^L&ll 



. JUl^VI U]Ujl JjS a!£L*A\ 



J^LL^ ^ j^J! JaJI ja jj ^ CjUauJaJl <aU-bl jl ^LjjVI 4^ Mr 
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++ 

A-nlll J^J ^ c *^> ja ^ (J-**^ (j^ ^ » J n La£ jjjAIxjc. 2.4 ^j3M <La^^JI ^jiajxl 



LxJnJ! ^ g>| jjVI ^ Jjl ^ <£L*yi\ blinks cjUlkLa 



IjLStfl r ;- ■ ^ lie J^l J^j l^gjh CjUauJxall jli ^L^L^UI jll 



V (5^11 J <ALo^Ul 4l^> jll J Ja ^1 J ^A.J A^Ja* AiLjal jli JlAj .aIojJaII 



ji^L J <L&J ja.VI jUS 4jj^ ^UxJ ^ L-i Jail liA Jl£ll pjlL ^^jj 

.aLHaII jc cii j>^ill ^Uuai ^ 




j^ jx^&s v uu> ji us .a-^l^ui jii j ja j^ <> 

c^UUjVI c> JjIjM JjjJ^II JUaI UUuj S jUVI t> ^11*11 jJill Sijj 





J3 Lla s-I jjoj ^ Jc 

jj .^LaJ^Jl JajaJ ^j^V) (jjo^Vu *i^l Jc- Jjj-uall J CjL^uxoII i t ni ujj 




^ajj^ll 




J 




• ** * 




i n mi 1 



^^ialiAll J ^l^jJall ^ jluL.fi (jlaja^J ^-0 AjSLu^UI <L-a jll ^jAuAJ Jl ^JjJjui 

< 4Aj k -aj]l ^^11 

^^^1 jj^aJI JjUj Jl SAub s JLSI Jl Jl jA iaL^I ^^jj J .CjIjj JSII 





l^aII ^jc. ^3^^ u A> ^ l^l^Vmlj ^-A.uLj jill ^ j> <~t<i\\ J^^VI 




l 



SiflUll Jl Jjj-all j^j-a-JI 4-1^. jj (Jl jSj > oV I a^j^. Qlui^JJ I j-a j5j ^jl Ljajl 



^-Ij (j^t'N to Jc- A^al ^"uol ^al^ La tjuol L_J JujVI I^A 7> n > u » a pLolui 



^1,^'uol (jl # <L Jail ^cIjAa (J^ljjjJ (jlj;!^!! ^ja^ Jjfi jl LoJS ^'''v^Jto C?'^ ^ 

2.4 ^ Jll cJ^^ Cy**^ Ajo^j J^till <— ll^l J >m 1 0 AjSLaaV 





I ^U^UI ^ 
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Ll-)l j£-^ . J^l <-5~^ f ^" . uJl J|.1j1ujI J-C J^IAaII fi^A V ■ UaO liljl^alj 



J Jl j^JI JJJ»*J 4 j^lm^UI Ai^a jll c-l.il jjjjAJ Jc t$jl A^jJa^ll ^j-o 

* * * * 

aI^IuAj S^JauIl CjliLoiAll Clili Cl]!^L^a jll jJjjAJ L-^l ..laaa <L^a jll Jjla 

<Ac &kJ JmJi Jl aoL^^L Jl^Vlj JL-j^U <±Ju^ Cj 








AjIaxJI CjUI j$JI ^Luaj 

ijLj iia Ljalia> M jjjfcU-iC. 2.4 «^j3ll jll djLuljgJI J JLu » 



Jc J j>^V\ Jal fa I ja j ja-mjj cl j^.1 Sjin^ll CIjLjI J^JI aJ a! > a,^"u»i"i .802.1 lb J&J^* -0 



aJoaIj c^UI j«JI o^a jjU ^Ju31£j JjSj ^j <*JUJI *Uii J AjUIS 

jjli f-Ua^VI (j-a JJ*'^N 4-JajC j (aUo iLoC Jfj*J Jl J^JI fJ ^ > (jl (j-a ^ Jl J^ / ' U J' 

Jj Laj9 ^pa^JLluilua j J^-uj j-al fala> a Sj3 jIaSI ^1 jaII djLljl j^JI ^ j 1 > «aJ 



cr^'j^ Si^jS USB Jj^» 



** 
11 




usb ^ <J J> A) usb ^ ^u^ai juii c> 



j 2 J?^ ls^- J i^IjS^j .CjUjI j^II ^L^j iaxujl (Dongle 



tijcli^JI jUSVl SjLSj Jl^l Jl^l (o^^ fcU (JSjjj ^k) jULVl c> ^ijji 

.(sii^ii ji ajj^u aJ^Vi ji siiLJLS) ajj^ii c^ij^i jumi c^ui > 

jjL^k <j! ^ L-Ux^JJ V (fiillj AiKll USB t^L- ^"i Vl.nl Ljaj! cilli ^jc I^C J^aJ 



^a AaIxIa (JSjoiJ ^jJa jJJ ^3 tA^AjjJl 4iUaJ ^)j^aaVI Ail-^JI (^jl J^l^ S^&t*-^ a 




iUaJ (lk.^1 o jIIa! o^C 4ic ^xjH r ol o ^Jakj 





Icr ^^^^ ^I.VVunU jl 4 jS \ t n^U I 4^ Urtll AiUaj c_flJjxJ ^ogU^)J 

UH jj Jlkll J^b Jajj <VJI ^Uaj ciLj^j J .(M-iiLyiM J^ill 



^1 ^ (j5Sl jl 20 Jlj^) ^J 11 J ^^J 1 C) cr^ 
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jSl ^li ^> ^ 5 JJ 3 J& Six. lJ^I g-jlj^! <^j2 ^ . 




.Ajj^Jl (J-ol j*J1 j ^IaII <Lg ^ U^"ll IgJ) (Jx^l jll tilLJl j AiUaJl (J j*J ^ j£j (jl ^If^J 




^3 j^ll 




USB 



.http://www. usbwifi. or con. net. nz/ 



Collinear omni ^UUjVI i±Za l^uJI 



Ux^aj Jallj &Jc ,Jj A_Jaaj (j-o dj^L-a ^11 ^V'uoi ^j^ajj a 



J 



N 









(J^Jj ^glc tilLoJl IjiA ^gJJ ^JJ La£ ]SJ (J a a 1 









JaSfl JjjJall ^Jlj^l ALjJa Jj Lua O^J ^ ' "' 1 "' .LS^Jj^jJW^ 

*4 ^^^^ * • ** 



jj^I j\ ^ 10X10 U^Uj! Aajj^ Ajj±u* 




10X10 U Jbu! mMUjt\ c> ^jiua : 4.13 JiA 
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0 




P 



UJ1 si J 



(f^ 1 .5 j^? *4u W) dP^*-^ iAl^ t> ^ 



UJ 





P 



^ .1 




ol^Vl j-iS f lift i H a AJx^J dluJl Atuwj JjU :4.14 JUi 



I Aic tilLoJI ( _ 5 ^ij ^tilLJl ^ "nl g j c£-^! o-° ^ 2.5 ^4 Lola aAaJL^I .2 
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jU f UaJi ^iuaJ lA ^ :4.15 



/-111 A^jln^! j <jujLo^ll a^lml > (jjLuJl c-U^J^M (j-a 3.6 C5^ C ' ^"j! '3 

<jSJj JjVl *LbJ5U ^U^l! ^ 90 jl-^ J^Ji ^ *c cilUI 




1 UjLa 4il ^1^1 Z 




.Z tij* ^ ^lluJi ^ :4.16 







V 



Ail £iuaJ udUi A^uj Jja dLoI) Li2 ;4. 1 7 Jiui 



*+ 




.ifiusi *u jitit :4.i8 lS^ 




U' . JjVl 4ilM t> ^ 7.8 cSj^ <»J 4^ V^J^ .5 




^UImI ^ £liaJt jjS JjU :4.19 Ji^ 
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iutiiul j&\ dLJi Jsux ^fe cujJV! JIM ocU-j ;4.20 







AajJbukil A^jh^W <J& ;4.21 



.N 






.N o-A^ ^ J4 UUu AAoiual! ^ £l <JLL :4.22 



^jSjaI) ^ jjJlj 4 LaJ^ all pi >>inll AILIaII) N (jojq^U ^gikUl (J_)LaeJI (j-a 

L-ljiJl ^ ajoi 0.5 Jj^ 







• »* 
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.f j! 50 AxjUa ^ Jj^aail J^ati ^LaJ ujjjjS 4aUa) :4.23 <J**- 



4_xiLc£Jl ^I.^Vuolj 4_ijA*-<i] 





.8 




4^xla1\ A^Jual\ n o-AaII <^h :4.24 



0.5 AiLuiA ljIc . JjVl ialll t> ^ 2.5 ^ (_^a!I caILJ! l_a JL^J J jxoll fVV.nl .9 




<ubJ Ji <Lisu] dluJi Li> Jibuti £^ :4.25 Ji^ 




iaJ c^kl^lj (Oil*) .lilLAl ^Kll Jjki! Sijj! CjUUI ^ jVI .11 

2 <iU ^l^ll J jUl dii^ cilU! 




^Uiib dLoil ^kyu ^jjaJ ui^j j < aMj <ilii> JjU .cjUIil ±£ :4.27 
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.dlyJI aaA^i gk- <> ^ 42.5 <Al»fl d£ 2^ :4.29 



Jk^a ULSi 4jHjS! s jjj-JI .Tracking Generator ^ ^ jI^j 



145 




.Collinear omni cr'tjfrN c> i*-**!^ Sj-jaJI uaJaJ <^bj ;4.30 J^- 



Sr^] .U^ jiall ^ c 3li^ PVC cs-^^? ^ Jl j^ll jj 

^l^l^L Jlj^l JUS] JL-jVi SjUV JSU1I cdU! jj^ul Mj^Vl liA 



0 




Cantenna v^ 1 cPb* 




++ 




/Lite*!! uikil ^IjA Jbul Jaj^ :4.31 <J^ 

^Linill ^ ^jJ! JjL 0.75 j0.6^i-D^ jUl ^1 CJ !j2i .1 

9.2 - 7.3 a* a^^S! >3 CJ !ji. J ^ JUL, ^ 12.2 >>U^ 

•r 1 

J> ja X G ^ (0.75^g) tjjl— L J> uj^ J .2 



G ^rt(l-(/t/1.706Z)) 2 ) 



^ 56.4 <^ ^ ^ J ^Juii ^ D=7.3 ajj^II <J*J1 >a j^jiajl 

f vsWi.,1 .JSVl ^ 14.8 V> ^ J) ^ D = 9.2 jl£ lil U 

.^ 21 V 5 ^ Jjr* 8.3 ^ jJafl ^Lj CjjjiLJ^ Ullia^ 



S = 0.25 A<j 



.^3.05 JSjaUuc, 2.44 AajsM 

60 c^lj^ c3aljJI ju^l u^j^ <*4o da*^ 14 J! 10 ox ^ cj'j^ 




b <u^1 iakll ^Ija ;4.32 J^i 

f^21 Jj^J^8.3 J^J 
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IVI.nl 1 




.AJxil ^2 ±& SjUJI cil j^Jl c> <fl\ :4.34 Jii 



pl^j jj^l cilik tdliS cAjUU SjU Sic. (AjSIjJI ^UaiJ! L-i' 




-jb 




^j-o ^aJI (jjjball Aic ,4j1*JI ^12 ^jc ^juj 6.2 ^uijl tju. t «^\) ^ 

*U5l UJ! .ti^V j^l ^Sall ^£ t> fcSUi , ,n , n ^ 



.2 



.1^3 Ja (Jjfl (j-<uJa l£^>^ ^ JJ* * ^ ^JtJaS (JL^J J^- ojiA 
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:4.35 



0 



filial I *U| jlj A jial nl ^^aII ^^ml # N (jajLttll LoLaJ L_l£ll 






Ajiiu u^I ;4.36 




.ftaiib dluJl AjI^j ' Llau :4.37 JUu 
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.N g^nW AAjiii 2-4 dluJI ^ui ;4.38 




AjaaVI jsii Suit dLyJt Jjla J^y :4.39 
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mi j\j^\ c^ji ;4.40 J*^ 



.8 




t J\ \\\\\ 



. JaSUi Aaj^jLAii JUkll > :4.41 



LijI j^JI ji\ ^ua La£) ^1 j^JI Ajj^JI jail jli-a <ulc ^il^aj ^ » J *n 




1 jl ^jfLiiluJl S^Lo ^al^i 




^Ax-all 3-llaJ 



L>^ fiaoJ .cS^I J^J* J! r4l CS^ ^A*^ -J^ 



x-a SjLujVi S j3 djljjju o^ylcl USB l! j^-* <^ ^ j^-^-^ S- 5 jl^V^ 

' jki-ll &UI UJI JuVl ^1 (6- jSI jjj* 
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<j£LoV aI^j *Uj J Jti*l! Jjj^ Je 2005 J <^UJ! ^> ^jja ^51 



^vU ftjlajLS 200 V Jj 1 ^ J^j '^j-VI swi.ll cjLV jll J IjjIj liLS ujj 




4j] jjJ AjjISII J CijU_i* 11 <c j^ij 802.11b jW** c3*J lUj 

http://www.wifi- J^V ^ J^-alti t> AO**' J 0 J j » ^N 

.shootout.com/ 



NEC2 g-Uj* 



ja j Numerical Electromagnetic Code (version 2) s jL^a^-l ja j 

jIxjV! t**ll jll^rtl £t-<alj^)j]l I^A jj .ClAjjl A -\Aa\\ ^L^-a £c-alj^)J 



j^>JJ cjjx-ulill A^Jajl ^-^^ cj A> (J-**^ ^1^)1*1^] fi^C jjj La£ dil jJajj ^-^^ J^ 

Lbj! ^^11 cik^l ^ <c ju^t C^Uj! j^JI Jjkj lie. NEC2 g-Jj 



structure cP^^ ^ :u^J>^ J^- NEC2 j-^jj ^Lan' ^-^j^ 
jSUV j t <j>^ jj t> ^ll ^ilbj .controls ^^ii j^all^ t> <ixJ^ 




* * * * 

<V SI jSl aj^u UJuJ t jjj jL^Vl o- J^ 1 ^ >^ 



A^a^^. (Jd^AJJ ^3 (JQ^ljV JJC. (JjxjujjII ^aUaj ^j-fcjJa NEC2 (JjjljujJ ^ (j£.AJJ 




cIjjjjjj UdjI ciL^jj >E I l^Lj JUjV! c^L ^U^L Ai^lc nec2 
La ^gic jj-^Vi cJ^ l^j .^LuoiVi ia^j ^xioijj ^A^^ A-i^.!>L^a ja^jll xnecview 
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^jc. A-i-J^ci La9l CliLfcL^jVi jIaII -Lazuli .XflCCViCW ^'^" Ut1 W 



jjSuj (Jj.it-uLi A^JajV NEC2 L>* Cliljl^a] ^*-^J' jjJ .jLuij^U ^ flail <Jjl^ll 

.Mac Windows 



.CjIij! j^JI ^>^\ l$ic ^ V Shi 



.http://www. nec2. org/ 



.http://www.nittany-scientific.com/nec/ :<J^ cs-k "NEC2 




*U1! a1M\ d\ J^U cjIS^I c^j JO n jjc. fU^yi ^\ & 



AjSIx^UI cA£^1I <> j^l^ltj^UUj 




Ljuj d ■ b o\ ^ ^Jl Lu^. ^VlVun # <aj!>LJ1 ^bV'uolj tj>v* ill \ g > >iir AJ l^JaJj 









j U^j jI^V a^J^UI jfllj cilXo.VI V s (> 
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.Ethernet ^ Jy! £ > t> aA^i* jS ^ > ^ ^ . l 



# <j^1uj^UI 4 toll $ > j s^^f* ^j^^>^^m s^)\jujVI s^^^j (J > a ^1 jA .3 




LIS 





jjj ^LuaVI t> ^Vl ^J^i (JaaJI a^UI! AiKll jli jjS^IouiS] Wl<JI 

ff 4-Laj d^i^ U Vj J>^vi OS" ciljL Jjlal! JLJ! c 3^j .^l^ll JJ ^> U 




lilj ?o!>VI u^ll ^Ij^h lUJI c> ^< ^ (> 
^ic. j\ on > m l^jli (802.1 lb/g JS-a) t^j^ Vj^jjjjj a^jjAaII 



** i * 




M tSSl! liA t> jj! jit J^aill ^ Lijl j U£ U jl^ U^iu JU^ c 3kSj V .AJaauI) JUa 





^J! jl£ i/) <f$Mto J\ J 1 ^ 2 ^ J^-j! s J^ 
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* * 

.((JflVl L5 ^c Lh-^I j c£ j>^^ ^juil! aAALJI) cIjU jlx^ll o!a j^a jSj SaIc ^cHaII ^ jL 



aIa Cj >^ UK 4jL J^ailj J Uj! j US jSI A^lj^ l^U^ 

. JUla.yi Cjjbjl UK 

^^U! c^l^l c\ p jL .Throughput cn^l\ JiS ^Ual^j 



J^Ui V (ill. J CijUl. 54) JUiLoVlj JUjVI CjUUII Jaj 

J j£ jjjjJ 2L21S1I J cujU^ 22 ^u* 2 csj^ </5Mj) Ajkili ^Ikl^yi 

cilK^ U jl^J cjULuII Jij 3^lkU ^UjS Jc J Jt ^ti t> ^jS-ojj ^ lil .(802. 1 lg 

C> %20 ^ C>J 0^1 jW*' ^ ?! ^>- ff f^o&J CS^J^ J^A? ajU^ 



djUa j^ill (jj*-* jV^ 1 cJW^ ciljjU U lil liL^^alj > <^jujaI1 Jj^aU 





ojj CIjI vlzajSI aoA )Uuj1 / Auau 4 i^Lo^Ul uoll 



^jl JU ?^L,^U! <^J! cM^j OUI^J! cc^L-Vl c^V 

# 4jj^J1 J-a! j*^ ^ ^>9jJ (JC- ^W'uoi t^Ixoll ^jU. 




siL Ja ?<Jj^ j^UJi Jl^L-l ^L^, Ja .Availability Jj$\ 



qj* ^clUiJl l^J ^jj^lll U ?4-^UJl CllCj lij fiJ^K d ■ A J aS j j>^»*lir\i 

> ^ S UJ! ciSjUlkla Ajjjj^I fj jiVl CjI JjloII j t> .^jl! <>! jc- 

^^^^ •* 





lift Ja ?Power Over Ethernet (POE) ^j^V 1 ^ <4X-i <> 

Q^ajC ^laaJlual <j91^a dsl j^i j NAT (jUaiSl (jjjlic j jdijoull Clil jj-a jl^-sJl 



jLuaJ jl jl Uaio ^1 jJi Culjl iUjl AjlaJl ila SilajVI ooA ^ jL cilj 
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DIY ^HtSn l^jdua dll4j Jill <4fij AjjU^I JJaJ! 

J-o 4k.j-JI o^A J t> ^ J LS^ ^aJflVI i-^ll I^A .laiu 



1 Vn^l 4 jil^rt] S-luij (JJ^J j(g >oj ^llxJl jIjIaI Jc diLo jlx^ll £L)j^ cs-^-^ JJ^ 3 -^ 



jj t^lj^Qj fAjjLb *LpLa CliLijl jjaj xIajj Jll djlfrAjl g.1 n'uoL) ^llxll c-L^Jl Aj^tll 

^ aLUI! aJI j CjU jLJJ AjL^q ^ a yc. jj > <aall ^^11 Jc JLJ1 ^ jjjSII 

j,h a 4 m a j Sji9 (J^L^. 6 jtejl La <C ja-^ a jl (j-sa^-udl (j^J (^ili (J-a*JI cj) 







Motherboards jJ< ^ ^ill tf>UM ^L,^U! c^lilkj ^I^L-L ^ 

lA jjUaj A-nllc. ((jj^j LaJJ j!) jl jJ Clil jjaj ^Lgjj CjI jjg ^-Uj CIjU j^aII (j-a lA jjc. j 









S^lc. ^^jJ SiA>a A-iL J^ Liajl JjkJl ftiA .(SJj^g Jj^j La Lite 



(Jjxjjjj] 1 fljjk <liaxJ £ y\\ (Jj^fiJ S^te jlL > u La£ Lxj>^3 AiiaC L_1±uj 

Sjjil CllLa^Jl 6^A S^te (jj^JJ>Ji .(i^ jj^all^ AiAiaill jjjJall fil VVuoL) AjJUjJall 
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cjLoa^. aIc. 1 ^>3jj La£ tdji vill ^l^ij Ajc is'^ Cy 3 ^^ Cy* (-JA^ -0 Saaa a aj^aj 

aA^. alA^lm! ^jl (j^fcA tilljlail (JjILo AjfiLjal SAaI <Uli£]l j ^ii! ^caII 




C£l Sjj^J! CjIjjqMI aIa^V cr" 1 ^' J! UJ J J-** 11 <^USl ^122 as ^ 




jjjiaj d^Uaj ^ jjJa SAW all j A-ijl liJall SAjA^JI "CIjI j^l" ^lA jV ^UiuJI t,li> >nj A9 

dl jj^ jj j^jloll SaU t> .I^jc jc. .J cuj! <Is»a1j cilAi^j ( -*VKi.» 



JL^jVI aKIq J^J SAjLc Cjljxall aAA C^l£ Ia] LaC jlajll (J^iu) fcllljjull oAA jjA 
^.l^oi ^fl Clal j^l oAA ^lAkluil Jc aIjxj Axj ^^.jVI Jc ^olualua .(V Aj^aLkll 




oAA cjU-uaII j (jjjjaull ^jja liljAj .UIjaII j aj! jail ^ jj'i^H ^ JLa^jVI Iaa (j^^ j 





j Ajj-g ^^gJc ^LaJcVI J > aJ j (^Li-^ajl ^jia«Jl l^-llc Aajxj Lo£) ^ l^q ill 



i^jjx-a Jljia (JC- c - S j'j^ ^^^^ Al^. j ^c!ila ^^gJc aLucVI IAaa 



U 





A3 



Ai.1 ^jl^J ojj^jJall ^ 4j£S j tAj£Lui^Ul A^fuJl ^Uj ^ j^)Aa1 Injln^MI Ajc La 



^jl^olualj (Jj> (j^i > a ^c-<ilj^)J (^g-ic «^*^ ^Ia^IujI i ■ lUaJJ 




A Ac j 4^.L1a1I Clil J^i-aiJ Luj ^j-sa^ljUll oAA c Llll£j (. flllaJ aIAa1u»V1 Ia^J (j^aJ^jJ 
jjj ^^g^l Clll^i^all (J^axj aJ a > <~t\ aJJ § J-al jjtll Ia^)JC. j <L-a jll Ac^uj j QloAaIL u a\I 



jUI CjU^lo^ll AjA^ ^jj jl Jl o^rk j3ll lAA ^A ^Ac JU J JumJI t> 



tilli ^3 LiJ t<j\A«J lA^l^uj ^ ^jj ^!ill Cjl^i^A*!! a-^ aIAaIujI Jaj^jj AjjjI^A 




A.^. jig^ll jjjLl^II ^cAj ^11 CIjI -\'\\\ ^IAa1u>Ij jJal^ a\I dAA (J^aau d ■ U^J tilj^ 
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diK-L .(802.11a/b/g *£L-2UI j±A~ f biUj TCP/IP 



.(SOZ.lla/b/g^A^ 




jjill j Jj^jjJI U j9 jJ c£j^ ^LiaVl CjU^LII q^su j\ ^iiSl ^cJI CjU^L 




++ 



i IS 
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^j^j *J jllj <3Uil! ^Lk^l 4iL^ 4-£L^U! c^ai CjI j^ JLSil J>si 



*• •* 




Uaj aJ iii j* LjJ . j*^! J) AiL^VW ^Lull l& 

A-a j^. j<<u >i (J-a*J (Jl ffi toVI j (jLuijVi Sj^-^] a L)4j ^Qjfl ">" 1 ^ ^ Ail^ll ( . ll uia .lie 

LjSlI ^^ic J jj^aJl jl nr. I cilile (^j^uj L-Lill j-o (^J^i *l j^-i 



•r 





AjSLm^UI djl^joJl CjI jjg V'i jj-^II ^>f^ J*-^ ^J A > (j^ L>* 



• ** »*-^/ 



3lo 



t 1 1 > o 1 1 m 







.JjSj u^yjij <4Lu c^J^ JJJ :5.2 J^- 
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American Wire Gauge (AWG) #4 jW*-^ a£U^ lpUj q] ^ jh Jl 

3JaJjj Aii^jjj (j^jVl J^L J gr^ 3 ! O^U^ 4 . U » ^ JJ 1 ^ ^ . JW' cs^ 





i^U eJ lLJ! iV jail l£A; J ^^^1 4xjilUii jWj*^' 

:UkK i^U , jliJl . JLj«£II jUS! JSI ^ IjJ ^ Stainless steel 



++ 

£ J! JaJ Qa Jj^ lH^J^ ^ J ^ ^ S*±$ W jail AjBU lJjU^U jU 



* * * * 

^> AjU^I! AjJ&li CjjIjJI uj^aall Ija Ajl^i Cjjbjl UK jJl 






c^L^Jnl! jU^I t> JiLJ! <jL^1! cilU! J > <jjUJ! c^UVI >lj^ jj ja ^ 



.CAT5 C> t^BL-V ^uu^l! J^l jaJI J <jL^J! aiA 



Jl ^L^l! c^l£ lij ^jj^J! cilU! 4iaUl! Si jill <jL^ JIHUj 
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J^l aS\ VI <j jUJI >ljaJI ^l^iyilj U^ll ^ jl^ Jl Jjj V ^ jL,VI li* J U 

>( jpUaVI Jc- 4jI jSjJ ^OC (j-a JJJ^J 

j Silk*]) ajj^JI cjIS^II *lj.ia (Microsoft Windows Jj-^j ^j^jjSjL* 



.application c^l%kiSI aJLL j^> j data-link ^W^l l& ^iJa t> J t>^a 



(jjjlic cdiULnll cs^ ^ *ia>>ia <La jbu* 4jI Jc- c-ljj 4.1^. jjll CIjI jl j3 iljkjl ijfi^. 

^isuaall aUaj Jc 4 /nail ?r jljll .Llij (jl£-alj ^CliULnll ^^jj" 1 ^ A J^ 4^J"^I <*lAjl jJj 



I jjsVI Aj^aLkll r*iK uo\\ jl c£j^ jl*^- jl jl ^-^ j - ^ J-aaJI u^'uV 




ClS^iJ Aib.jll jJI CjI jj&JI CjUlkLo Jc 4iU SjaS cjli Sbi J^j L£ 

CjULuII 



c . l ol ^ Ethernet c — ^j^! ^ l>* ^ .ft ^ > ° j ^ .ft \ v ^ aSliA AiiUaj AiLja) tita j jlui 

(j^ajC jj9 jj J lilocl ualua <j Aljli Sl^L ^j^'nl/ ^Ic. Jjijaall cJ-**^ ^ > <-rs uj 

44 44 



A \ J1g A-\ a,"\a\\ <> ■ b ol j^Jl Jl V JJ^a J toll C . u ol j^Jl j! 4 AvVqli Al aSI L-Loal j^J 



.Metrix 4?^' Linksys WRT54 £ jljll 



jjjUo jj j Masqurading £^ c^U^l ja jj a^AJ^ ^ jlj 

Lbj! jI^VI liA jjjVI LSL> JL-^VI JJ asL±\ NAT 

• \ .* • - * 



.Transparent bridge >^ e ^ a±&£. 



.JU^VIj 



^jj^J (jl j ^j.i^'nl/ jjc. (Jj.y-.uuli ^Uaj ^1,^'unl LiLa ^jj^J (jl J-^^ SjjoiI±a1I Jj3 ^ it j *n 

<±AJy\ Cul jl^JI cilll^j jl LjJ\ Jujj U£ .^Ltull liA CuUjjjj ^aa.1 rinn Jo t 

^Ikj J command line interface (terminal) j^l jVl Ja^ a^\ j ^ J^UjII 
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j x^ljtiua .Prism, Atheros <^-^j ^ j^~> * jalWuoL a-uaaII 4^ u*1I ciAiUaj JIa 



cs-^^^j) Ubuntu Linux j^j^jI ^3j^ t> 5.10 J^^V^ cs^ 
HostAP ^j*^ ajSLiV 4£*£ a!\^ ^ (Breezy Badger 

a£i£ Jc ^il jA\ jA\ d^b cjU jlxJI ^ j-J] .MADWiFi 

.http://madwifi.org/ j http://hostap.epitest.fi/ 



Wireless Tools (iwconfig, iwlist commands) ^£L^U1 cjI jJ 

iptables firewall cs jl^l g^-j 
caching (jUaull *U*J cjS>J! jjj^U ^ik*) dnsmasq 

(DHCP server u^ll Jliliil jb^yi JA^j DNS server 



e V J) AiL^VU ^ c-U*J^ ^ Jc CPU iclkLJ 



jjjaU^ 133 <c j^486 .DNS (jUaall u^j^ > j K) ■ ^ 



Ii] ^ .(VPN jl WEP ^U^L^) j;^! c^lj^ e t lIjj j! bl L^a ^j^l ^11*^ 




j^j l^ii^ j-U^ (Squid J*) jj jkjU ^ 

IS (tfil! <k j-JI L-ilkL <j] .RAM ^>Ji SjSlill j L-iL^all oajall <^L^ ^ 



Luia j SjSlill ^j-G cIjjLUi-ia 64 l>* Jj NAT dyj^* ^-^j^ J a^I^-g 



* * ♦* 




iii* j> ^^V 1 c> J jUo! Jo - USB flash drive uO^ jS) 

J! CF 6- Jj^- ^ vdss^jj - Compact Flash s jSlill ^I5liu J _ USB 



lA^ ^ ja jAii CF S jSlill AiUaj ^ 4 , a ^ j cIjV jp^l! 6 iA J*^ 'IDE 



.(- <jLal\ jj-al jabU IDE ^1 J l^l^aa^l oIajj IDE j^^? 
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Masqurading Access cjUa* Jji :JjVI Jiidl 

Point 

1 S JjS jj] 0^.1 j £ jlj <JaAJ J) Aj^UJI J4C 1^. .Ilia jfc j t^pUaVI ^ 4-IlaVl U » nil jA j 



t_ujl_ujl "fi-i a^G /Ui^Jj]/ qJC, 



t ^ jl j 4 J-axil A^al.vVunl dijl J LoJ^S V * ji fj>^TN >n f j > J -s j lil .2 



UtS] AiL^VL U±\A\ ^Vl Jj^jll j^ii c> jLojj dj^j (IjJ 



AjUJjJ al^^Lail ijj&aJ t(jn^ Ijl/ jjc. (JjxjjjjII fUaL T<h.nrt Ax^ ^ > uj L-boiL^J l^il 



Fedora Core jj^ I jj^ jjj j» cjUa^Aj ^UJl l^jbl^cU Ubuntu 
aS^II jLj dij jliVU J^-oia l_±^UJI li* c >^a (Ethernet - ethO ^Jy! ^ c>) 



,jr jljll 3Jaij Uulij ^jSj^ (wlanO) ajSU^UI 



:Master ^Jl c3^ j ^ s j^IS jJ! 



# iwconfig wlanO mode Master 



Jl*aj ^-aUJl iiiJI wlanO Ji^f^i ^ 



^iSI j ad-hoc o^^-^ ia>ull ^ j J^-^^ I^a ^l^cl aj^>^j l&ov* ^I'i^aj # ^ ^11 

(J > ^JJ t U A] ja^aII L-LojI J^Jl ^l^l C ■ llialluj t Aj£Lai^Ul 4^ Uoll CllliUaJ 





HostAP ^1 J-o ^.1 J ^ J^' A^ui <alkj ^ tiiaJlj SjAj 



.c^laUnJ! ^ A^li Jj.^» c^j jijVI MADWiFi 



s jl^V jll sbVI ^l^i^lj cil jl^a. ^gio duio dnsmasq jL? ^ 
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:(root cs ^ ^loiJ i c_jL^ 



# apt-get install dnsmasq 



Ijjl ^I^i^Ij cij j&h ethO ^1^1 *£f£M ^ ^) 4^ 



* * 




;DHCP < tj»^^ cr>^< J jS j^jjJ e ^ 4_£LJ! «-*VKiA Cj j^I lil (LjJ 



#dhclient ethO 



default a^Ij^VI <jIjJI jljfc. J] Ail^VL? IP ^ J^i J ^ 



Master mode -^J' c3*j cU*^ ^U^Ul jI^L ^ ^ .gateway 



# iwconfig wlanO essid "my network" mode Master enc off 



JjSjjjjj ^jMj) CjUlnl! jjL^j s jjla J^-^ <-itiLI J! enc off 



t> .SjjLal! a^A Jj*ti] <J>^ A tm , rt 1 jji^ ^tiL* Jla^l .(WEP JJ« » WW 

:WEP ^ ^ *N ^ (jai jj 



# iwconfig wlanO essid "my network" mode Master enc 1 A2B3C4D5E 



# iwconfig wlanO essid "my network" mode Master enc "s:apple" 

# ifconfig wlanO 10.0.0.1 netmask 255.255.255.0 broadcast 10.0.0.255 up 

JjLioJi fUaj ^ Masqeurading 

o£ ujj^I t> J^Slt NAT S Jj*^ C5^fy 

4 AjW'ili ^l^'uolj AJjIIxaII Si jl!! 6^ J (JjXjaUJ IAjJ < C_boll^Jl ^JA>>» ^jj^ J^. J-<Jl 4 toll ^^iixi 
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# modprobe i pt_M ASQ U E RAD E 

<JJ AjL^VI UjIU J\ LAJ jJI ^\ jail Si^l ^ cifc j^a ^> ^ JL5b J^u LjU 



# iptables -F 



mVMI ^iiio NAT ^f^l uij^ ^ s jj^ jVl ^IjLqj 



# iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE 




# echo 1 > /proc/sys/net/ipv4/ip_forward 



j^jjjjl Jl«) Debian cfep ^ ^wll cjUjjjSJI t>^ j^*^ ^ 



j^j /etc/network/options j^j^ jf- (Ubuntu 



ip_forward=no 



ip_forward=yes 



# /etc/in it.d/network restart 



■j 



#/etc/init.d/networking restart 



DHCP uLu^a ji^vi *\&\ 

I— IuAa -iaJJ l^lL^^J <-*Vi^x\j AJlii 4_Iakj \ \\ > ^i^> ^3 (jj^j (j! ^ it } \) 

qA* t>uia ip ciijjljj jl l-ljAaJI I^a ^Ikclj "my network" aj^L^UI 4^u*Hj 
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.(liA UJla ^ 10.0.0.0/24) <^ 4-£L^UI Al^ll ialJ 4jc jail <^J! JU^ 



^ 3] jl| ^) 4l±±i ^\ WEP j^jI! ^ULo (j^j ^ 




jjjU^ eJ L DHCP < «j>™ti ^tfisll ^511 f 



jill 



jaali j jJI liA .dnsmasq 6 ^ f 

CjU^. AiLjal caching DNS server (jUaJI jj cA^UIojV c^j^ll 

ajjUI! j! j^J! ^ lUJI * jjjki ^ jSj DHCP < <JliISll .ibc-VI 



ulp^ ^! jjfi .NAT uij^ 





iiJaj cuj jtftfl Ai^j 1^9 jj^ ^VlaJI ^ DNS oiJ 1 ^ ^ > 




4 \cl\ \ k ^\ 




3Uunl ^gio 4jU.VI ajjI^I j9jj .dialup iffill 






.citixjjjj ^ c^U^jJl SjbV a^j^jII sbVI ^ l-ia^Jj dnsmasq ^ 



.* * 



http://thekelleys.org.uk/dnsmasq/doc.html t> 




I 




«3 ^Jajoal 



jjj^j ^> jj^l dnsmasq g^jt ^\ ^ j^u V 

./etc/dnsmasq.conf 



.( flLJl liA ^> cjJjJ^ DHCP < fl^xJl 



interface= 




interface=wlanO 



j| fj .^SjW c>^ 4.^^11 <£uai iiLj ^jXJI wlanO Ji^-I ... 
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#dhcp-range= 



dhcp-range=1 0.0.0.1 0,1 0.0.0. 11 0,255.255.255.0, 6h 



#/etc/init.d/dnsmasq start 

JL^H tiljloj gJAj DHCP < cs^ 1 ^ 1 J j£ ibj* :Ua - J IP ^ J 33 ! 

.Lj^j a^u : 'A\ iSs jj^ cujjljVlj 



jhaJI J^l j3 jl^V <xjU^ CjIjJVI 



L)i <-_iUajj l^ji ^1 Gnome t>^> lU^ sbl j - firestarter 

.Gnome ialj^l s jbl ^Uij ^Jc csj^ 
csj^ s^jj L^jI KDE ^ j sbl j — knetfilter 

.KDE ^ jSlI *jbl ^Ikj ciL^ 
jbcVI claLj jill ^j^l ^> s jUc- ^ j - Shorewall 

a^jx^ jSI Liajl j9jjj .iptables l$ cjIjI^c) J^^l 

.webmin-shorewall Shorewall J ^ l-aa^VI 

*Uj till ^JJJ ^^^-uall (_>*a*J S.Vlir a \ g £1) Sjjiala <J-a jj^J Sbl — fwbliildeF 



.tl^V ^^Jl Lfrlaj ^3 ^A^xll L_i^U. ^^Ic iptables ^l-^j 



IjUa. J^joiJ U£ ^ ^ all ^j-AjJa d . u£^ll ^JajaJ 4.1a A^Jajl (Ji*Jjjj d ; lUaJJ V tillil 

# j^-V ji U» d . ujoJ 4 L» ujj Sj\c! cIlgj JL^. ^ aII cJac AjjIjaILoJ 
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us 



ilLilt >-aJl gjlj *Oaij :< JU1I JQaII 



.^^jc^ll a£±uJI ^jjaftj (j<\>>» £3j IP CIijjSjI a£±ua11 



DHCP t> jjLjj S jbl jlaJ .Ajj^JI c> (jia^U 

^ asbjli ^ ^jUa t>3 DHCP 0£j ^UJI uj^ u?J± jl^j 



I 





jVl ciljj^j .AjSLJ! 4<tU*\\ Jij-aJ <^JJJ (J^ <J dijjjjVlj f all JaJJJ jjlflioll 



.DHCP 



uj^j^ to clnWj (jV ^^>^j ,*bVI i . jupvill AJaLoij ^^jIj 
JLk V J .l^UJl ^ jjili^ ^ j*A\ cjUUJI jli <^ jail ^ill 



* * ** 



dIa jSjjj .j^^UI ^USll bridge-utils ^^jj ^ cs^ jr^^ 

Debian uUy^ ^^jj^^ c> Ubuntu j^j^J ^jj^ 

c >^ a AiiiLa A^jpJl fiiA jl t> .Fedora Core jj^ I jj-^ ^11 'iiL^yii 

Sjkkll JlsssVI brctl ^ J 1 ^ 



J!^k ^ Debian uU^^ Ubuntu j^^j! ^ji 5 ^f^< ialia ^1^1 tdjLoj 

/etc/network/interfaces 




^Lnj ^ citL Jliali liA j^j .ajIUJI ^j£LJ1 tdaSfrS cjIjI^I ^ netmask <V^I 
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wlanO .wlanl j wlanO a£^1 (jjiii* ^ lsJ^. jj^ 

^L^L^I *Uaj wlanl iai<J< fjV* <J "office" <£^1\ a^W 

."repeater" sLu-JI 

:/etc/network/interfaces ^ J\ fclJuM 

auto brO 

iface brO inet static 

address 192.168.1.2 

network 192.168.1.0 

netmask 255.255.255.0 

broadcast 192.168.1.255 

gateway 192.168.1.1 

pre-up ifconfig wlan 0 0.0.0.0 up 

pre-up ifconfig wlanl 0.0.0.0 up 

pre-up iwconfig wlanO essid "office" mode Managed 

pre-up iwconfig wlanl essid "repeater" mode Master 

bridge_ports wlanO wlanl 

post-down ifconfig wlanl down 

post-down ifconfig wlanO down 

UjIjI^cI £a Igla (j\ ^pajUll f nVi ^l^cVl L-ilo jjais ^.UjI LgJLa&l ^ij wlanl 

^^jj 2 ls^ interfaces t> ^ j^-Vl 11a ^l^lyil 

U*i o^j^ C5^° csj^ Debian cfeP cs-^ ^wll o^V>^ J^ull 
/etc/network/if- j /etc/network/if-pre-up.d/b ridge :j**-*2M Uulij jI^L 
JJJl CjULJI o^a J^Uj ^Ijj Jj^JI c&Loj .post-down.d/bridge 

./usr/share/doc/bridge-utils/ :<^ll 



X ++ *+ 1 * * 

/etc/network/interfaces ^¥ Urt c_>jLJ ^IjlL^J Fedora Core 



iface brO inet static 

pre-up ifconfig wlan 0 0.0.0.0 
pre-up ifconfig wlanl 0.0.0.0 
pre-up iwconfig wlanO essid 
pre-up iwconfig wlanl essid 
pre-up brctl addbr brO 
pre-up brctl addif brO wlanO 
pre-up brctl addif brO wlanl 
post-down ifconfig wlanl down 
post-down ifconfig wlanO down 
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post-down brctl del if brO wlanO 
post-down brctl del if brO wlanl 
post-down brctl delbr brO 



# ifup-v brO 




Ujk^j ciljjjjj ^ (verbose ^ b > *E jL^il! jAj) "-v" jW^ 1 



uWp Vf» j£ csj*-' jj 2 j') Fedora Core 1 jj-^ <*j jjj ^ ^ti^Lu 

<jL J] ^ilJSal jL^ yLijj j^JI iiU IP ^jSij jlj^ J] "(Debian 



# ifconfig brO 192.168.1.2 netmask 255.255.255.0 broadcast 192.168.1.255 

# route add default gw 1 92. 1 68. 1 . 1 




# brctl show brO 



2 j 1 C^\i& jL-aII 





.J^liSlI t> ^>U "ijSL^I CjKi.ffl a^XJI <J^! ff 
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Jataj Clai jjg Vi t>Ac j9 jjj V Clil jjyj j\ a\"\ > ul cill <-*VKj>* CliULnl 




^jj Aj^aLk A jS \ > o V 4^ luj (jjLLJl (J^IIaI! ^j-a ^1 ^IWuolj ilia £j W) > uJ 



a<^\ ^ MuAA ajja t> c jii^i]l Chillispot captive portal 



Windows domain jj-^j J^) ^ULj s^clS t>^a c^U^k^ll ^ 

^ AiliL^ cjIjj^ jj9 jj ai* jjjj .(RADIUS Jj^jj? l^j^ 3 server 




(j^-oJ jjoi <a!£ ^gJc <aUaj ^l^)JdJ J-<^ I^A ^ ^Jj^VuoaH ^ jZLi .clljjjjVlj 



Ail V] L-LILSjII <JaA\j 4-£L^U! ^tjjp^t * JsJ-^ ^ J*^ 



j Chillispot J^ j ^ i nrttt A^jik* dLa^ jj ^l^Lj^U U j^jl aJj^j 



>lH jLJI j^aiJi Authentication Vjfll 6^ cS^ 12 ^ 

A^^UI ^fiUl Jji^oJl ^LJaji 




OpenWRT ^jj^ ^U^Jl li* .Freifunk 

^jljll Jalij c j AA ia OLSR ^ j^^ Jj^j^ jjj jjj (http://openwrt.org/) 
Linksys WRT54G / EJ ljll ilSs Jl. MIPS gH*-M ^ ^ 

c^n ^ Uj^j WRT54GS / WAP54G, Siemens SE505 
Jj^jjjjj c3^j J^ A-iii^V ^Lb cjI jj^UI a^A ^^kl ^gJc Freifunk 
Jul cA^Lu. Jtt d) UU Freifunk g-Ujj ^ V .OLSR 

CjISj^II Freifunk c> Sven Ola V j\ ^ j^LJI liA jj^j .x86 

.http://www.frei/unk. net/wiki/FreifunhFirmware : ^ j^V ' 



t^ajy-^a cWj o^^/ J^^i ^»Uaj dUjjjj ^ j .Pyramid Linux 



Jjjj ^Uaj bLoj&l djjLj embedded d! jj^UI cAlu Ja*U 

djlilkj ^ jjSSII o^a ^ojj /n.J ^jli Pebble Linux 



A£±uJl iflllo ^l^cj J^joiJ A laJ t aJ jj^J ^l^aJLail j ^gic ^ j AjSLu^UI 
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f .OLSR j WifiDog cjl%ks j port forwarding *M j^l J^j^ j^j 
Pyramid <y jjj j Metrix Communications LLC >^ ^ 
ijtill ^j^ll (> <*jjj^ ^ Jc- Jj^iJI Linux 

Mtpn '/pyramid. metrix. net/ 

j£y ij\ ^iL^yi? lsJ^ fJ^ cs^j .mOnowall • 

^ iLijpJl a^A jIao] ^jj .FreeBSD ^Llaj Jc- 3 j '1 j a ^jlj^ ciLaAa. 

Aitjt^j Aal j e_aLa j^>>i I^Lo£Ij ClitalAcVI &^A laflaJ j l_jj]I Jc Aajxj <3_a.l j j!)la. 

Ullo 1 jUk (cjjLU^ 6 t> l$) I j^j A^jaJI si* .XML 

^Vl gjjUll jl^ll j2 J) ' Ju^l\ A^U 4^1*11 IJaftl 

(J ja..l!l (Jj-^ t >n ill* j^A-all jjc. j^j) ^VuoaII J-aC jjg > >nl Clil jj| Jc ^ j^aj V 

JaLoi jl J Tjjt uj tjLia. ^>fl*J J*^- 0 L>* CS^" J .(A^Uoll ^Uaill Jl 

.FreeBSD Jj» &11 <JJiL L^j,^ AjSLaiU! £A£+&\ J ji^ 

.http://www.mOnO.ch/ : Jl^l o^ 3 <*j^ ^ 



J t-*\'^ x\j jAa a jj jaj 4j*_uj dili CIjI^i^j (j-ojJa J-ojtll CIjIaj jjlll a^A *j dL«uu^a Aal 
j' UbuntU jJjl J^) ^aJI jjjS L_iL^a (j^a jS ^ lAaoJ JU> 

^UaiSI ^jjiaj ^^xiuiiuj # 4_a. ^ jl ^ jl j a laaj£ <■ . uolaJI Iaa Wunlj (Debian cjLj^ 





Linksys WRT54G gjljM ^ 

^^U! c^l^l c^l j^l s^l j Linksys WRT54G ^ 

J-^j RP-TNC c> u^J-^ oj^'j^ oA^j^ ^ j^J^^ ^ c^j^ 
^^IL-V JUlo,! j J jVa. AiLjal ial^ ji Ethernet fcj 3 1> <^ 

Jo aajxj ^lAklail <^a.lj ^ fijl^cj cj^j 802.11b/g c3^j cKj 

^j^aaII (j-o 4j! V) ^ cJ-'^ LuiLuil ^o>^ j;iC. jl jiall IjlA (jl j-o ^C. jll Jc ^L-J jll 

C <J 11^*1 AJ^J UJ*^ l» ^ J** 1 > S- 5 U^" ^J^^ Ja^J*^ (jAjJa 4A&jfi 

++ 

.L£j^i IjVj^ 60 jj^l ^ ajc WRT54G £ jljM <^ j*^ ^ 



jUa jl Jl Ua iq&A/ jsc. Jjt ^111 ^Uaj j* s jju^ ajL^ VI > U WRT54G 





c^ijli jSIj CjI jjill t> jJI jl Jail li^J Jji^ ^Lkj ^Lb S jiij ^UjaVI 

(http://openwrt.org/) OpenWRT J^-^ entail Ajuli a^HaII cjI jUiJI j^ 

.(http://www.freifunk.net/wiki/FreifunkFirmware) Freifunk j 
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aiaj <> WiJl s J±^y\ 2005 f^Jl ^ Linksys ^ >^ '"-°' ui 



t> Flash RAM *3>ll SjSlill l^a p WRT54G ^j^ 1 



j^u dim .(<ij^ <L^u 0^ V jsjJIj VxWorks Lfei^ll f Uij Jft aj^I 



jll s J^yi £- ^ j WRT54GL jl >ll l^V Linksys ^ >^ 

.tioj ( Jl\ <j j£ ^Uii^L WRT54G jl 



jl jJall Ji* (j^iJ/jjc. Jji^oll ^Ikb Linksys t> <s j^-VI ^jJjSI <J**^ 
cuU^I ^ J V) Ln^ j>Sll cjI j! jUl >i* J ^ .WAP54G j WRT54GS 



JjA ^ikl^I I CjI jjfraaSI jl-^-a] Ajjjl^J t jJij j 4 jliil ^Laj jjA jjAjj A9 l$j| JJ^J 

WRT54GL jljUl & f >2 V Linksys ^ .^j^VI 

Clu9 jlL ujjj ^jl Aa.V V j £j^I j (jUaj (jn^ijV ^jc. (JjAjjjJ C5 Ac Ajjaaj j^)x-<dl j 



.(8 j 7) *l J^-Vi J\ WRT54G gjljll ^0-6j5 au^V' 

: JU! gSjJl ^1 j WRT54G ^ j« 

.http://www.scorpiontek. org/portal/content/view/2 7/36/ 



£§ja1I ^1 j Linksys ^ jl^^ (yj^ jj^ j^-' o° cuUjk^ll ^ 

.http: //linksys info. orgA^J^ 

DD-WRT fUSJ 

DD-WRT fits Linksys gjljll JJis Sj^l J^ll <^ c> 

t >ui a jj cjI jj-a So*j fliuli Ha ^^uj .{http://www.dd-wrt.eom/) 

sIjI ^ Liaji ^liull Iaa l^j^ .^j^j QoS s^ja. captive portals 

J^JJJ (httpS Ll^yjjt aJ^Ijj jl jjiJu jjj) A^jxj A-l^j^j ^1^1 

.telnet J SSH J^jji V**^ ^ JL^V! ^1^1 Lj^I 



UiS ( "nffil i J^>lij # jr jl jll <^ ^ "firmware upgrade J^^< 

Jatfj Lbj! DD-WRT ^1 fUaJ lU«J J .^a^louJl jSjl! iJaSj jla^V 

U j La Fonera I j^ja V j Asus o»j jlj Buffalo j^jj j 1 ^^ 
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http://www. dd-) 




J jV DD- WRT 



DD-WRT gj* c> ^ £»Jj 

Ujkjll ^ J J t ^U {wrt.com/wiki/index.php/Installation 

J! J J*"^' J^V^ fcM^J . l^L^J JbjS <^iJl ^jljll ^Jaiiij 




.admin >^ root ?m 




J* 



I I B I I ■■■■!■■■ ■■■ I ■ I I I I 



dd-wrt. 



om 



control panel 




F ll .wit DD-M7T uH BC-* f ft'HWFUid 



Kca/n tarrn 

R-XfiW MOM 

W.nk., WAT. 



1 1 



IIXJ 



LP UI3 k w r 



r-:r*fj HQD/Z20C 



OS? ! " ^ £AW ' 5 

1W-1».1 1 



E 32 OK. roc- 



*U OK, nb nr.C 



HffW-i 



MAC «K 
5(hiW*l i*S*T. 




1 dh<«> IS 2ND 

1 T MB i- 1J! 3 Ull 



M 



Cl*r,i l 




l ii Tl II- 



ra 




DHCP 




infra 




DD-WRT(v23) ^ ^ ;5.3 ^ 



6 



^11 LljIj J jj^a jll ajj^Jal tjJaj Aj,\iVq*i\i <j£Laill <"lKuoH ^Jl J jj^a jll ^sJill cJ^-^ 




d ■ llc-VI (^5^ (J^ 1 1 o lljli (j^JJ J-a (J ^ >o 1 cJ^ (J- 0 (J **^m*>U A^IIa 4 toll Cljl^jjg Vlj 

t l^loSL a£±uJIj (jjj jll ^j-a 



^^^^ 

(JIa (JjVuoj Ail <jc l^C .^Sj^a ^-il jA J^- 3 * £y* a£l±uA\ a^A ^11 (J jj-a jll fjjmi 



<x3 ja 4ijx-ol ^^ahluLoll l^A jj! ^gi^J 4^ uoll ^1 ^ jl jlL J j^-a ^Viuio C fll ujjSI 






Jx-al jjll ^iill ^ Aj| VI (>Vl y AJJ , a UJai jl ^ ?<^LaJl AjLoj >J1 
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179 4^.1 nil I 4A\ja j jJ i^jLJI Jj-aill 




t ^ 11 AC) jl^ij *USi 4^Uoll ^bal tijlc (j) 

f l b j , ^ * (j^^Vl mc^Ij JSLLa t> jjSVI ^jj 



duS Jill ill I jjg Vill La CliVl^Jl (j-o J^-^ J ^j^aLi-ujVl <— *J*^ (j5 .^J jg uij IgJjjaaU 

^j] .L-jj^all j <U jIaaII Jl J ^A jC^j jfi j 4^uoH ^Uj ^ jJj^ £ 1 g jjS jjj 



4^Uoll (JjJ-a ^Jl j] J C3^^ (J>i<ft^ oAa! (J all a g U oIa ^Jj' 4^ Urtll til^Loil tilluj 

jl^. cJ^^ ^Wj^-^ A^AslIISI (jouLo (Jj^flj b^a-j\ (jlaaull ^ajL Jii La£ LaC J^J*^ ^ 4jV 



jjil! j] s*IJUI Jc OlP™ ^J 1 >^ Sjj^ SjjIs c^b Ajjj^U! ^1 jlllj 




V l^A? cilX^VIj c^j^y'ill ujSjjU .^1 jU! 6 iA l$j dii^ ^1! ajJI! j^a j*j 



(jVil JlaVI lW^II C^jjgV-ilt ^ J\ Jbjyil! Jj^jl! 4A<u*\ ^j^jj ^1 lUc 



J cMl i JUII <^U1! ^LlLJ! ^jXJI JliaVlj JjjIi^JI ^Uj! 4 










Switches ^V^i 

c Lfl^jl (jl£*V! (JLc ^lijji Jc CIjIjj^ajII o^A L-ii^jlL Ua ^- > *n >( ^c.l^)Jl ^bVuoU 
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^ 4ik* jj tJBLyiVl Loj^ J-^j Vl 1 /"J <^-»Vl *UaJ Uj^ 

■l^S ^jjJ I gylnql jl J j mill tjALa ^ uA\\ 







(j-a JJ^ jW- 0 ^J^ ^Jajj liA lA^ nVn fSJjUll JjlaliAjM jluirt dJllaJft ajoi 30 

^ioj .^JUJI ( > J Ja J ikj^U 4,^,^ all 2Xrt.aN : U ^ jUJ) ^ /> pM Liajj cilliA 



Sjjij^ajM 4 jSjj t u^ljj 1 (_>ol jaJl ^l.laJlual ^jL^Jl (ja ^ jill lift ^gic J jursll J.J*J JLa> ^fl 

1 jgJl <<LLlJ d ■ UaJ j tilLoJl dimj] jl.laJI J^luiAJ ^^ill 








(Jla* /-fl (j^ojj iAj-aLa* (jjl ja^ (j-<uJa ^jIjj^^II J^-^ CIjI^jAaj j ^jjajILo 4-jt-aa* La jA JjJaSJ 



(Jj-aV -^J^ ^l.^*Util ^jl j-laJl C5 Jc jl d ■ uS^ttll 4J jUa (jLaji (JoA^a!! O^A dujJJ lilli J-J*J 

cjplc.y tL^V ILjj^ ^iklJj ^ILJ! t> U jjc. j! UPS gr>Wj^ J^' t 1 ^! 

tfhaajuaVI 5J j^ iaLJ! j!&! L j.j jjL^aflj (jiil! ^aiaJI .jjc <a> jjLJI iaLJl o^jA 




j£| a£±uJIj Aj^aLkll ^AIaH ^al^lujl SO > u (3^°^^ -^J^^ I^A AiLjalj 



cs^ 'UPS c^Wj^^ ^UaijJ ^ CjI j^aj l^J Uj ccIj! j^ajII M^J^ t> 

cifcljj^j AJaiu Ljaj! JjU ,CjU1 , ^lill L-UaJ] ^ jVl j& ^ 3Q t> V ^USjl 



.6^1^. Ajj^J Clili Aj^aLk ^jjI J^k A\a-\ a (j^J U» Clil jj^aJiSI AjiijjAll Sj! jaJl j 



liij^U Sjljj ^J-aJ d '** n -s J Aj^L<JI \ g J <U3 ^lia».V j ^yiAjoill AjljujI (jiiS*J (_^^L»j jl (J^aJJ 



• 



(je La tc jj ^5^^ AjSI Ilia* ^.Lia>i CS^ S^J^ Jj^« .pJXJl ^lAaJl^ 
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4^ 



•• • 





0 



CjLuIjA Jjjjjaj i^j^all 




mm 



,J <£LA\ £±> Jh^\ CA<^A & cA<^A\ UJlkj 




-boll J^Jl 




^ ^shared medium 

Jj9 Ja Aiojj^l djULnll "4jJJ ?f 4 lb 4-L^aldll ejjj j^JI A y \ l^J 



(JJ^Ja (jc 4lUa^ AJaLoUJ ^ j 4j* jViaII CliULnll £J A "> 4jSI^-g .C£^>^^ 

Jill SUall ^ jlii^lj 4J! j-JI <£U*1I 4^ ^1 



^c.^)ll CS^* 3 ^ 6 j^OVuoA 4j^A ^gJc 4jj» 4 j£ \ > o^U I dA£fuaI] (J^IAaII 

^ ^SUV JW (MAC Jj-^jiL. ^! o 1 ^) ^j* u 1 ^ t> 

< 4j-aL^Jl ClA_i^A^)j]l lP 3 *^ ^^^"^'^ (jl .3^*-^ ^j^aaII ^ja 4j1 V) u ^.Ijjl 4 JJ jjj 



J 






r 



• 





U 



^ ±\jh Ajj2 .MAC 




4 £ 1 1 d 




denial of ^»^JI ^^H^ ^j^ 3 ^ ls^. c^h^ o^j 1 ^ 

* * * * * * ^^^^ 



JSLi- JUiaV Uill »ja u^j^ll .service (DoS) 

jl ^g^iuiV fljlA jl 4jj3 cJ^j) 4cUalujl Clili ^J^J 4_iakj Jj.iL.ujJ (_^^xjj V 4lj\i 4J j(g > oJ 



ARP table u^j^^ ^> Jj^jj^ Jj^ disassociation flooding 

.overflows 




4^! 



i ^j^l! <£L*y]\ ^LjJI ^a! jjj Sj j^l^l jji ^jaIu^I f Ual! 









^ 4^1^ JL^jVI 4^^U! 4£jA1! ^IjJ CjU^ <jj116 jUiLi .^jLUJ! 

^JjJ tUjaiJl ^jAIIj jl-^v 1 J u 




j^^kia^l! ujI LSj , n V jSjyi j*ll ^ SJj^l jlj itfj tilli ujjj^I 

* * * * 




^ J Al c^^L Jaia ^ 4_£L^U! aSj^II ^Wj J? ^! 




l_jj^J1 l-jUJI" jj^ uJI aLaII (j-a 1 $ <i > nl ©jaUoII &1a jjiioj .war drivers vj^I 
^Slj-ll ^UjU MJ ^l sia ^ .1983 <J«il ^jJlj "War Games 

J a L-LoaLaJ Qa^Iulq a^j! j£j* tillil (jj-ajiLj tAjSLoa^Ui d"ll^UoU 4-ij\j jjAll 

£$1 ja j c-LuJ (Jj^ > >nl lIjIaL^jVI .IjaIa ^1 jA j GPS cs-^J*-?-^ ^ J*^ Aj^Jil jl^a* j 

SjIS ^^ill djLi jlx-all ciiLo jLl-&]1 &^a ^l-g^ ^jj j.^jto <^j^ t"iKuo\l 

AJjAa ^5 AjSLjj^UI CjI^ uoll ja Jg h*i jj^J 4_iaJj2* ^11 l^JjjaJi] (jj jaJ 

jA\ CjU jLj! J VI ^511 j^U* ^ ^1 d_j j^J! sii t> Ji&Vl J^Ai V 




++ 

US) jIoj .a^oa! j*Vl ^1 j l_j jaJI SjIS l^jc. U ^211 c^U jk^l! jl VI 

JJ^II ^bjJi ^ jj^i*J jjill ^JJ^ll aii L-fll nn^sl (Jx^afill lift ^ t^V cij 1 ^ 

sjLS jc CjU jkJI ^ ^jj-all .Kismet g*' jj NetStumbler 



'http://www.wifimaps.com/ i^j^Vl <^ ^ ajIIjII ^SIjaII ^a.lj ^j^ 

.http://www.netstumbler.com/ y http://www.nodedb.com/ 



(J^.lj (J^aSl <-llaxJ ^gJc (J jj^aaJL A^Uoll ^^hufl .JaJ L-iC. JJ ^3 ^^Uoll jl 



4^^! ^11 <Jc ^jkcill 2LlaVl JJJ^l jL JJ^u J jl ujj£J 



jrjlj ALaj c_l£jjj f ^"i . Hrtti liA ^jL J l^lfil l^x-a 4 

AjIo'VI CjI^j^U! Jll^l £Laj> l_jU1! ^ cillij JjlJ (jj^ jil Jjx^jJI 



txLa ^Ioj CliVlaJI 6^A JLi^. 1^. j 5-uiUjoj ^jJa jj tjjaw^JJ ^A^^jaJl A£jjjj AjI^I^I) 



Sj^Aj ^LaJJ ^ jl j Jaljlj ^l>Jjkluilj 1 g JjS jj ^jj (^lll j AlLla^ll ^ jljll Jal^j (ja (^^^ ^ J^^ 
ESSID ^uoll CllLi^k djlc d_ijx-G (jiiflJ ^^kloul LajI^C-Ij j>a cS-^j] 

jlj JalSj ^> V^J <Lijll ^ jL-aJ^U jj^Vunoll JjLjaJ <jiu 
^jyiAlj ja <jc jj jjc aISjjLaII 6^A Cj jASh jLuaJ d fljiaJ diljS x\j t 4jtol u>VI 



.^1 jJl ^gAc SjjJalttll jjiujjll dljUjaj al>la>lual 

!^j> i_jx^ ^U^U! ^1^1! jjjakLJI ^ cUUil! jL ILL, U j^i .QjUhuti 




^. ^.lAaJil (Kismet ^^jj cJ^) ^LgI^. ^^j^ sbl ^IvViml iliA JajaloU (jS-^ 



jxtSl ^a^. (J^joiJ SjjjjLoll jjc. cljULnll ^jA-^'i Jalal*]! I^A LjajS (J^u . 6 J-^ 



183 ^^-^ j*j :o*^ 



Driftnet j' (http://www.etherpeg.org/) Etherpeg cjIjjL <jU^VI 
cAl^Jl ^jii {http://www.ex-parrot.com/-chris/driftnet/) 

U^^J .JPG GIF JJ*^^ (Jj-g *Li-a jjoj^II CIjLj jLl^II ^a^V'uoV 4 j^Uo^UI 






Authentication 4jj$it <> jjS*2JI 



ai^1\ (jjjUc iii j Uil^j .Ethernet <^ J jl^ 



iUj ^ly^II ^ja t> JMI ^L,^ll e jlj J»IS3 MAC filtering 

Jj^j ^ ^ £ jljll balaJ .^^h^ J£j <^UJ! a£i^S! MAC jl >^ 



Jjl^ Sjbl \ j& Aj^JI c> ci^ill (J^IAa! JlaVl cKi^ V ^ tfl 

MAC ^ .5; jl J j)^ W^^Jj lPW ^ ^ 




^La Aiilui MAC A^ u*ll dtiJ^-' ^J^>^ (j! -9^*^* A£jjoJ1j JL-^V^ 




A^ uoIIj (J > V 1 Ja jljiaVi (^ujC- JjIj^II (J^">» j ^fl f > <aji A^ unll ^jjjUc Ajjj^aJ .IaSj 

44 ^^^^ 44 



.Jkli 



closed Aili^ll <^ a£U*1I a£^1I <J ^j^l! j-* ji^ll LjJ ^uLai JjUI 

44 

CjLg^JI Ac a c_i^)jt^ JLuijIj s^lc ajSLu^UI 4^ urtll ^gi ^ jljll -Lllj ^ j£i .network 

Jia A-i^a jJ! CjIjJVI AiLJaj) A^l aj>A J^ AjjVSH <J C^lj^ tic ESSID 



g jljll Jatfj ^ V .^ ^"hhMI I^uajJ (j^a jc- j aS^II ^UjI (Netstumbler g-^ 



^ V JULj ESSID ^U^J! a^j^ L_i>- JL* jj JALJ! tiliJI 

* * * * 

I 




Uu» ^AklouJl Jj9 j-o Lj^j Aia£L ESSID c^Laji^JI <c c_ij*-a JUjI 



44 44 



jjo! Lbj! l g j^j.n -uS3 c-jj^J! sjIS jjIjj ^j9jl! ^ ^j^j . n Netstumbler 






<olki~Aj <jV AjUil Alnx^ tibull ^l^lo.V WVI ^!>J! jli 1 j^l 



d^J Jil jA\ ESSID CaU^Lll a^jx^ ^ij*^ c^ji^ (Kismet aI^UJI 




** 



J^iyiL .^U^U! CjI^J! ^ ^j^l t> Jtoall c^U J^l jii^ 

1 44 




d fl^JaJ .^JU JL-^^J A^y^\ Cl^y^W ?Wu,«\\ liA jiJ aJiA Jaaal! AajSj 



185 



++ 

1$*&js jllj Wired Equivilant Privacy 4_£LJI ^uil] kk\£j>l\ 4^j^£Jl 



ta^tSLa ajjSSII oiA ^Vmn .tjjj^ 802.1 la/b/g ^ iSaljUl 





V .4_£La£Ul A<>u*\\ f\ ikloL L_JO jj jjjj AiLjaVlj £ jS jll A-k^j (j^jJa Lj.1j ^IjLJ 



MAC Cxj^j cjULuII Jo ^^ILVI c> JakLall li* ^ o 1 ja*EM 




^UL* Jc LAJ .i*5*j -UV tjts Sjfl jl*l! jjiJnl! J jk J^l WEP jW^ 1 V 



Jalijj (JjLJI CjIjI^I Jj^u S jj>^ villi j (J**ll jJ! .iJ ^ jj JU J 

^j-G Jl J jj^a jlL (jJ all ^jja.^'upaW (j^J aAj tilli J*J t-<^ .4^ ^ jljll 





Itll Ci\ Vi*aJll 




•* • 





j3 j!a jl^k^aj r**v^i ^11 CLi\ jj(g ^Mi ^J^^fc (Jj*^ ^^J^ W^EP JJ^"^ 



jSbll cAjj^JI WEP f l^iyil c> V tSlli (jSl 



A <J£ 1 j.Jaij ^jl ^V'^ uo jjj jll Jc j^la tiljL (jial jjal tc jj 



J J^ A c^^< J WEP e 1 ^ 1 - 

* * * * * * 1 



il ^ 




i> u^j^^ 1 J 1 ^ ^ J WEP u) J^A? J*^\ cA£^A\ 

Qa cJ^ ^ t ^l^^U! ,A*< : >\ "J^J! ^ ji^" s JL5] Ulv WEP jW^ 1 



4<>u%\\ 4-jalja j jJ I^LuJl Jj^aall 186 



Joj .^L^L^UI a£^!A\ jjjU^ ^ l^ialj^ iAU<6 WEP j*^ ^Ul ^Lo^U! 



liA J ti^V Jlia> .IJLSul I^ju-jI <3l VI SjS Wi*ll ^IjLiJI j&l jj aj! j-* ^ jS! 

.tjjlaS j^VI jjLSSII CU\ Jc S jt3 J^l 



cIjUjVI ^1 j WEP c^UlV jaI jll ^Jajll c^U jkJ! j-* 



http://www. isaac. cs. Berkeley . edu/isaac/wep-faq. html 

http://www. cs. umd. edu/~waa/wireless.pdf 
http://www. crypto, com/paper s/others/rc4 _ksaproc.ps 



ClAjLnll Ai-aj AAJJa j<\>>i Ja*J ^jl! j (_£ J^-VI Ajj^JI (j-a jj^jll CliV j^ JJJ (j* 

++ 

WPA jl Wi-Fi Protected Access ^AWl! ls a^1\ J^ajll JA£ jj* 



WPA J jS jj j jj jajj .UjI s jj^IaII WEP 4*1^ jp> JjW^ f > ^j>^ ^ill j 



JfLj t > s~t[ ~\ L^liiLa jl tiljLuLa (j^alA. jjj ujj ^luLa ^I^Vuol 4 j£ raj La£ j£^ (_£ J**' JlijuJJ 

ujwjl 1 o- t> SSL Certificates 




JL^yi c> J^ 1 802. IX Jj£jhj^ P bil-L t> WPA .^j^ 1 

JiU. j> <t^uJj LjjJ £tJjli<JI jjjij Liajl (j£«J .RADIUS ^AjLj e-^^f 

Temporal Key Integrity Protocol (TKIP) J*" 3 JAAjlh 

JjJaSl ClAJl (J^joiJ WPA J J^' Jj* J^J^ / A ^ (JjljS^I JLoJ^I j-a 

.WEP o ^ J^ ^Jj^lj ^jj^I C> (jaaalS 




yi ^jjj <j£al jiill (J£LLa (jjl^mll Aic) (JjIIaIIj WPA Jj^j^ j^w 




^Luol jil .WEP Jj^Asjj l3j^ ^^^j j ^j^j^^ (jjjjSI 

jj^lLa s^c t> CjI ji$aj Jo ^ jj^j' Jll CjISjJJI J Laj jj!£ JSAj WPA Jj^jjjjj 



4 4jU11 s^j^a AjSL^I ^jLloj j^^louJ! <a j*^ l^a jjSj* Jll CjVUJI 

++ 

U*] Jfll Jo) I^a jj J^ c^l£u^l (> jjjSII J La'iVm^ WEP J j£ j2jjj Jl jLc 



t (!L,U jjLSSlI & tj i tf i ^11 jl 

Captive Portals S^Ltli ciUjJi 



.j^l jSa^U ^l^l^VI CjIj^VI L^-^^ SiLoll LljUlaJI 




JL^^V A-k^ajill A^JjuoII ^"h»fl ^Iaj ^^Sl l_j jll CIjIjI ^Jl a^A ^iVnul t Aj£lua^Ul 



CIjIjI ^Jl Jaxj t A£fuJl Jjl j-a ^hV'uol r*ilj^!>L^3 A Jj3 ^^"uo^ll 4^ Urtll al>3^1ua 

Jc L&.jL<UC.V tjlaj tjJjSJ JjAjjjjll A aW\\ j A! jjs^jdW L_Uiil J^JI pi jjl ^J^> ^ SJjLttl 
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£>JA ^, W*U*n ^^^JjoLall ^ir^jli ^ool^J ^jC 

.( MAC oJj^ ^2 ji WEP 



(Jl > \ iSj^. (_^l 4 toll ^jujI jLiii.l j J j<f>^ all A^jujL^. (JjxjjjJJ 4j£Ljj^U1 A^AjjJI 



Liu 






4 ajjd l 




r .DHCP 



b ft p : // 9° °g ' e ■ com / 





A\\U ^a jA\ 




^ jl t 4ial jA\ a^K j ^^klaiJl *Ji JUjI ^aix^all o^a L-ilkS .ia ,Aj£L>^UI 



Aj) jl £9\J1 <Lbo^ iaUaJl ^aj JUjI jl t "Login Jj^ll Jj-> > ^" £^ Jai^Jall 





ji£ ji^ ju^yi 
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Jfl .A^u^L JL*-aj!>U LjU^Mua ^a-...^tt ^ m±Al) ljU jIsuJI ^> JjAaaJl ;6.2 




h11p:.yyDoglB.cam Jl 



■ 




1 


■ 

I 




■ 

' 1 


- nr I* 










0 

0 

0 




.AjjjA c> Jiaail Jxj iS+iih JUfljVb ^Vim^ ^UuJl ^ ;6.3 Jl^ 





cJki >c j^j JS1 ±J U>>*£ IP j^V! cj^j MAC u'j^ c> ^ 






^ >V! a^UJI o^UVlj J^Uillj ^ILJ! CjU! ^J! ^ ^lli 




<*UJ! a_i^ J <^UJ! cA<^\ ^ s^jUII WPA j WEP jjLSSII c^Ul! 



j NoCatSplash : 






.Chillispot 
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^il r\ AA ^ s.i2u .{http://www.chillispot.org/) Chillispot 

.RADIUS 5LJ j* c^UU s^U ^\^h ^ JML 



^1 otai* c^llnki ^UJ phpMyPrePaid g-^j* ft* ^UjJ! li* ^ 
^a^l ^ phpMyPrePaid g-^ ji ^ J j » ^^ ^ *j .552lli aJj^j (jfuuJl 

.http://sourceforge. net/projects/phpmyprepaid/ '.J^ 
SjjLi ajIjj ^Uj^ ^UjJl liA .(http://www.wifidog.org/) WiFi Dog 



J^UjU aJa jj ^ ^klo^ l <^ J pop-up aS^lJI ialjjl! jl Javascript 

cs-^ g^ J^-^ ^Uij >j .(http://mOnO.ch/wall/) mOnOwall 



^Ujj ^^l^L 3jj$Jl ^ (j^all ^oii s^Li ajIjj c^j^ FreeBSD 



.PHP ^ ^ mj2 ^ J* M ^ RADIUS 

g*^j* \http://nocat.net/download/NoCatSplash/) NoCatSplash 



C5 io Jai^all ^vim^ l aJj^j I a L jIaj 4 ^q>^ NoCatSplash 

Ia jLuloil (j^-oj j A^fuJI ^I.^Vuol Jj3 "Login J j^-^ Jj^> > «3 f 1 ^Ui* 



Privacy ^a^aiJt 



end-to-end ^! ^ jf^jj ^ j^V 1 ^ j 



.<jUJ1 oaa ^ jU ajl^UII sjja-jSI aL^jII encryption 

^aai ^ij^! ^ jc. ^ wpa j wep Jj 1 ^ 






I ^ULo fhvU AiL^ tLLoj Uj^i J US IS .(SMTP j POP Jjj^V 1 AJJ^ 1 
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H**- dh J*^ ^ WEP Jj^jj jjj J ^5 jUaII 



Vb j J! W^J^J J^J j! ^ 







J 9 ^ U' J^ 




Jl^o Jjj j&ll j> »ia 




J .>Vl ui>ll Ajj* <> Jiaai 




4 > A > CliLajlx^ (Jj^^J (ji J (JjliLall <-Jl Jail {ja LaLaJ i ^1 JJ ^1 La ^.ji 




A-iA jjl j^. diiij (ji jjj .AjjS JJ 4***1 ( jjl < nj 



CIjV jI-^-q 4j*. j J Igjct-Lo 

J Vol j jajj Jll ^Uill£ JiSlI t> i>Vl Jj.^Vi V .cjl j^V 1 

* * * * * * 




<Jyajjl_^. ^alWuolj (j^-aJ . J^IuiaII j ^jl^I) jl n ^ 4-iJajC j *La.l2 



J^a lla jj ^gi A-^IIaII djLniill al^luilj UjLftcl 

>^ .Public key cryptography ^UIaJ! ^ aajxaII j^LiSlI 



l l^jl J-* ^ ^gj^) jlSUl 






J! Aji^iii ^ 





45 jj 

u' .Data encapsulation <^UUJI uLlij 



^3 jj ( 6J&LuiaI) CllV JJ J^>J^ O-* ^ J DNS (jjUalll ^l-^l diLa^lxlual l^Jd LdJ 

i" 






u 




V <JiUll u^l jail ji&W Cjjlijll JJ 4j1c ^ jjj 



Jc- J jj-a^Jl (jj^ A^l^klujl (j^j V ^^Luj 4ii Jc- ^JAuilSl (J jJl 



^Iaj (JJAi J 'Li jS^H jjjjjjjll ^jjILg qjh A ~\ toi jj f t <aJ) t . lUaJJ LaJ^)j c U^J^J^ 



U 



J 
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SSL 

Li Ai j) Secure Sockets Layer 3i*Vt iaUAll ASJa a^jSj 

^LuS2 j^i (SSL 







public key ^A-*^ jylLJ] a^jII ajlII public key cryptography 

^ & u! j^V' ^ <J jMI ^UUl! U-^l infrastructure (PKI) 

.SSL <^£3 p^L*i iMj https SjU*j tag cujj^Vl 



Ajullll dji^l g toll (j^ <C A ^gJc L_Jjll Cl] 




SSL tJlalJl *>J1 c^jl^ 






certificate £d.*fAfl gl* cjUaL-j ^Ij) aSjSjJI jjU^J! ^ 

^jjli* cjIjI^SI oIa .(authorities - CA 

(J^Vn tilling toll cpli^ 



SSL f AsOxdJ £$J^ S jLj AIO L_Jjll J 

(jjlkjj c_j jSI ^ ^ AjII I4L1 jl ^211 Si^J! jl t> tdli 

A_Laluj Jj9 ^j-q Ajl9 j-q j a^L^ cA\ JU l^Lj ^j^l! li«J JALJI DNS 






^UIaII c^tal^Jl (j-ba vvimrt master session key £jULJI 






j! J\ C-iVL^iVI jjLSSJ tS^V ^IjLJ! liA ^^Vmn .AjjUJ 

.tunnel cj^W c^ULnll Uulij ^ ^jill ^g^j .l-ijII ^^l^ 



>3yi ^ >iJa 
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<>Ja <U jiiaJl CjUUJI ^> £laaJl Jjfl ^ jfl jA^u Jl jlil fljliklail ^ uajjj :6.4 <J£« 



o^l jjoL? -ki^jl! J^jl! ^j^a ^ f jL .man-in-the-middle (MITM) 







#1' >J» 




^14^ uL j^jj Jj^- 1 ■■*• 4 IS aj La£ a u all ^Jl AJLuj^Ji ljULJI j Jaj^uji) J^jil ^ ^ 1 j : 6.5 (J^ 



J*^. .PKI <-<^ jjjlioll S^a> 4_nj ^hVi.nU CjLoa^I t> tat L-uaJ c j£^j 





j 



Ignore J*^" 3^ J^JJI y^j« jS .<£L:^U 



(Lalxiill Aic La-boa 



j POP 'IMAP c^jj^V 1 ^J^ 1 ^ £ J^JJ^ ^ 

a^^1\ ^jj^IV! ^jJ! ^Ijj ^ .SSL ^ (SMTP 

SMTP JA^ ^ ^) POPS j IMAPS ^V^iijj. 

^ ^ jjIS &J) cPjj^V^ ^ ^ ^ ^ .SSL/TLS ^283 



.{http://www.stunnel.org/) Stunnel ^^jj 



>W (SSL 



^Jc. ^1 ajU^I LLao SSL 
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SSH 

L*£ L*L^ telnet JjSjSjjJ c>VI j* SSH JjSjoj* 
SSH JjSjSjjj ji VI .ftp j rep ^IjSjSjjJ fc-Vl JabJI sftp j scp *Vj£j3jj* 




(SSL Jk) Jj£j3j Jl li* p^Liu .-W c^jU t>l Jj^Jjj* ^j*^ o^ 1 

(J.\n>oj Lo£ .AJ jVmII dlULull jjfl ujJ j .lijl ^.Vn all (j-o jffi^jU ^1*11 ^IjL&II Jc A-ojjlaII 



key fingerprint ^Lii« 3 ^>^ j PKI ^LJI j^U^l! 4-u^jII inJl 



jJl c^UK SSH Jj^jjjjj f Wnnj cjl .JL^yi ^Ia^JI d?a UiiS ^jj cache 



CIjV j£ AjLo^J J j£ jj j^>JI I^A ^I.Wuol (j^-aJ ,l_3 J jjq ujj Jj£ j J^ jl ill VLa»-1uj V I 



.JjjuII ^^1! jl) t> ^.Js 



aS^j-JI jjo CjX^jII jjc <L»j-JI CjUUII c^l^J! JjS UcUj 



J J Ijtj A^Au SSH <^ f v^>™ c^V .oT^i AjSL^I C^X^ jlt£ 

t^Ull TCP J Jjjj lU*31I Jc CjIjjVI ^ S j^aj QU^ ijjlkJI CjIjjVI 51^ 



SSH <^ blinks JSl (http://openssh.org/) OpenSSH g^^j^ cJ^Aa 



j (http://www.putty.nl/) Putty Windows jj-^j J^^^ 




Jj-^j ^ OpenSSH j^^jj 6^ .(http://winscp.net/) WinSCP 
^*V! J (>a .(Jittp:/Awww.cygwin.com/) Cygwin ^l^i^U 

.OpenSSH g-^jj c> ^ bM e^ 1 ^ ^ 



•^^^ JW^^ J^-'j C5^^^ jW^^ (j^ 3 ^ ^jl (3^ 



c> ^jUUII -uak jj s^lcU ^ .squid.example.net Ajlj^ Squid J! SjL!^ <L^j 



: <JUI ^uLull ^l^lo.L (JjS Jl ^1 JaVI AjI Jl) 3 128 ^1 Jl 



•••• 

C 11 mil 

• # 



ssh -fN -g -L3128:squid. example. net:3128 squid.example.net 

_ g jUJi U .jL—svi ^ ^kii ji ^uiiu ssh -fN ^ij^ 

jaa uial a^qI .Wuol j J^ a\I L-bajL^JL (JL^ajV! A-il^JI a£JJI (j-«^Ja yj^i.VI (JjaWuoaN ^Aj 9 

li) ^Jl Lie UUL. OpenSSH .AiJjJI U^JI ^ c^ULnll 

.Jjsull c_ijall Aial jaII jxjJI jLk^l ^^kla^ll ^ c jlkuo jl ^ULJI IjA ^I^L La 
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SSH ^ JJ ^ il- jJi 




J SSH 

TCP JjSjij^ 
312* 5 




■ 
■ 




■ 



3128 





SSH .JL *Jb_i h ^ jiSVl 



SSH ^ J-d3 yS* ^ULJI ^Uau SSH Jfc r>A =6.6 

SOCKS5 J SOCKS4 0£j£ M SSH JjSjSjjj f bii-l 



jL J^V .Squid jj^jj uj j Mj 5 ' J^j 



jji^ j > aSSj cJ^J l^jULuII uO^"^' Cfi l!^ ^-la-all l^A 




ssh -fN -D 8080 remote.example.net 

SOCKS5 J SOCKS4 d£j ^ jVI 4^ 

.8080 




aui u tcp JA*x« 





• ♦ 



ssh -fNCg -L110:localhost:110 -L25:localhost:25 mailhost.example.net 
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.1024 c> ^ ^ <usl jj sl&J J JU J root f Wi . ^V 




.4jj«J! <> ^^illj AJ^\ jj ^^Ja c^Vl^VI AjUaJ SSH 



OpenVPN 

VPN j^V 1 *£fSM j^uJI c j^j 1 tinki OpenVPN 



I flJJa <j-<uJa (J-axll l^A jJJ .SSL ^l^luilj jj^nnll Jc Aajxj 

'Windows 2000/XP jj^j 'GNU/Linux c£* J^slt ^iaji t> 

li* ^ .Solaris u-oVj^j Mac OS X <NerBSD <FreeBSD <OpenBSD 



.IPSEC ^ ^ ^Vlj ^ill 4Jj^ jUJI li* ujj^lt 



J j^V. 1 .j^^M S^UjS Lbjl Jc OpenVPN ijj^. 



•* * * t 






£jjU* ^uoV OpenVPN ^l^j t> f^j 51 ^ .J^^^ <iA 



:^ULull j^j^ Ia^ tjUi Ai. Jx^i ^1 U>ll c> ^pxlL OpenVPN ^ 



(RSA j SSL) c?j5 Jj^j^jjj j** 






J 





u 



^ TCP jfc** J^V 1 SSL j SSH <JU ^ Lyij L«£ OpenVPN ^ 





i^L^a j ^.IjjJ ^c-alj^)Jl l^A ^aA^JjoLj t 4^1^1i ClbJajil lil (ClAjLnll Ajj^a j 4juL jl <-*\jU*nll 
Kl.nll 4 ^ 1 inti Cjl^a. ja JaJjl -Ul^klai! c j£oJ j^JI Jjj <Jj3 VPN 

4i jj j^ll jjc. 4j^U>i^UI 



£laU^)J ^l^cl ^jC ClLa jIaaII SAi^JI j-IL^aII <ja J^&ll ^^-Ic- J tim AJ 



<Va ^> JU1I JISJI Ajl^I j^j > ^111 , ^ l-axAa jl ^jlLa ^a^ Open VPN 



^Jl AiLjaVlj http://www.linuxjournal.com/article/7949 :Linux Journal 

.http://openvpn.net/howto.html i^^jM 



Tor & Anonymizers 



I^Jl '"yr t> .^IjaVl j c*i£jJ*JI j c*jL^ja1I 

a^A j 'u.oa ^jjjUc S^ljSj L_n£ (jc litaUUj 

jjjVI <*.la> ^jWu.n .CjULuII a^A CjLj^ ^^OaVI jU^Vl t> jjjSII ^ 



^hVunl Si£> (^^- ClAjLnll d^A '^■^ jj jA^aA j aIuj^aII ClAjLnll 






*mr JJ Ljajl ^UaJJ^J Ia£ 4_1aaIj ^i^jll j 4 u jj^a^il CliLo^. ^"1 AJJ tillil 

<ii^lAj anonymizing jjc- 4-^^Lll ajU^ jjjiil l-jU^VI t> .ipJI ^Ua 




A£blU ^jLoj ,^L^ j | ^ulJi j^l jail UJliLi ^1 jc.V Al^J! ^l^lo.L 




ajIs^)1I ^jjL^j Jtiilljj Ia^aIj ^j^P ^ill jll ^1 j-a s^iaII &3a ^1 ajIujI Ljaj 




^I^Vuol JUaII (J^* 3 j(S * "'^ cs^* ^la^l till ^jjj djl j^l S^c- jjj 

Privoxy ^^jj ^ hj** (http://tor.eff.org/) Tor j^^jj 



c^j SjjU-oII ^j^U? j^jA? d^j l5^-^1 {http://www.privoxy.org/) 

4^<i U^^J ^ILaul «?-l-^jl ^J^*> ^ 6^toVix\ll CljLa^A a\I qa Clu^ijVI a£j uj 




Ijl^l t> GNU/Linux o&4lj^ 'Mac OS 'Windows Jj-^j 



j^AJ t <, -LaaL^Jl IjlA Ls lc- 1 JA. jaII L-J jll ^ij^aJA (JA <Loija1I CliULnll A-1ax*AJ ^ JL UJ^ BSD 

jl dij jSjVI aSj^I 4jI j£ Privoxy Tor LjojI 




.^511 ^^1^ ^ cjLLUj *Ui.b LuUl3 fUH (Linksys WRT54G 



^j^j ^ jj^ s j^L^all TCP t> Tor 2^ ls^jj 



^ ^ (onion routing cjILUI jh <usti\ ^ tdlil j) cAiih tic 



•* ** 



J^j! Tor g-^jj Privoxy <^ j>^l l Jj£j ^l^i^l 4j*a1 Jjjj 

LJi J jli JtslLj jll s^lc ^jj V DNS (i 1 ^ c^USUU 




£3 l$J jU-ajVI «ljjS Jill ^j-a > 0 CliULnll J^ 1 * J 

DNS f5UU cA^J citV (JIUI Jc google.com 
<jI J& Tor Privoxy .d?^ IP c^jjiiVI jljic google.com 

JI cifcUU, JL^V (IP *W lHj^ u-Jj) ^ <^-i S0CKS4a 0£j 



^1 ^lJ JUij .k^ L_>jLi£ Tor j Privoxy lt^ji f jL^h cSIjLoj J 



L^jc- AiiLai lUajxiLail Jill SjluLoll aAaVI j£ j J^ jaLiailllj ^c-al JI 



Network Monitoring k+ttS 

6 iA *bl ^ jj^lII ^11 AiLjaVlj U^jl j-o j t jA J Ja (liSLJI 



^jlj^l t£^i^l jKV! jj^^louJl ^ 



^^^^ 




Urtll ja^Ijju* Ijg jlc ^JJJ Jill ^1 J-<J1 Lg 




^y^li ia^Jl ISP c^j jjjVI Ul Ja 



ULnll ^.^* a J ^llaII ^pajc djja (j-o Jlj^ioJl l^A C5 ic 



?HiUi jj ^ ^ LLuVl ^LkS Ja 



*bi ^ji Liaji ^jJal jll ^ j t (spam) ^ ^l^j^H ^ jji&iyi Jjlujj ^ 







fiiA LjIjj^j eiJl£j jjjjj ^11 AiLjaVLj 




** 

j9 S^c C5 ic AjIa a!1 A^AjjJI AjsI^a jialj .AjIa aSI A^fuJl ^Aj-^a CliULnll 



JjSjjjjj ^Simple Network Management Protocol (SNMP) 



SjbVt c^U jk^ J^lii lW^I f >^j>^ ^u-a Application Layer in Wil l 
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iali* ^Loa. ajSI (214 <^iuaJ! j) MRTG Sbt fhVunb LjJ ^< - 

(J k a ^)^-^ ^ \^Ja\jxllu*\ till ^-JJ-J ^-3^11 ^AxaLq ^gjLnll ^^u^ll <_pa^)C* 



l3j^ £jULJI Jj^ 1 t> ^ ^ J^^ jL MRTG lS^*-^ ^ ^ 








.qia^'uh^II CIAjjjx-o £9j J SaJuj ^ (g t o j La cLijI ^joiC aIoijaII Ajjlaoll (JjLoJI 

WAN ^1 jfl >• 



Sjbvi ^ c>^ j- ^^VW 4^ 



IS 



Wide AjlujIjII M^jnill cJ^J^ ^5^- cr?0^^ ^^W^^ (3^^ 

++ 

fj jL\ aZiA (q* aI&Lx* ji) <U c^Ulij ajI lUAjj t Area Network (WAN) 



++ 



jUll j j-<ull ClaVl a'i^Ij 

^1 -yl Jja ^ILIj c^j J^i\ AliA ^ u^^l ujKWUI eiL^I 



jW MRTG Sbl ^l^i^lj <J j^ij ^ jUJl cjUUJI aA\ jI^j 

ciUloJ ciLhVhnl JU J cil^j .SNMP ViJ i h iti S jbl J jJjjJ Sj^ 

++ 

U-g clijjSjVl J j > ^ Ai^a jllj jA\ bA J^lo AiLial SNMP Jj^jj jjj 



aII 4^uo1I * jSj j LgLgj CliULnll (Jauj 4j&\ till « 
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5 



J jj^ AjlSSI u?'<^\ c-uJ Vn (jl * ^Vumnj^a J ^jj-o^luuJl <£1 



.^llall ^gJ^aflVl A^JpJI (J^J^ l> S JJ^ <^&^ J ^ t^l^l^U JU. J 






J JjSjII jjjki jjc) aJI^J! ciliL^j pbi kikkjll s jbyi o^kJ A^Lull 

.^UJ! 0 iA ^IjlJ ^uffl ^Jxil! jU^VI S^UI CjUI^I 





^ jL ciL^V Jill Ul^uI* ^jlL JL^SI JSLLJ! c^JU^ t> e bS ±u AsL 




cS^li jj^ J^jJI SjI&V a£ j^SI GaV ^ . Jjjjliyi 




■ Feik Inbftyfttf tfifflc ■ Pe*k cutbeund ir*fftC 

■ incasing t raffle ■ :- i r >; □ 1 ng irjffit 

HIX Iti! 441.4? Ik*p* (43K) Hurt tn: i«-20 kbpf (1lX> Cuf In: 271.24 kbpf <2«S) 
HiX <XJT:44S. eft kbp* <*9H) Aiif Oiil!447,frl kJ)p* (47J(> Cur <WT:?ai ,« kbpf CS») 

wed Fe» 2 16:22:00 2005 
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Ja ?CjSj13 ^xoll LkLllj Ajj^U! cjjjL vilLu J jj^ li|S JLc lJL^I cil^j 



.lie A-njj JLuijIj 4^ u oil (j-<uJa AillA all CliLi^JI j Clil jj^all jj ^jC- jjjlij £c-alj^)JI I^A 
4^ u till AjxjJa j ^jiajC ^11 AiLjaVlj L-^l ^c-olj^JI .J**^ (IF* IaI^I cJ!nir*i 

■^J*M j' SMS Sjj^II JjLujjII CjUaL jio C^l^nlill J^jj jl l_jj1I ^L^i* jic 




^jia^Cj djl^j^all l ^ll^J ^^>f^ cJ -0 4 till 4a9I^a] SJa^ CIjI j^I ^ 
(J^Lulaj S^joiIaa liLo^cl ^jc I^C i<x^jaij>JI Ub jjl ^'Vutil vJIiIjj] Clijjiijyi Alj^a j 

.lite «It a£^1I c^lj^ *bl AjsjS ^UL^b JittL^lj l^jaj ^ill 





<il ^4 

J^Lj ^jSjll ^j-a jl 4^ JjJI ^I^O jj^ SjluJI a^Ua AjSIj^ jj^ till Sjbl AjLc 



AiUj^a J j3 jll g J t til ^paikiijai jl ojUjoJI <C^ui ^bjlui Ja ull C_J jAIg 



? j^l S^C cil ja-all 



jj^il] ^V'^Uti (j-<uJa j^JI (J^ajC lil^luil (_^Aa ^jC 



<£^J| ^^^Uj CjI J^ajII Cjliajj cIjU^JI UlJI£j 



^jI j9 O^C ^gic 4 ^ u till AjSI^aI (Jl*i ^Uaj ^Uj ^ 




j <^JpJl U^J^) <^f^ AjjajII AjiJl jL A till Jl^o ^Jj 

.Lii^.1 ^gAc Sj^li V^^j ^-^^j-^^ jIItm! A^j!)L<i ^CjUa a^II j 

uTiH a^A ^o.^'utiA 



Jl ^alj^ J^U i> ^ .l^-Slij! ^ J ^fe qilShull uiUiiSI 



A^u^W A^\ja j ;^LJ1 Jj-afill 202 



>JI ^ cU£ CjL-j uflll oi* cill^ Ji JjS a^XJI CjI jl jail iUJlj 



»hi gi^vi a£^IS AlUill AjSIjJI jjj JjVu.n Jluu 4*x£]| f Ui .5 

.b£-a-G e-bl (J^aSl / -II J jj^a jll *1a>>i AAaIjlII CliV J^ J^>^l J ^ 

4jJ jA-^o a^I .ii^JI J-Jl c >£j .4^uJl A^UaluuJ hjhVi AAa& .6 




(j-a .}£bll ^3 ^jJa.WuoaII *ja"^\ (J^lxll £J jj!ill (jbuJa j 4-a^^JI ^jia^)C 

\ g *ia j^.^a1I ^pajill x-a a^^Ijj 4^ uo II jLgjIujI 



^I'mlni t (Jdj^fljllj 4^ uoll <UL^. tiLjJ ^jl IAjj^Iaj jll j bl^-a 4_^Ha1I jAj^aII 4^. JlLa 

.l^hVuol AjsjS Jc L-ij*jll j ^LA^JI CIjI jjVl (_>^H Aj.^'i Jc SjSaSl 



Jc. ^>^n AJli a£^1I CjU^L-g a-J Jl /Ml Sjbl CjI jJ Aibial AjjII^I t> aC. jll Jc 



<j^l jc^V (a^UJI c^j bl jl) ^lj ua u^Vi ^jj jl lJc-VI 



jl^aJI jjl (> 4j ^b V Uax^ (ntop sbVI J*) 



tijbbJI x-la^j 1^ a u A_u]lc- i\ W\a VI ><JI r'^K uoll L-a o > ^i-s c 









aba,^ a $.bj S^-liSj da! jjg -^Ml J^)Ij-g ajj > ul Jc 



j^aJl 4^ j^o JjV >SSll ^Uajl Ja*J IIaIoI! CjI j^ll 



4-^.L^Jl (JJ^ (J^ll ^ >nj^j 4j>^tn uj C_boil j^. ■ab'N'uob Aj&\ uJI ^jial \C.V 





bli .1^ IjjjS l^a ^11 ^ Jll c^VbJI SJ&IS1I ^ ^ U^L J 



**** ** 



itjA 50 ^fc£±uj cil!^ g J > ol jj^J li] J' ^-boil J^JI ^j-G CllbA O^C ^jC ^JJJ Lo Jc t J l"^hrt 




^Vi^'uo ,4^31^11 AjLafr (jA tillAc. Jc. Jl jlj^l! I^A Aajxj t 4 >^t^<i dj 

tillj JJJ^J l3J^ J -0 C5^! 4^ uoll ^)A>>i L-LluIa l^-L o jl Jill Clibliall J-lA^. 4ij*-a 



jlc j-b^i V c^l^JI ^ J^ll iilo SjUll c^bbJI ^b^l l^lkLj Jl 



.ajSI jA\ ^1 >V q^.^o ^Ij ^ ^> 



jjjiaj j Sjb] (Jj(g t uJ Jl AibiaVb ^^jixx j a ^ja> 4^ uoll Sjbl Cllbo^. *jaVi ^jl 



AjSI j-g Clibi^k Aibiab CIiaS bl ^j-aIulaII 4jalj-all ^ Jc-I i£ jI^a ^jLajJa Jl CliLa^kll 
"AA\ ja AjLc (jj»J"i ^ ^l I^A J (Jlk ^1 jli JllaSI Jjfuj Jt c_J jU ^^L-a Jl A^y'W 

. Jkll liA iaJl*^ ^ jl Jl a£^1I 
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6.8 jj 4<si,fll a^A fhVi.nl JaUjI <jc AjflLjal J^Uj c*l*Ua&l ^jWh.n ^ 



.A-G^^Jl Q^jC- l-*Ug*Un*1 ^J^] 



ijj L 7 Jkua ajUM a£+&\ aA\ U ;(ISP c^j jSjVI jj> ^ jllS) a^I jB 



al^AlLbMl (JIa. ^ J Urtll cJ-^- 0 j^'^l (J^al^)C.V (J<~H<~t^A M\a\ Aj&\ 



^IjoV WiLa VLAN 'S^'j^j ^ « jl cP^j^ i^ILoj ^j^-o jll o^A 




Wed 00:00 Wed 12:00 
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m jjti\ &U*1\ £-±a* jf> SjUIl £ULuJl J.UaJI 4>Ja ^1 ilia ^tLLul ;6.9 



++ 

c^UlkLo sljUx aA\ jA\ JiL j^xj JU J 
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** **** 






1 












Ojj^VI j- 4 ^ 4 ^> J-^ 1 ^ dy**U j^ 3 J u 6^ :6.11 

.£^1 % aJIj^i ^ j^jij aj^i a^iWj 




sjLiyi 




Al^Jb ^Jaiij^l CjI all He 



^1 ^Vlj S jjU 
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J j£ JJ jjJ (J^l <L<aJpJl U^J 0 ^^^) 



MAC u'j^ <> jo cil^l 



e broadcast f jaJ 4-uJ1 



Proxy server cache J£jll f-^-U ^2>JI Sj^ 1 J] sjjjll cjUUl jjc. 

hits 



j^Vi loo-" eJMi 

DNS o 1 ^ 1 



spam Liljjuie <Luj^ll <LijL^j]I JjLui^)3I / SjjL-a]l ^jjj^WI ■iJjJI (JjL-uj aic. 



++ 



a-gJ)^. ^jj-a J) aIuijaII ciiULnll SjLoi^. <, . hoi j Ping time ^xloaVl o-O 

ciijjjjVI 



swap file L -*^ ^i^H 
zombie processes s^l^JI ^l^llj ^l^ll n& 




system load 

^Uajll L$JJ^J ^-^JJ^ ^"J^J *J^J^ ^-J^ 



^L^l! ^ SMART j 
RAID array status SjjSJI ^IjSVl 



207 Alf^II AjSI j jJ i^jLJI J>^ll 



* » * * 



,L$jk ^)\U\\ Aic Ig-Lo Aj jaII AiLjajj 



Ji* c^Ujk^ j*H jljll Jalij Jja ^ 31* cjL&I^VI Network Detection 



Spot JUa&V! CjIjj! U .^vVin^l sUSllj aISL^I sjLSyi SjSj aS^II 

^j-G s j cijljiiil Jclij cJ^joij s^lc j JUacVi i ^_paljc.V ^ aa>^ia check 

* * ** 

aJ jh ^ j^j 4jV ^Jl*i <. fljoi£ sIj) JUaII cJ^f^ Ping ^^^^)^^ jW^ 0 ^ .0^3^^ 
Network ^Vj^jjjj^JI cj^Ua^ jl^ j <j& ^^Ul^^U c^UUll 

^jAiil cijULij (j^^jjj l^jV aLqIa c LjjS ciil j^l Analyzers 

A^-^. ^11 j ^Aj^^II ^j-G (jl L^jfl LiJ^) 4 toll ^aJJ <J^L^-a <jl ^jC (Jj > ^il 9J 



Aj^)JI JjLojj ^ jl^ ClilknialSl CliLa J ^ ^" Ut1A ^ (jL^ajVI (J jJ j^>J CliLi j 

^ ^> c.ljal Ul 'a<^\ ^jai Trending JdUS^t ^Ij^i ^ .(^jj^V 

L^iL^SS! Aio s j^Lw a£^S! jja« I^jSJ L yiL real-time monitoring 

^ 

^ t> ^ throughput testing ^ . 




intrusion Ji^JI < LIS ol jj! ^ jis 1 a \ n so.^ti ^a^j q{\ \ ^ U»i ^UaII ^ j^J! 

V s j^LuJ! detection 

CjIjj! U .(41^1! jja. 4_iiij ji/j JLilall S^lo L_Jkii ^-illj) ^j^U! c^l^l j^V! 

(j^jja sja^q a1^j\ J\ U 4-oalI jIa^ ^1^1 (^^i j^-^ benchmarking lh^^ 



Network Detection fcfAM ^u^! 



aA^ ^ (JS ^jc CliLajlx^J 

J^joij lil Uu9 j ClA£jjaJl a^A A-iiaxJ (jUaj AjA^IS 4£.^)jaiJ SjjL^Jl r'lKuoH C W > o^ i 




208 



* » * * 




* * * * * * * * 

CjIjjVI jj£I jAj .(http://www.netstumbler.com/) Netstumbler g*H^ 
I^a ^c^j .Windows jj*^j (Jj*-*^ I ^Uaj j^>>i 4 j^Un^UI i > o'i^V tjLaujl 

^gic j^li jjc. SjluLoll j A.^. jjLaII r*iKuo\i c si to'i^l Netstumbler ^ jj 

La£ '(j- 0 -JJ^ C5^^ cJ^ AjSLjj^UI ojLjjVI (_£j1uia djUijlx-a ^jg JaJ ^isuJ 




jJI ^j^U GPS cs^ j*^' 4 s J-^ ^ t> ^-^l 
j&j ^u^il Netstumbler jj ^ ^ l£ <-^&» .^-^ s j^VI lSj^j 

^UjJI liA jajj .(http://www.netstumbler.com/) Ministumbler g^j* 



s jl^-al / J s jfl jUI cjI JjaII Netstumbler j^Vl a%L^ (> rll^ 

44 44 



Pocket PC ^^Jl J^^^ {Jij c>^ lUJI ( j^aa^ Windows jj-^j 



^LoV AiUaj ^ j^j ^1 PDA Sj^II j^ 1 ^ <^I^Lol Jj^ouI 

<iA j^j^ .(http://www.macstumbler.com/) Macstumbler g^^jj 
^ ^ ^c. jSI ^gA^) Netstumbler ^ ^-^1 ^1 j^ll ^=4 ^ 
4<+ti\ ^ J^uj Mac OS X r ltsl (U*i ^ <LU J 

.Apple Airport ^ jj c> S^^J^ 
.(http://sourceforge.net/projects/wellenreiter/) Wellenreiter g^^jj 

<^j Perl Jj£? ^jJ^ c^! (^L>^ ^ .GNU/Linux o^^/j^ 
j Prism2, Lucent :^l ^U^UI ^ill cAl\l^ ^ 16 ^jl! GTK 

.Cisco 




Spot Check Tools JU^Vl uLls ^IjjI 



^ ^jJ^aI] JjLjjljl (JUaC-Vl ftjJjS dsl j^l jj^S ^Jl 4 InmjA A^^La ^J^-a oj^ill Jfi*j 

JUa^Sfl LAi£ :gJ3l\ J^aiJl l^JU^ ^uUU! J^LL. c^U jk^l! 
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ping 

Mac OS X ^Windows jj-^j Uj) Jj^I csi^ 
f Jc- :u:ix:i .ping sIjI c> Jc- (BSD j GNU/Linux o&J/ j& 



A j^ij U t \u^a } JL^jVI aJjU^] ICMP jSjVI j J> jjjjj 



4 j 9jS (jc ping SIjI ^hVuoU 4j Jl > ^'iV \ ^jjj ^ill c qu>ia\1 J£i V 



: Jj ^ ping sl^VI ^l^i^Lj (http://www.yahoo.com/ J*) mjM 



icmp_seq=1 ttl=56 time=35.467 ms 
icmp_seq=2 ttl=56 time=34.158 ms 



$ ping yahoo.com 

PING yahoo.com (66.94.234.13): 56 data bytes 
64 bytes from 66.94.234.13: icmp_seq=0 ttl=57 time=29.375 ms 
64 bytes from 66.94.234.13 
64 bytes from 66.94.234.13 
A C 

— yahoo.com ping statistics — 

3 packets transmitted, 3 packets received, 0% packet loss 
round-trip min/avg/max/stddev = 29.375/33.000/35.467/2.618 ms 



f J^' j*' j*^ u) 5^ t> ^W^V control-C gP^* 




s >^ f >ll J Time To Live (TTL) Stjai ji Js * UL» <>j ^ 



JL^yi c^jU lil fjplLyi c^UU *j| pi ng sbi j^ki ^ bl a1*c ^J^L ^ill U 
.DNS jUajII *^ ^ J aLu^ JSLL* j <4ti J*j j5 DNS ^ 



j! jkll liA J) Jj^ jll t> fJ lit .c^j jijyi <^ Jc IP U j!>u JL^jVI JjU 
$ ping 216.231.38.1 

PING 216.231.38.1 (216.231.38.1): 56 data bytes 
64 bytes from 216.231.38.1: icmp_seq=0 ttl=1 26 time=1 2.991 ms 
64 bytes from 216.231.38.1 
64 bytes from 216.231.38.1 
A C 

— 216.231 .38.1 ping statistics — 

3 packets transmitted, 3 packets received, 0% packet loss 
round-trip min/avg/max/stddev = 12.991/13.919/14.869/0.767 ms 



icmp_seq=1 ttl=126 time=14.869 ms 
icmp_seq=2 ttl=126 time=1 3.897 ms 



^ ^hlb cik , *z Ajkxll t > J j a ^ j^l IP ClJ J^j) o^j 1 ^ J^V 1 c> ^) 



ijSLtf ^tSS^ bl ^Liu ^Uaj «^ <^Lj ^au^SI 

SbVl ^ ^i- c&Sf <ut% <4^ , nii Ua ping SbVl flJii-L *£*5II jLlk! Ji*j 



mtr j traceroute 

ping ^ traceroute sbl ^Ijjj .(http://www.bitwizard.nl/mtr/) 




.(Windows Jj-^j J^slt cjIjI^I l> ^*j tracert cs-^j) 
a £ j to ^gAc ^1 j cil±ujL^ <L^a jll Jl^Jl ^a .11 wi\ traceroute ^bv'uol tilj 




$ traceroute -n google.com 

traceroute to google.com (72.14.207.99), 64 hops max, 40 byte packets 

1 10.15.6.1 4.322 ms 1.763 ms 1.731 ms 

2 216.231.38.1 36.187 ms 14.648 ms 13.561 ms 

3 69.17.83.233 14.197 ms 13.256 ms 13.267 ms 

4 69.17.83.150 32.478 ms 29.545 ms 27.494 ms 

5 198.32.176.31 40.788 ms 28.160 ms 28.115 ms 

6 66.249.94.14 28.601 ms 29.913 ms 28.811 ms 

7 172.16.236.8 2328.809 ms 2528.944 ms 2428.719 ms 

g * * * 



J\ J\2L DNS JU^I ,UJ ^ j JUaV traceroute (X*U -n J^' ? 





Ij ^Ujj traceroute j ping g^bl My TraceRoute (mtr) 




• •* 



.traceroute j ping <^bl U jajj ^1 AJaaJIl CjUjk^l! Liajc 
My traceroute [v0.69] 

tesla.rob.swn (0.0.0.0) (tos=0x0 psize=64 bitpatSun Jan 8 20:01:26 2006 
Keys: Help Display mode Restart statistics Order of fields quit 
Packets Pings 

Host Loss% Snt Last Avg Best Wrst StDev 

1. gremlin. rob.swn 0.0% 4 1.9 2.0 1.7 2.6 0.4 

2. er1.sea1.speakeasy.net 0.0% 4 15.5 14.0 12.7 15.5 1.3 
3. 220.ge-0-1-0.cr2.sea1. speakeasy. 0.0% 4 11.0 11.7 10.7 14.0 1.6 
4. fe-0-3-0.cr2.sfo1.speakeasy.net 0.0% 4 36.0 34.7 28.7 38.1 4.1 
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5. bas1-m.pao.yahoo.com 

6. so-1-1-0.pat1.dce.yahoo.com 

7. ae1.p400.msr1.dcn.yahoo.com 

8. ge5-2.bas1-m.dcn.yahoo.com 

9. w2.rc.vip.dcn.yahoo.com 



0.0% 
0.0% 
0.0% 
0.0% 
0.0% 



4 27.9 29.6 27.9 33.0 2.4 

4 89.7 91.0 89.7 93.0 1.4 

4 91.2 93.1 90.8 99.2 4.1 

4 89.3 91.0 89.3 93.4 1.9 

3 91.2 93.1 90.8 99.2 4.1 




UUJI 




^ control-C 




.mtr ^l^i^V root cs ^^la^J! 



.4^1 JUad <kj S j^! .^2 tShftl 



Protocol Analyzers ^VjSjSjjJI cjIjj) 





Lai La9 diULull <L^a j A^aL jluu> (j-a U^J AjSLoJI ^j-Aj^a ClAiLnll 




JjLa] c^U^jJ! ^ a^ja^a Uu9 .802.11 Jj^jj^ 



Kismet 

CjVjSjjjjJI JJa^l lsjS g^j* j*j .(http://www.kismetwireless.net/) 



o^/j^ ^Oi 5 cr^J Mac OS X <GNU/Linux o&J/j^ J^Sli Cy^ 



aJ&\jjA\ Ja^j fcsi a<ii£ Ailkj <ji ^ cJ-gxj LS OpenWRT £ '^^^ 
UjLu. LjJ Kismet ja .Ethereal ^< ^^-W ti^V PCAP 






.GPS ^<>^< (e^ 1 





UIxJI ^Lo^U! cjII^SI eiL!^! *£iAH J-U <j> ^UjJ! li^J ^ 



Kismet ^I^Lj .<^^U! j Ji t> U^jJ! c^ULnl! 
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1U 




IT* 



"S5 1 



s 



1 





Nokia 770 jl> <> ^j^V 1 cP! EJW* ^ Kismet ^Ujj ;6.12 




KisMAC 

lJI g-UjJI liA fjL .{http://kismac.binaervarianz.de/) 
<Gc j^Sj Kismet g-^jj t>^ Unlijl! ^LnlUj Mac OS X 





r b*lyAj cUUl! jx^ll ^ti jJ! liA ^ V .Ethereal g-Uj* ^ Aia! > PCAP 
(djlSUaJI jj j^J Ijts) AirportExtreme 4_£L^U! aI^J! ciAalkj 

.USB 



tcpdump 

command line >JjVl c >u^ sbi .{http://www.tcpdump.org/) 
sbVI fii^J .^Ltull j jlj^ iu^ l^ii VI wireshark g-^ 



L£ link layer 4ifL V jj-a j ciiV j£ jj j o^J 0 j 
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<jUil "o±L* % jiA j J^Aj wireshark t>^ tcpdump 

^ > J jS l5^^ tcpdump ja jii .ajlJ j^j (j^Axiill j aLI^jI ^ >^i^ >o\i <-*\uo\ -s ^1 a Wq'iUl 
'BSD 'GNU/Linux o*%V j^) Unix o^h t> 

Windows jj^j ^ ^ J»«M M ^ u .(Mac OS X u-1 j ! 

: ^ <ulc- J j^JI o^jj WinDump 

./i^://www. winpcap. org/windump/ 






Wireshark 

Ethereal ^LJI ^ jIS ^illj .(http://www.ethereal.com/) 



Jj-^jj Unix 





."^11*1! <J 4_n*J; CjVj^jjjjJI ^W*^ jf^j 'Windows 




J£-u1j 4^ ufill ^)2C SjLJl CliULnll 



^ Wireshark g-^ ^ 5^ 





j * jji^l ^1 J^l t> -ip*Jb Wireshark 
.TCP JAwj* ^l^o ^ sjWV 



II J 



;r..w;oi" 

L« . « JIM 



1 



lT( .1 nr. 1 . *'m- 

•t.Hi. is, Jhtft 

l*j.LU. i.211 



nr. Ml'.i l« . 1 <■ 

lt2.IM.il.Jti; 
1*7. IS*. 

|tJ F lM P 1, jtl 
J1J. j4I.HH. 1 3fl 

■ 1.24^- 1 



rralDcU ; Into 



IDC 

1CV MR^I lied |UJt| iCt»ll/4 UW3U1 b-i -» 

tcli Jw'i UilI t*f-Jt UA-tt IJj^liOi t«i"i 

Trv w.j > Mill |ivqr| *m«M jnt*iiita .|ji*mh> i>i.*d 




IUMftlllii WXUTOJO.HMObJr'nl OHOOWW. N I I n ! M ft- 



I* J/ VsJl*» Bf.214. IV. ' i» 



|M,I, 

l+J, 1. j2j 
1 1 .2 .M 



rrc 
TCP 



WW' *-i»jn utiH liw 



» riiM 1L 4~1 b,rt»fc Hi HLtv, T4 .Pfi1niv.il 

I lliMriHt ll r flr« l«t*l r«r_i^.i+tlJ iHrlliUt&trlti&U, (Ml ewof«." J lOf i Ic- d« c lOr flrtL ill i IcJ 
I :nt*iiw; <Pr«l«cfll r Srri 1. JlJ 1 1*2. IE*, 1 . , Dvti 3 IA . fib- LV 1 . 1 44 | Zl lr. 1 1* 191, 1441 

* TrM-«H|»<cn Cmtral Wr9t*K+l. Srr P»ttr 4«4»4 ilMMl. P"t Petti ^o;a F*ii *=*r ». |>«iti Jfl 



4 > «l "l *i Ir <W II 

IH> Ir 4ft f~ 4Tl <U Iti fu, 

. | VJ Ul ■>€ III- II Ai 

nn Jj #t* Hi fin m-i li 

UUi |J 1W -50 Wl WJ LK» IFJ 



Ol *c 4i*r Edf 0* 4-< i-W 

4S, /*■ rll rit |j>> r ^ Ub 

«j in T V tit *■ 3v %J LB 

%t I 1 * m lb ttr im in im 



. t . ^ . . . * . ,t 
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IqjSuu cjVj^jjjjj SjUaa SUt Ethereal) Wireshark i*! :6.13 







> ^Luil j J>J sjIc Wireshark * 



<4 



Hull 



OSI 



Trending Tools iaUftl ^ijji 

fiJIA j L>* A^\u'\\\\ aljj^Lbul A^I^aI )nl «o i V i (Jjl^J j^S ^V'uo'i 

J ^ullillj ^j-sa^La (^ya^Cj (JS >fn A^AiuaH pbl Clllj^V! 





1 g LlI^J J (-liULnll ^LttAJJ JaLijVi (Jj^" 1 ^ J«il ^ J^J .(^-* ^ aJa1 ^) ,> k "^ CS"^ <-J^ L>* 






MRTG 

Shi ^jii .(http://people.ee.ethz.ch/~oetiker/webtools/rnrtgl) 



Multi Router Traffic Grapher (MRTG) ^ 




lljllJl (J_LuJ 

.(Mozilla ^hjj* J**) v j^l ^L^U jj ^ 



UL tfz ^ bl L-a^Lk ;4jUU JjVl AiA jU MRTG ^ ^l^j ^ 



4i 




c5 





bl VI ^ 



680*0 k 



510*0 k 
340.0 k 41 



i 

# 170.0 k 



0.0 k 



Tut 



ma 



fhu 



i ? L 



Sat 



Sun 



Hon 



i 

| | 14 ill 




Tut 



1LLI 1JJJ4IIII 1 



Ue-d 



AS^fl 6^ ci^ c^^l JA^I ^jJi >1 MRTG jiisu ;6.14 c3^« 
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^ RRD .{http://people.ee.ethz.ch/' 
ixAk ^ j (Round-Robin Database j 



RRDtool 

oetiker/webtools/rrdtool/) 





RRDtool 






a* 

.1 



.jkJI J j^J] 4*^1 Cj| Jy^i V l^li ^ RRDtool ^1 jpi Ck M 

RDDtool ^ e 




-u^ll ^ (Perl jl shell <^ 



aj^j ^ RDDtool ^1 >>2 .uj jll JiU j> cjbl^V 1 Jd^ 

.MRTG SljU 4jjILg /^l^^ (J^juoII Q*^a <jJa jjsuol\ CllLa jLl^II J <j-a «JI Clil jU^. 



GNU/Linux o^iJ/ >^ J^Slt jj^ yr* RDDtool ^ ja j2j 

.http://oss.oetiker.ch/rddtool/ t> Jj^Ji u^j Lyj^ 



S 




io - 




06: oo 
Modems Current; 



Dial Up Motions In Use 




3 ftuerege: 



i8:co 
3,6* 



GO: 00 



06 : 00 



Maximum; 



!0 



p5 ^UjIxaII Jaj> l^j ^jj ^SB Sj^ AJjj- RDDtool :6.15 



JaLiij JJ^i ^1 jc-V ntop Sbi 




ntop 

« .http://www.ntop.org/ 





RDDtOOl ^ g \) ^ > ^"^ .^J^ ji^alo (jAxia A-Ja j^j A^f^ll JaLial 



-LuU 





.Windows jj^jj Mac OS X 'BSD ^GNU/Linux 
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ic^ ^ ntop ^ U j9jj ^Jill cijl jjJl 



.(clj 'MAC u'j^ 

** 

.NetFlow dAAjj* <«2ll cjV^uJI j) cjI^ j^U cAjLuJI 







.P2P ^ ^W-* jt t> 3V>JI ^AjUJ! 



.Python j PHP 'Perl t> JSI API cA±^\ 2^1 j 



http://www.ntop.org/ '.J^ i> ntop ^ Jj*-»»J1 
5 Debian oW 2 'RedHat ^> s j^Jl GNU/Linux l>*^V 






uop ProvaeAi ruLTTihtiTn^n 



MTIf 



fcfa u 



II 



Mi: 



- 1 



Ml 



111 



■ 
■ 



WW 



.Ml 



1T1 



D1 Ff 



I 



04 rf 



3 



■ 1 

77 



1 , i I 



r '? 



17 



riHiiM 

■M>n- 
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^jill ^Jc. tmLuij Aajxj IgiV 4 jh«sl CIjLo ^l«-<» J;i9 jJ (jc Ia^^c IltOp &bVl ^£ jLuia j^I 





Cacti 

RDDtool £jl>Afl 4^>J c^j .http://www.cact.net/ 

bVl aifc .MySQL S^IS j^jja ^ubJI fj-^j^ ^ ^jjjj*^ j^*-^ 

A-iLa^j ^Ull J\ AiLjaVlj cIjU jLuol! j^L-^j <AaA\ »j>*J\ S jbl ^ J jjjj PHP 4JlL 



6 






4jU*j 4ia jJI iEJtflj jll ^^yi ^ Cacti SbVl ^] ^ 



^IaJJ Igii Lo£ till I jjg Vlll ^j-a txjoil j tilL ^C-Jj ^^^1 4 ftlla a\\ j^ll dilla abVl &J£J 





"4|h. ■> fitun Ifc I. 
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Ufll 3 1 
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11:01 M:P> 
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*.6 



crrrTT ridStn i : t : : r rr t : m \ I 




Kf 1^1- 



if* fc 



i- 



a^Lj fLLj i%i3! CjIJ^ ^> cjUL^I jj^u SjUj Cacti SlAl jj^u ;6.17 



A<>u%\\ <jfll j qa\ iQn&idb Jj-aall 
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NetFlow 

J^joUjoJ A^^)juJ AloAuS JP ClljjIijVI (J JJ JJJ djLjLlJ Jjjol CljLi ^-lA^ll J j£ JJ J^)J jA J 

<> ajMI cjUkiaJl UooSI .Cisco 



A^iLuiVl CjU^lI! ^ 4^ Cisco IOS NetFlow Jj^jSjjj JLjj 



Utill ^ja>>» ClAjLnll (Jjiuj CIAjjI htn! Jajoij JP CIijjjjVI (J j£ jj jjj t"il'qn]n'i\ 



SJI CjUjISJ <<>yi ^Al^ll kikkj 4 f l^iyi3U Uii cil^ix,! s jj J 

dA^jj^' ^ .^^1 ^Slj^j Denial of Service cijU^a 

A^fuoll lil^g'util ^JJ-^ J' J l(g^\ij^>*i j 4^ u oil ^a.vVutia (jC- A-oj9 CliLa jlx-a 





^ NetFlow Jj^jjj Cisco j^^ j^ 

fcji* 4^*11 ^ CPU gl*-ll ^jlj^l JSl JjSjSjjJI liA jfi^j cUDP 

L^. jjJa j jj£I Sj_^a ^gJc J jj^a^Jl till ^JJJ Ula SNMP ^J lri J^ A^fuJl Sjljj J j£ jJ JJJJ 

.4^ u till CjjjJJ^M <jl jJj J^ JJ JjJl ^bVutil AjUjJa (jC 



J*^J ^W^W NetFl0W Jj^J^ JjJ JJ jlxxll a^A £Jy*^J fJJ 

£.ljj A S±> till ^JC CliULnll (Jjj-u tJjlV J^* (J^^ .L^O^ -JJ-J" 4 ^* ^ (Jj-^^- 
S.JC jjj # l^j^L^a j J^C jl I^Aa^L 4^ Utill (J<<u 1 g JJ j CliULnll ^^^^ A-^-jJal j 



sIj) JUaII ci^* 3 NetFlow cJj^ j-^jj^ ^^jl*-^ vl <jjL^ jl aj^L^j djljji 

Flowc sbVl ciUi£j NetFlow Jj^jj^ <^tj ^W^ll ntop 




^ <j j^l t jkj tJUij JUa&Vl cL^l NetFlow J jS jjjjj ^ "iVi.nl L^l jL^j 

NetFlow J J^ J^ JJJ t^*^ »aJ ,<Kjola1I Cls jA^. ^UjI CliljLnll ^^J^ ^-^J ^Uac-I 



u- aj>U .Cisco j^j- ^1 J SNMP ^1 SJ4 ^yjj^ ^ 

; Jllll ^9 ^lj u J^ J^ JJ^^ (j 0 j!*a3I 

.http://en. wikipedia. org/wiki/NetFlow 



Flowc 

j^ iZJ*^ j^^ll ^j^ ^^jj jAj .http://netcad.kiev.ua/flowc/ 
wc .^I^VI j (aSjUJI s jiill *+\ j) NetFlow Jj^j^jj^ 



i^*j cillil cAjl^JI cjUIjJI Jj^ cjU jl*^ jj jpal MySQL 



AjjujUaH jjjlijll al^luil j\ CliLa jLt-ftll o^A pljj a^aIulaII Clil iUalJ tjuj j-<JI JJJ^ 

.^j- j J cjUL£ ji HTML 
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Traffic Cfiuritflr Smri4lf1 



l.l ri 



0.9 n 



0.S M 



0*5 PI 



0 





w e* to ii l . 



14 35 L6 17 16 l9»2l22'a»U«2U4l«« 



IflHMrig trfffsc 

■tiutf&inf traffic 



L»t Mrfit* : » January 46:43 



.FIOWC 4Ja^ljJ ojJjj (>uia CjUUJl Joa-u J^ajJ <^jLj :6.18 J**- 



eJ B V S JS4M <4ti ^ILSjI JUI^I Jl ^LJ! J^l ^ Sj^l Sjaill j^ 




.(226 ^1 j) q± jill IV 1 Nagios *£^l 



SmokePing 

^til) ^Uil Sjtu-a Stat SmokePing jf^ .http://oss.oetiker.ch/smokeping/ 



o^a j j^till (jjAjS staVl jj^Loj .Perl Jj^ ^^-ajJI ^JlL 4^ unll 




RRDtool ^ SmokePing sbVl 



j 



ufill <L-a j aJL^. jc all CliLo jLl-oII jlgJaV A-ijLnll ^ jjoijII AjljujI j A L£ > o"i All jj 



j^liui a£jJo!1 $.1 j^J (J > L-±ujLai ^gic SmokePing (J^^j d^lc ^ > ^> *n 



J^LjIa ^J^J CjVI ^11 J1*joJ ^lll j A^AjjJI ^Ia^IujI JaL<x3l (jga^V'uni j-o j-o jll ^)J^ 

(214 ^aJ-alt <^j) MRTG t* SmokePing Vjl> <4&4 



cjUUJl f > & U^ 4^1 (.Uojl j^U aJI^ (217**o-a e^lj) Cacti ji 
Ja jj^jj (jji^j Aic Cjl^-njill J^j! ^^-^ SmokePing ^ > ^ .4^**11 g^a j-^*-^ u^lill 




.Ul^ ;u2i SmokePing sbVl 6.19 Jsli» 
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La« 16 Hours 



5.0T 



10 



i.ft 



J 0 



0 




02:00 0#:Q0 

HrdL.-ri Pirq HIT j»g 33*. 9 m) 



96:00 
0 



09:00 



10:00 13:00 
JyM ■ 4/3D ■ 10/JD 



14:00 
J^20 



.^.Ij ^ Ji^ ^ j^Ull ^UbJl ^> £UJa o^jp SmokePing SbSfl :6.19 



EtherApe 

o^j*^ EtherApe ^ .http://etherape.sourceforge.net/ 

uiuj Cln^. <>>>i djULull rliuJ 




t> Sj^U* cjULuSI ^l*^ (tcpdump j wireskark yr=^ ls-* ^) ^ 

.tCpdump Sl^Vl <ixujl f'q inu t . u£ C flLa ^j-o l^j^l j3 ji 4^ ufill dj!>L^a j 



kl <£S ntop & ls^ J j » ^W I c> j^ll (j-aj EtherApe ji jSja V 




iptarf 

g^jt j*j .http://iptarf.seul.org/ 

% ^a\ ^>ixui QAk>t ncurses i^"^ ^ ^IWuJ j ^gic- £c-aU^>Jl (J A*i > : >n 





CjU jl*-a j UDP j TCP ^JjSjjjjj O-* l£ ^X-a j a^uIM cl±i 

j^V! JjSjSjjj j *£*-iil Jj^-j OSPF j ICMP ^VAAoa 




jjjlii o^j* 1 ^ l ^j^'ij ^j^j ^1 cjULuSI ojj^i? iptarf ^ ^ 
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I i*f nrf 

Proto/Port 

TCP/88 





PkUFrotn Byt&sFro* - 

13 11975J 

43 mm 






Argus 

aJjj ^U^j" ijuc jL^aikl iuu^jjll aiA .http://qosient.eom/argus/ 
^ "Audit Record Generation and Utilization System jL£i^yi j jjAtill 




.ofVI d^llo <d JUL tf ill j ^jjJ^V! a^U jJ! ^1 H J\ L^l 



:^j^VI Argus c> cs- 1 ^ 





•^j^? Argus 

A^hv'uol (j^-ojj t<£±uJI ^xii <Lo\jl-g J^l jitter gJflSSlI J J^-^l J Sjjl > »A \\ j 










CjI Jal to ill ^JjA-y) (Jajoj .111 jJ j 4 toll ^jAt>i La Jlilo SjLall ClibLnll 

jl A m a djIjq^AJ <ixuajl <jal^)-al AjgUS (~ N ^**'"J ^3 ^VmII I^A lIlgj ^^Illl 

(j^jLoil 4 toll (-5 -^JI (j^^Vill ia^j ^j>uia aIac ^.UjI Argus ) (g^^W ^uoll 

j$ '^jj* <^^V Pull * .^ »» il l jl Push Jai-^all :CaUl^ll lUUjU 



A^u^W A^\ja j ;^LJ1 Jj-aill 222 




s^ljL fjL Master Collector gr^J :u j^' 1 * uhj^ t> Argus <-ilfc« 
ch 3 j*^ cs-^ J*' t^^l ^ ci-^J client ujO (j-*^ <^f^ l> 
GNU/Linux 'BSD J^-^ ^Jajl Argus lUj fl.ikU 

.l9 Unix J^*-^ 



NeTraMet 

cS-H NeTraMet sbl .http://freashmeat.net/projects/netramet/ 



l^S JU l^iU tSbVI ^ ciJjj .4*^1 CjUUII cJ^- aJIj^I S j^I cjIj^VI 



Sjbl Jj^jjjjj ^ aSa^SI ^jc c^UL^Vl ^j5j £*a-a :u^j^ c> 'Argus 



44 44 




j. f a^AJ i Jj^jjjjJI cjU jk^ jl ip c^j jij) ojjlio jl Ethernet ^ j^) u^j^° uj^ 
iLJaji DOS <j*j^ J^ull NeTraMet ,cA2ja*1\ ^ U 

.BSDj o&J/jjc. ^ Unix oAhj^ 

Throughput Testing ^utuii ji: 5^iki^i 

jL<uJl A-lkall AclkLdVl ^ U ffj^lnfl qax± lIjUUJI Jail ^ <Jfc U 

44 44 

44 




4ii jSl (http://speedtest.net J http://www.dslreports.com/stest 

fi^A jl villi t> 1 jjoiVI j .o>Ljall j^xq A*J1 jUjI ^ lKA? u-^^" 

cilj^LoU^ ^1 CjljjVl 4^! J^VW ^ cilJaJjJ ^1 jll <0 ^ 
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VI AJJ^l (SpeedTest.net £&>*il ^j^j SUVI ^ ck ^ V :6.21 



Sjj^-a La j J ^jfrwri V l^-ji 




ttcp 

UU aS^SI *bl o-U! ik\ .http://ftp.arl.mil/pub/ttcp/ 







cs^J^ 6 ^ J^*^ f% .Unix l>A^j£ 




node_a$ ttcp -r -s 



node_b$ ttcp -t -s node_a 

ttcp-t: buflen=8192, nbuf=2048, align=1 6384/0, port=5001 tcp -> node_a 
ttcp-t: socket 
ttcp-t: connect 

ttcp-t: 16777216 bytes in 249.14 real seconds = 65.76 KB/sec +++ 

ttcp-t: 2048 I/O calls, msec/call = 124.57, calls/sec = 8.22 

ttcp-t: O.Ouser 0.2sys 4:09real 0% Oi+Od Omaxrss 0+0pf 7533+Ocsw 




<^>^ UJ j^' S J^li f J TCP Jj^JJ JJJ ^ Jjila ^^aaJ jjjxj 1 a £ *J U£ TCP 




^ill *bl /u 



Luj ajUj kilobit o^j kilobyte cs^ ^j^' o^fi J 






j ping cJ^) ttcp jjj .tjl^-G l^ilc (J j > 4 jS \ h^ll 

jjiiil! A^US stats (traceroute 




iperf 

http://dast.nlanr.net/Projects/Iperf/. L^SA^ slJ ttcp 



jfl>n $J ^littCp £J j cl)^ ^ a ^'"^ A ^ ^L<ucl 1 (g *ir> .3^*-^ 1 (g i^l 




node_a$ iperf -s 
node_b$ iperf -c node_a 



Client connecting to node_a, TCP port 5001 
TCP window size: 16.0 KByte (default) 

[ 5] local 10.15.6.1 port 1212 connected with 10.15.6.23 port 5001 

[ ID] Interval Transfer Bandwidth 

[ 5] 0.0-1 1 .3 sec 768 KBytes 558 Kbits/sec 




S^c *l^ij *^JI He- Sjj-oII jjjj ,4ilLV control-C cs-^-^* * u ^ ; ^ 

a aiiA a ^al j-a (j-G cial > ol jS 



l^jLj jjjkill iiill jU Sjj^VI ji iperf j ttcp jj* 




bing 

^LkjJ qg Liajc st^VI ^ .http://fgouget.free.fr/bing/index-en.shtml 



Aiii^ ICMP f >1 ^V 1 J M^iM c>J c> ^ U^j] 



.CjULuII c> Sj^S c^L^ JL-jI jjJ 



225 Alf^II AjSI j jJ i^jLJI J>^ll 



dj!>L^ jll <cl lalujl ^ia^j jl^-a j Sj;!^!! cjISjjjJI <ol Wu>J jj^j bing SbV u^-^ 

^bV'uoV ^_>^ JjlLall eJl^jIall ^j-saLi. ^oaU^J (JjxjjjJ ^11 A *\ ~\\\ (JJ«i Ajl^.J)\^1\ 



A^j*l\ q± j*J u ^i^l l^l^laL SbVI ftiA Jlioj t( 5 jjp ICMP cjUW cjIS^I 



Realtime SjaL^i cjIjji 

++ 



Snort 

ji^j Cj^U^JI aJjjj sniffer <^f^ u 1 1 " 1 ^^ g-^j* j .http://www.snort.org 






c> ^ j OS fingerprinting J^il^ <^ > j SMB ? Cf- 

aJ\ (jc a^iu : 1\\\ jjaa Snort .a^jjjJI j<^»>i <a jaAaII 4 !-> 1 0 of i 




jllA-a cJ^^ (j>o^\ j SnOrt U^J .A^al j-<Jl ^jial JC.V (J^»> a jjIalLa L-luila 



A \ A ^\"\ a 4£j<i^<i (jj J Wi till t (jjx>.^**Utix>ll j ^jj^j^^li JaJdj ^oj^aJ jxIajjj 



^ \ u ujj j 4^ up!! ^j-<uJa jIaII j-ic. 4 lajj^VI aj^j Snort 



^ jb>^ u jx^aaJj http://snort.org/docs/ 



Apache: mod_security 

a j Ai^a^l l ^jjia ^ j^-o jAj .http://www.Modsecurity.org/ 



cjl%]a2 ^1 ModSecurity .Web application firewall cjliukU 

Apache ^ s- 5 ^^-^ ■ u ] sa^. jl (Jx^aia 
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.{http://www. apache, org/) 





Jc ^L^i Jl! j ajL^JI ^1 ja j^L^ q* Jc mod_security ^ 



; jI^oIujIj ^»jj AjLo^JI .jc! j3 ^ > >i i <j>ojj Jc- (j? J^-^J 



http://gotrootxom/tiki-index.php?page=mod_security+rules 



Al^Utlual qj* all l^A AjLaik J jl c<j-aLkll jl ^Lal^Jl CIjLj jLlaII AJ^joj jl g^Llxia Aic 



^g^IuiaI AjjL^jII JjLujj (JLua^l j\ djl A-^fr J p j^judll j,i>^^ 

Aj^aLkll i^hii Qai h ^IIaII <La^^Jl (_pa^)C ^l^jll J CliLo^Jl a^A L-1Jj o"n .ClljjjjVl 4 £ j uj 



Nagios 



j^ia CjU^lII j c-lJ aA\ J jjj gAi jj j* j .http://www.nagio 

(jLui^jj £oalj^}j]l l^A J j, A j # (_pLj1a <j! lLj jA^. .lie S^) nil 1 <V (J j j-uia! \ *Sf^J 

^aUjj Jj*.^ ji sms Sjj^oaii (JjLjjjSi ji j jjj^iyi Ji j^ia. ^ ^ nvi\ 



U'^^V (Jlja-ufiM A^Jajl j^>>i NagioS (-1**^ .Aj^uIaII AjLJjJa] tjuj ^jjIjj.uiaI 




u^j^ so*' t> j^jjj BSD j GNU/Linux 

a£jJJ1 ^gJo cIj^j dj^. ^1 5jSI 4j j^j Sijlill Aljjj^j Nagios 2^ 










(j-sa^ill (j* I^JtoJ jj^S djL^a j^9 Ld^ t^xS jIaII ^J^ll ^a ^uljjll AjjILg j 



Lua ciL^) Jliall Jjj^ (209 <^a3l ^1 j) ping SbVI ^Iki^L a^wM UuA\ 



Ijj*^ tiijA jL Ax^\ nmap ^l^bU j^j jj^ f l ^j^ J^xj jl^J! jl£ li] 



c-JL t> ill. cilj^u^ Nagios jlo: ^1 c^Uial! ajU! I jj\S JljU 




f 3^ ^i^ 3 j' ^ J>^^ Jj^n ^ L-bjl Nagios Cfi*i 



Ua IjjxA 1^. Jo lIjIj^jaII (j^ U jjc. j) AijiJl Sjlj^. 4j^j^ jl CjULuI! 
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B 





LvyiHII CJ1 "ilrw r ui Otffci*!!'* Kill Mil^h ffVUM Ml 



« * ui-iiS *>» ft*. 



3 
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Nag ios 
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.is^ill <>Ja Jli ^1 J>-a* JU <iUteb Nagios ^jL :6.22 J£*S 



Zabbix 

jSai j^L^ 4£ju£II ajSI j*] j^aJI sbl j .http://www.zabbix.org/ 



MySQL ^AjLJI s^&lS sbVI ^ .Nagios j Cacti j 



(Jj£ jj j^)J CjLgjLl-<J1 L_ilia djljjLa^ A^I^aII j j JaJ a £c-atj^)J (j-o 1 g «3 jJJ > m 

SbVl ^Jjj .(J£LL*]! ^n^ij SNMP Ki"^ 1 s jbl 



.GNU General Public License V s 




Etherpeg j Driftnet 

CjI ala ^^^^ CliLa jlx-oll ^j^a^^LkliujV ^jSLm^UI CjI£aioJ1 4a3l^AJ Clil j^Vi ^ jii 

Aj^j^a-o jll C5 lft j!a S Jj^a ^^^W l^jJa (JPEG J GIF 



0-° Etherpeg 2-°^^ J j> ^V^aj ^j-o S ) jL&^ll jjc. cIjV j£ j^>^ 
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i^l^ll ^j^ll ^ Driftnet g-UjJIj http://www.etherpeg.org/ 

. /z#p///Www. ex-parrot. corn/~chris/ driftnet/ 




-.-.-urns. 



ft 




5jw 



WORLD 



■VI 



L 



The liiltmel Movie Dulaba^ 



iMuy 



IF 



DVD r^ntals[ 



5? 



in 



SEAR Ufa 



U I I 1 



I wr% d , . 

urn \j* I hi 



irr-r. Vilr- f! -. UUr-f-'. 



r oll 



v 



rnaltiT 



newain-iil] 



MlU D'r tUUOAM 1 * Mr 



1 * 



W«f 'lift* 



Irrv-n 




I j>-aii (> qajxj jAj Etherpeg :6.23 J^- 



ngrep 

L_i jJtfl AlAi-al GNU grep Si J ^>*1< s-^ SbVl J J* 



^VjSjjjjj j> c£ J! AiL^VW IP6 j IPv4 ^j^V 1 JAs3jj* u- u*A-Jlj y»jB 



>j*fcj Token Ring 'FDDI 'SLIP 'PPP 'IGMP 'ICMP <UDP 'TCP 
fj^jj regular expression matches j*?^ 1 4Llk« saAi ngrep s^ 1 




** 




HTTP JA&»J* ^LJ^ u*^ J*J >2 ^sll j) GET ^J±l ^\ cjUUJI 



# ngrep -q GET 



229 Alf^II AjSI j (>i i^jLJI J>^ll 



31*^11 POST J GET ^W^a o^jc .snoop j tcpdump cjULu! 



i-^l 80 ^ J\ 



# ngrep -q m GET|POSTport 80 





** 



^j-G j L-kiL i si ujj£I (j-a i^'^jni Jl£jjoL ngrep sl^Vl ^l.vVuol (jl 
.spam ^ 4-l^j-^ -Lsjlaall JjLai^lL ^-W-^ j ^^- ua jLaujl (j-o a£±ua11 



.http://ngrep.sourceforge.net/ t> ngrep ^ Jj*-a»JI 

* * * * 






++ 

(U jjoj Ji-iL*l! f l j^VI 



A^Lall djLi^Jl ilAijLjLA j j jjic 

^excessive broadcasts -^ja^ll tCjL-jjjall ^.Ijj) 4£ulll 



'open email relays ^j^ll gJjj^iyi ^j^' CjUIjj 

jj^j ^1 J*l jxSl iUUi bj^ Jl ja-Vl t> JL*> c^Lj jLjjc-I V 



.beseline cs^j^^ t^jJ^ ^j^j u^^ cs^ 

baseline C5**^t v 1 *^-' 



^1 Sv^li* dijl£ ^.1 jjoj ^jll JJJ -0 J -0 cIj^j ^^iill cijI^iiilSI ^j^j Sjjj^all till 



230 



^jLlj (J^jJoJ hViVi -la^Jl ^j>o^\ j 4 (J a d ■ UxjiS diUaxJ A^luall (jL illLa ^pa^liil 




(j-o 4 iuu£ Clnll ^jluij ^-^J^ 



i 4<^\ CM ^ f > ^ L€* J^ 1 liA jl^Ji 




U j» ^n , n Jj cCjjIjj! .aS dull jL Liull ^ (baseline 





10.0 N 



7.3 M 



| 5-0 N 
£ 2.5 H 



0.0 M 




Feb liar ftpr May Jun Jul Aug Sep Oct Nov Dec Jan Feb 



jUjI ^UIUj ^uili ^LSl^l j^uib ^1 <>jll <> iLjla S jla] cjUUJl ^ A\U) :6.24 



j ^i-l delay pools j^UI J jl j- *M 6.24 JiAM ^ 

ciL^aa^J Ale ^jia^jjaj V > Clij^)!ljVi 4A*-a j g J > n V ^Lnll ^uj^)11j jafll^J ^ILa O- 0 ^^ O -0 

(jj^j lift 'OjJ^^W L5^*^ cJ^*^ cPW^^ 

** 

Cacti j RRDtool ^MRTG ^1 j^Vl ch ^ c^>- .*SaAB e 1 ^ 1 " 1 




24 lS^ t> Adiworld jl> t> c?j^ J*- 6.25 J^l j*^ 
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1760 ,0 k 





1320.0 k -r- 



880,0 k 



f I 1 i s ! J 1 J 1= 1 
I I 1 ! i I 

k. ~ r - " _ 1- t> 



•v. 



■ * 



» 440.0 k 
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♦ **♦ wi« ** 1 #• 
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ilia jaII jaJ > o ^il C£-^ j^O^ ^-f* ASaaSJI dAjLul! ^Lui (Jl£jJul jjxjjjjj 




jl peer-to-peer Ji.nl jj jj^j ^1 IgJLaj jU <£^J1 cIjUa^ 




<1LJ! aja^j cilik tSllil ^ jl jll j! S jjL-al! CjUUII l^dc j! ^gJ^L .jfll aA£1 







J ftjflt ?n ^0 JJ^L IfrllA^J Ale ClljjUjVI <lj^a j (j-<uJa CliULnll 4-^^)^. 6.31 (J^^t ^M-^ 
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%5 t> Alh V SjJ jl^LJl liA jjUii^ -oLj 4t > Jll u- %95 
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a 

i 



1.0 H 



□ Total 



Inbound 

Out bound: 
Total 

Data In: 



i> %95 c> 



Last 7 days 



1 1 ibound 



Outbound 



95\ 



62? . 46 kbp* 

586 . 912 kbps 
1212.36 kbps 

6299690. 91 kb 



22. 56 kbps 

0,99 kbps 
23,62 kbps 



Average 

109. 78 kbpS 
83.19 kbps 

192,97 kbps 



Current 

66.6A kbps 

36.06 kbps 
102.76 kbps 



Data Out 



6289094 , 26kb 



96 Percentile: 565.11 kbps 
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J 








-lulluJ 




CjUUI Jo Jjll fJa' 



n 1 1 o 

• ** • 



A^tkU ^akJI lift ^Jo cjUiJ! lJuJa jjUJ lij (^jj^iyi 



-ull J_q^j]I l?^^ j Task Manager j^- 1 * ^^^^ ^ Windows jj-^j 
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►.1 ,i 



^jj^ ^ (>j ji Ctrl + Alt + Del ^ ^ 1 *h 

BSD j GNU/Linux <UiJ/j£. J^ll ^ U Performance 
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Cur: 
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Ji^ %a jdlxaJlj Ijm ^LJS £Uju1\ <> £jj <j| jlflaj RRDtool 6^ :6.33 ^ 



(JjLuj^)!! ^I^iLjj ^Jlllljj i^j-o^ll qjh AJjjia djl^)jil aJiA all (j<<u >-i Vll >o^j hi 9^V1 JjjJaflJ 



Lul<a 



kj pic Jla. <J L^j 







JjUII L-fiLJ J <^L^ 4j! ja jj 






4jS! 




i 
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I ^1 j) Nagios jj-^ j^j 1 ^^ 4^1^11 cil!%iuil ^ ^Ll jal 



^Uaill ^jl j-g (j-G Lfc J;iC. ji ^cllx-all kc\ Saluil ji jjj^lill 4_^Loia lil^g'uol jj^-?^ 




A^j^Jl J j,^ll 




AJjjia djl^iil <JC.l Jalual j-a %60 (IF* *^j^ ^l^Vunl j] a^A (J^>» J 



jl j-JI o^A ^1 VJjiaSl CjIjI jS 



jx2 ^>fi*J j trashing ^^AUaSl a^A <^-ij*J > . llfill ^ajall CLsULull j-a 

3rocesses ^jUI^JI ^W^l jjc- s^lc. aKJ^JI aiA j£aj ,*bVI ^iU-^aj ^ J-ol j*ll 

** 




)l$AJ jl^Jl (JIAjIuiI /l-o j;i«-«a ^J_^° J^J^ AijlLa La tililc ^ it j *n 




7 



J& s jSs "4 ffi,n^ l" .standalone photovoltaic systems 




iSUall) JjI jxJI jji^il Lbjl iSUall jS3 .(photovoltaic soalr energy) 

J djliio ciLj^l U jj-ij ^Vmn Jll j (thermal solar energy <*J au^^W 



^ cA jli s^l ^ ^liij (G) irradiance £l*^Vb U J ^UJ^l! ^^J! ^ikl! 

SJAa^a A-ilaj Sjja Jc A^JaaJll Ajfll) ^L.i j ujUaa, S.jIc. ^jj .(W/lll 2 ) tfj- 4 ^ 
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4.j>.uiui31 aSIWI i^Loill J^all 
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peak sun hours (PSH) i$>^l o-uuill cjI^I^j ^11 ^ .^11*11 

Sai^* ^kiaixil jk<~M (JjoajuJI cIjIoLuj a^us lili # ^j^a31 j^il / tffl CjIj 1000 
C^jj tftUi] J <JuL V UiL <4tt <jU ^-M J*^ M PSH 4 lSj^ 



j>^i'q\i ^joiAjoJl ClilcLoi ^>fi*j .(Li* jj) £jj-all J c — ^ J 4000 l3j^ ^ (J^^ 




(http://www.solar4powerxom/solar-power-global-maps.html 





I sJLSLJj cil^ij Ala jK! .k>!> Jc Jj.^U .Aidl 




ASLkl! oi^J Jlxill jl ail > o V I 1 -1 1 LaJJ .^ijj-a jl (J^> J ^^J^ JVuoaN aSILII .111 jJ 



J 0 ^J^' "t^J 1 m^j^ ^ 4*^1311 J jl* 4-3 c> ^ ^ J£ VI 




^ jLi^Vl c> ^ aSLL aJ^I jj a^Wj^ 1 ^j* chilli V 




A^ma^I] i±i jit ;A^U C^U AxjjI 0^ Aj^J! AiUnl! JliSl ia^l Ullbj 

^ la » .load j regulator ^IaII j batteries ^bjllaJI j solar panel 

AjI Jl J-<i^Jl .L&*V1 A^. jll Jc ^j>>y ill L^-iJaaU x-a CliUjUaJI j A-LulaJoII L!>LiJl 
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Ajjuia^I <SUall jxjLJl Jj-aa]l 




^ jsK-^ 5^ UT 1 ^ fc^V^V' ^J*?^ LSj^J ^Wj** S J«^ 

Direct Current (DC) 



j^ujoiaII jLj^I J) ^ujoiaII ^)\_£i3l ciiV a^aIuu .converter Jj?^ *Hj <— ^hv'unl 
Ul cAjjlkJI j cjI J^skjll o±t j^i^JI jUll ^ (-Ct&J sic DC/DC converters 



J j£\ j) DC/AC converters s- 5 jLjUI j^l*^' jW^ ^ 





jb 3 ^ j&^l ci?^ ^ ^^kiaua (inverters 4_u*£*il cjVj^I 

.AC mj^I 



j! solar module a^^II jL SjIc ^Ltul! <> * jaJI s j^a 

^ji ' ^ i i .photovoltaic generator o»*&\ t> ajjUj^II SjjBI 
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^Uuywfll 4iUaIi Si*. j ;7.1 JIm 



j» monocrystalline jjV^ H uj^ ^ gr^ j crystalline silicon jjV^ 
amorphous silicon j j^l hi ^ ps .polycrystalline jjl^l' s.^*2a 




^> ^ ^ silicon ribbon u j^jb 1 ^ -^>^ 4 un*/M 

J j^? SpliSj Cjliiiill ^Iojj .thin film photovoltaics 





^xj S^a jIa 




lib* jSI l«is] j ^211 S jM AjjUsJI f j£ 

Aili ^jUj^II s j^lb CjUjUaJl iai^j .accumulator ^IjaII 

maintenance-free lead- V ^ 




valve ^> s-> cijli 3 




^j^^ recombinant 




j) acid 



c^linki ^4 l»\mJ ^LjliJ! & l jii j^l ^ (regulated lead acid - VRLA 
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Ajl* .iamlII 4iUall :^jlu»ll Jj-aill 





Ja^I ?Uj! jxAil j£ j uiluJl ijjlkai uJaS jfisu .jjuai 200 ^Ual^Li :7.2 J^" 





A-IiolajoJI j\l ^J^-oJ ^g^ll tilt (jj^ 6J^3 JJ9 jJ ClAjjUaJI 6^1 (jfi^. 

*# 

(J^a*J (Jj* uJJ ^.aJ A^Ja^IIl appall a^A ^Unl 






J 




^.LauJl l^a ^Jill s jjii-oll gjjULJI ^ (Li-ion uj^ f j' NiMh ? jO^^* 




» • 




solar power charge A-luuuUI ASUaJi s jl) ^IaIi Jail 

jU^aj (regulator 




j' j^Ja u'^I j '^J-M overdischarging -^OH fcu^' j' overcharging 
J& *Li> U jj^j ^ state of charge (SoC) ^j^J^ t> ^ 



4_1uiaj^1! ASUall :^jlu»ll Jj-aill 
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.JJ^i 30 ic-Ualu^L AouuluJI AiUal) ^JaL» :7.3 Jlu. 



lA^)3 jj ^j^l tA-iuiAjuill AJillall A^Jajl Jjiuau] A J > J > a] dil jj-all aifc ^>fi*j V a lA^& j Clil g nail j 




Ljajl L-i jjx^ll j) DC/AC converter s- 5 j^*^ 



.t-jjlUa jlii cjUjLkJI ^ j rtlmrtB jlull Jjj»i (inverter 

Jc J jt r^^U (J j^-o ^l^V'uni dlCJ lil Ljajl i^aj # appall Jajoafl ^-UjJaJ Jj^al 




U-e. *U2i 4iLUi t> ^Lu^ L-j1 DC/DC converters j-a—M jysil 
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Aju AiUall i^jluill J^qll 






6 





ill cj! jj^ajII Jj load j^y 

** 







U£ 4^ Jji P m Sjjffl 



3.u.iami3I ASUall :^jLu»1I Jj-aill 
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I 



zz 



A C 

=y 



O^A (j-Q il£ ^jiaj y"uo'l ^jVl UcJ 




fymnffll s^a. jli ^le lA^ail j oUaM jjisb ;7.6 



247 A^^\ AiUall J^ill 



.L?Jj^ Jj^ polymer resin (EVA) ouu j^j^ ^ ^l^i^U ajIux^j 

.lJL^ j^VIj l^A^I u^jUj^ 




bypass ciiLiLu^all cJ^^ j^l ^ > >>) t ; A La! ^gJc. Ljajl cijl^. jl! 

llOt- &J^-^ cs^*^ S^)AUa ^j-a jl! 4j1 a-\) f\ A*<~t\\ !^A ^ j£j .LilaJl 

44 44 ^^^^ 44 




£^ ^ J J 100 J) 85 l^Jjl Aj^J^ 




0 10 20 30 



^ (V) ^! j« US yyu-iifl £buiV! fr» (A) jt^i W j£2 .iilSa^ IV :7.7 



ttUafl I^M J^flll 248 



IV characteritic IV u^l^al cjI jW U\ a uha&W s^jll jLj$£1I ^ 

SJ^-Q <L<ua (J* a^lljJ ^JJjoJ ^ill ^?-ll ^ K*M JloJ JiHj CUFVC 



; ^jjj > ul > J (jjLilc. Jc Aajxjj t^-aJl j jIjjII Ai^A-all ^jall *^*^l 1^ (J-^J 

1.J Ja jj ^xiluj (_£^ll .jW"^ *^*^ .AjI^II Jl .Jjl jll ^jjaajjaII ^\jlajjVI ^Auj j S^l^aJl 

jjU, .sjjJi a^jj ^usj ^ ibis ^sJi j (G) ^-lai fcU-syi ^ 

jl! AJaSjll ^jjj jjc ^^aVl ^aJI U-lJ jj a^jU jll S j^ll Sijj ^J! < Jal4l| 

.IV J^° S^lc- j > SjJall *Lgj9 .(V X I) c£ j>^l ZjSsl] j9 jj 

4j,Ul A uJt Lj|«l^J| (JrVll 

•<Jjolajoi11 AiiUall CIjI^. jl A-iuiLuj V I ^j^ajL^akll ^aI Jj Lu9 



^JicSfl jLdl >j :(I SC ) Short Circuit Curent Sjx^l SjUM jU .1 
^J^Vl j«JI jAj : (Voc) Open Circuit Voltage SjUM j** .2 

Sjb J) J Jl 1 g J LSI cJjy^ 3 ^jc 6^j1 jj <jjoiajoJ1 Sa^. jll (jfLoj c^ill 
aSUJ, j^Ja Jl! jll cJja 22 SjIc f>i* J^Uj .(<^jjL> 

<U jua jaII Ij^^L^JI £a tjja L-luil JJJ j Clll j3 ]_2 Jc- S.1aJJLa1I 4-luiA.Jq] 1 

t (Jjjiluajl 1 Jc- 

^1 aj^l : (p max ) Maximum Power Point ***fceSfl SjJill AJaii .3 



4i!^uJlj i, t uo^*i j L^SVl Ia^. <jjoiajuo11 sa^. jll jiua c^^l^ 



(W) CAJL U s^jl M^V! SjjiB ^ o^Uj .P max = I max x V max :M3B 

I^joILj^Ij J^u <jl jll jL j£3j .(Wmax) ^^Vl ^1 jSl j! 

j V max c> l£1 ^n^l ^11 JS3 j| Juij ^ ^UII ^ij>l! J 



•Vqc J Isc ^ CP I 



max 



Sja.jH W^Vl s>ll 0^ j^j :(FF) Fill Factor ^1 J-l*. .4 

AjV jll j^. ^^)^ eg JaxJ j Igp x Vqc ci- 3 ^ J 



LiK ^.1 jll ^j-G <jj*j1I J-alc <-ojs djjjjal LiK .^l jaII YW J^-° Jj j^A? 
jjj U <jj*j1I cU*! ^ul^ll <ajS1I CJ | jjj >aJ jj jll c jLj Jll S j^ll cjjIjJ! 

.0.8 j 0.7 

^ jll ^ j^l ^jLj^II s >ll ujj V-tf ^ j : (h) Efficiency Sf US» .5 




jll a^A <Lalo^ ^ill (P L ) ^3^0^11 %A*C£i\ S j^a Jjjj U^jI jj S^jll 

^^kiouJI 3jj>Hrtin\l LpUIl ^jil %12-10 u^? ^ ^ 

.(c3^J^ -^j^^ 'amorphous <ploucrystalline 'monocrystalline) 

;^jL AjjxjII JaIc j Aj-JaC-Vi oj^ll <Jaaj e_fljj*j jlficl Jc Ja^i 



h = Pmax / P L = FF x Isc x V OC / Pl 
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IUuia&I Ailkll ;*jLJI Jj^all 



oi* ^Uj .j j . Hrt i Hfl CjI^jI! ^ILa t> IsC, Voc, Ipmax, Vp max ^ Jj^-^ 

3 = 25 Sjlj* VjJj £0*11 jUI ^uljG= 1000 




d ^ j^lxl\ a^A aj3 ^ laJ 4_ijLij c^Lii^i* tiLi^j A^iAjudll 4^1 Jail Clil^i^^j jx Ix^o 




* * * * 

(JflVl (Jc Voc J Isc) S ^ ^ ^ o-^U^Ll! (JjILj ^ a^IaIIj ^jjJ! CjUWj! 

.^jjaII I^aj ^1 ^jflSl £* 



L-lLui^. ^ja O^JJ 4 jxihr-VI SjAall AiC A$aJ| J ^-ajfi Aijx-a liUc L_L^ jJJ 

.A^^ll U^UJI t> e j3UI aaJ! 



S jL^k l-jLou^I l_j^ jjj caUaI <Sa^ jU AjyJ^&Vl S jAal! <Jaaj Ak. IajP X«j 



^ <c- j-a^-a (j-a solar panel array CjIj^jI) a&jL^ a c_ilbj 



^l ^.Aw'u A ^jjj .JA 1 j ^jc-^j (_J^jA ^ L ^ SjIc" L^jj^^j 1 tjjl ^ ^ j^i* \\ \ \ ^ l \ \ a \ k a\ 1 

^IjaIluIj ojjS jJ (j^-oJ LaJ AijlLa J^A^^ J >N ^gJc! ^aJ3 All jj 4 jtrt^toll CIjIa^. jll 



{ja ^JJjS aAil jj ^aJJ t u c^aII Ag-aJl <-oj3 (jj^J <AjjakJ CIjIa^. jll cif^ 3 j SA^. j 
CjI jj^ajII Ajiill ^jal J^£^ UJ^ ^AxakJj CliLjUajll A^a. (j jIoia ^)j£l 



SjUj t ■ lUaJJ ^jJA 4(JxuLoull ^gic AjAiULuJI CIjIa^. jll (Jjj^a jJ ^>JC a! jaII Afr-aJl SjUj (j^J 



jl jiall j ^ jill ^jjoij CIjIa^. j ^lA^lual 4i jix^oll ^Ijj AlC tililc L_L^. jJJ t (jl£*V! 



4.u.ia.»*i1I AaUall :^jLu»1I J>^aaSI 
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.%10 -+ J! W^"' t> u^-^j 



<> jSbll <^ jail r-^uo UK S^j J£] C5 lxi]! *bVl 



J 








.(bjja-ij c^l^-ujli Amumja ;Sj>-ail) 



S.h*Jl 4_lu^I all jblk! 

j*-^ J! (W p ) nominal peak power S^be-Vl * jj^s 



jj*J Uikl ^5^1^ fjM (J JA-VI <J*lj*JI Liajl c*1Ua 



<La jtLa Clil.1^. j jLu^l ^-li^jlll j-o ^ (iUlo (J-ojll j jhxll) jLoojl (JLa. ^gi J jl^. 




jC JLj jj Lo ^Jl jll j At >i 4-IuxajjoII L^LiJl JaC (Jj-aJ # iiiujLalA j dulj a j;!!^^!^! J^ 3 ) 

AjLuJa ^?hlj .AjjoiajJoII ©Aa. jll ^l^'unlj \ ^Jjl a*\ j-<a Vj L_lia«JI juj 1 g Lolc 20 



251 iLu^l AaUoll :^LJ! J^all 

J%]j <*i jloll S jaflll fJfll ai* t> ^bj CjIjj^jII gSio U j3 jj jll jaJI 




jjiu Jj ^ Jl (W p ) J^ 4j«hr-Vl S j^5L JaSa cibj jj^ gSiall J c> 1 ^ti 



ojC> ^ 4-IaAI S jri^ll fi^A ^ t UjSj .6^)1^)^11 4_^J.Jj ^JUlAjJdll ^1*-ujVI Squall 



(J^joij ^jh^t nto dull ^j^ajL^akll J dj jlij J (jV A-ljaiAjial I Clila^ jll Clili jL^aA *Uj 

# dlla^ jll J*ill Jjjuoull j-a*JI Jc- j ©Ail jj ^"n > u ^ill J^-*^ 




dlS j J Ifr^lWuoV <Jj\j^£ll Ailiall (jj^iuj ^ jL f m a LjI J dj£ ilclij <JjUajll I flJjJ: 



(1^) Jj^ ^jjS ^x^ll ^Unl! 4^1 J ^UWm^l CuLjUaJI <±Al cillUi .<JjUajl 



4J jj^a j-g Ls5l^ Jc- Clll j3 J2 -j cJ**^ J^ ^JJ^-W^ (_£ J-*^ 24 ji 12 

. (JxaluuS \ Jc 



Jill ^LJaSUll ^Ual! jj>J J\ AJL^L A^^\ CjI^jII t> IfcJc Jj.^ti JU 



^j-G a^)jujlj>i t- $ U^"u>n ^aJ AiUall ^^"uo'i j t<Jj\j^)^£ll <sUa]l -iJjJJ ^jjiajjJI jj^JJ ClllcLuj 




Jill Sj^ll Qj\ jj l^jfl (Jlkj S^a (JS J x^j^ill j (j^jjiU SjjSLoll Clil jjJI Iajj 

^^^^ 

(jl^jujj ^jc djLjjl iajJl (J^jjj , Ja^JI (Jj.y-.uul ^Lg^^UI S^aaSl £a 4-iuiAjjoll Clila^. jll 
IjjUajll ,y^)3J ^»JJ .A_ijIj^)^11 S^jaaSI Jl A-^.L^JI -lie iUl l^Ju^aj* ^jjj lI^JI (_pali^Jl j 
iUISSJ 1 jkj) jlaJl CjUkLa ^nljl ^Jl (> ^,^1 ^U^VI cfe ^ 

.(U Jjfcj jW^llj f J^llj ijjaJI Jj^-Vl 



CjI jj9 ^USI lUJI CuUlkLo 4-ntil <j9tll! S Oil I jjj^J (> 4jjUaJl jax. (^^jJ-o 



.Uull J .^J5UI Sjaalb CjI jj^jII <joij (> 4ia jj j ^1 Jl (j^l 
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cs^ ^jVU^jVI J uml\ .number of days of autonomy 

'La'iVuoA dil jj^all a^A lili tl^laSu 4 toll (j,<u>» A ahiVI a^A d fljl h j Ajj^ 

lil Lai aLji 7-5 Lq ^ jIjjj fi-^ A-J^^liLoilj ciai vill o^a (Jjjuujj Jc Sj^aII ciltLoj 

g^A aJ a > d . lUaJJ Jfl .Aj^/Ij jl (jj^ jj Jl AJ^^ALaiVI aLji (jiaji^J .Vnj'N t^'l^A) (jjJ 



^xj *1A>>> (_J.ait.1u3 Jill CljliiJali] \ Jc foLucl dljLjUaJl *1 > ^"1 1 d " i\ j Vfi S^C UL^. j9 jJJ 



CjVUJI J jl ciulj J t_n£ jil] a^^JI j stationary battery iySM J-M' 

• L>°3^^ L) -0 fc C - J ^_>^ cJ^-^- ^*i^^>^ S^j^ J^l 



J (Nickel-Cadmium fj^S, J£Jl£) LjB iUU f ^i^ J cjLjjLLJ] 




^1 ^iSll c^LjUnJ! ^I^L ^ .(Lead- Acid ^jM) 




^LjlkJI ^Ij^l il) ^1 J^SI (> 



SjLlujJI AjjUoj 

jUj 6^ jj3 jUl LuiLuii <Uauoq I^jV A-1uia.uiH <aUall d - il flJ J Lj lIjI jLijoJI d_j\jjliaJ V 



SjLiuJl AjjliaJ /gL« uHll JJ > -aSj Ajj^IaII o^A (^^jj* .<ljjia dljljjil 




aSUoII aJ^I J VI^Lol ^ (traction battery j^^ ^J^? j) 

# dljljjUaJI i$J^\ ^\ jjl Jc J jj-a^JI j^xj JL^. J jl LluiLuij tjj^ 



(j-a La yAC j tdljLjxJI j dljl jLijoJI J ahV'uo^U LuaLual J^JI d-jLjUaJ 

* * * * 

Jali^VI J^ l^J UiLuJal J djunn J cilli Jl^J C^Ljlkil! a iA J-UJ 
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Ajjuia^I <SUall ixjU! Jj^all 



l^icUalujI 70% (j - * J^^J 4jaLjJI AjjUaJ ilia ^ * J *n V .A-ialj^^ll A 1a mMU 








j| AiljSlI (j^ULo AjjUaJ! <J J jk all Ailjf 



i 1 J^LJ! cUJl , c ^Wi V Aj ^ aJ<A\ 






++ 




• * ** 




.VI 



Overcharge ^Ijll 



j n > o 



cs^J c-JaSIl ixAlj *LJ1 SjL^k U jj^j ^sllj gasification 



gS2 ^311 S >Uill ^ j) .^.J^l J^Ul! ^ ™ JjIUI ^ c^l jUJ! 

^^^^^ •* •* f »* »* ^™ 

^^^^ 



^jLolaIIj (" ^jJa^aJ l JjLJI (JjLj Cj! jjJI 




j j! ill! i^l cdlil ^ V 

^JA uJl ^j^i laJ t oJ Intpqj ^LdjqJI tilli (jjAAJ (j^-oJ .(^j;!^. jj^j^JI ^IjjIj ^LJl >»-\j 

c^>Vlj ^1 (jjj JSIJM 



Ua cJ^l cUja 2.4 - 2.35 J^u ^^jUnJ! ^ -33 - 



Overdischarge ^Ijlt j^ji^i 
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25 SjjJI UjJ^ U± JS1 cJ^ 1.85) c^Vl 



LLujJJ 



cJ£^ jjfc AhjL SjJfll JUJ! *:>A ^ I4S jjj AjjIM .til jl! yjtill ^ 

J jj I^jV AjIia^ oLoiLg ^>ii*j ^^lill j ciu^^ll djljjL (J^joij ajLoc ^^^j 



12 kj^> ^J! liA fjS J&\ t>j V N Bat Nominal Voltage <^"V! 

c> Li ^£11 ls^ j CNBat Nominal Capacity A-ia^V* 4£.Lki^VI 



0 jSill x^u .(Wh) £al jll jl (Ah) c^UI j^V! 



* * * * 



.(CI 00) 1 00 i^ill ^Unl! <AJ 
:DoD max Maximum Depth of Discharge c^V! 



^Ic l^Ju^aj c^*^ cs^" *SU^ ob* >: ' 1 " 1 ^ J - ^^ *^*^ ^ 



:C Ba t Useful Capacity SjJ^I A^lLlu.V^ 



j^i 84 (0.7 x 120) J\ %70 k±u& l^'j J*-' 120 




4jjUaJl oa-d, (j-bfl 



(J-oI^JLj Ai uLq <JjliaJl (JJ^ L»^C ^^iJl J^LtJ \ g W uj aJL^J Lljj (^jj-o£1 



^ik^a jj (JLa. Clil j9 12.6 (Jj ^ A^ukll a^A Vi .Clil j3 12.8 <J 



^> 1 1.6 12.6 t> ^ J^j tj^j^ ^ ±* t^^4) .^jjLMW cWJ 
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Ajjuia^II Ailkll Jj-aa]l 






^ jB (uil! 0 iA ^ Jiatf .cJja 1 1 .9 J] j^JI J^j ^ o /o70 _ 




•* 


(cjja 12 ^Vl) 




2.12 


12.7 


1 00% 



2.07 



12.42 



80% 





2.01 


12.06 


50% 


1.98 


11.9 


40% 




1.89 


11.31 


10% 


1.75 


10.5 


0% 



170 A^VI l4V.lWi.nl A^iA <JjUnJ SAiLJ! iclkL^VI (jt? gnWi jl 30% 20% 

M .(30%) c^ 1 - 51 (20%) c^ 1 - J** 5 34 JA«2 

.^Jjs 12.3 t> 



Ailkl! :^LJ\ J^all 
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cIjULu^JI jl Thermomagnetic V^aU^ l ajj! j^JI ^al j51l ^l^l^l jjj 

cilU j^Vl ^Wjs-^ Sjjx^Lll CjI jW! ^ djLjUaJ! <jL^J (CjI Jjjill) 

quick AjjJallj slow blow AijiaJl :CjUUx^SI ^ jU^LJ jlc-jj 




4j«j^)jJ1 Aj^)jJall dabal a > ^> Lol fcfi^i^ j filial jj^aall IflJ&l lalual ^j-o (^s^*^ _J^£ 

^ j> Ijg'icl W'uoV l^J!)Lk jjW^ ^_J"> ^ nil J <rt 







^ 4 . .\Q *i ^JaJ 




.j^i 45 ^! lp^I ^ 'u*^ 3600 t^tku ^LjUaj ;7.9 <Ji^ 



1UL 



ijUl <J-*aJI t> 20% J^j ^Ux^ll ^^hr. 



J 



Lull S^i jUj Mj ajUH 






257 iLu^l a$\±A\ : ^LJ| J^ill 



A \ ^ L*s\ \ ^ c il , ^ ^jjjljrfO (^J^jjoJ JoJ-^oll V 




S jl jaJI 5a jJ> .lie S^lc. ^iLJ! I^jUj jllj) <JjUaJl 4^jy\ <&1 jalaiVI .ibjj 



La-a <JjUaJl J JLiaAII Jcli!ill xj^joij J 1 1 1 u oTi J§ 1^. A^l^^aII SjI^aJI 4aj^ 

* * * * ^^^^ * * 



,UJI c^LjU^ J Lj> aKjUI ^ jjUj ^Lqj J* >SSll jaxI! Jo 



iILjII J 1.25 ^LuL) J jIaJI 



S^l^aJI 4a^P (jil 66^)I^a]I Aj^jl lajll Jj» uUll ^>ax] 

Jc JUaoll ^gjxj .AjjUaJl J J jU^l Iftii Jl (J^jJ ^ t^2k 

• ^ AaaiII (jLalA.1 £3JJ^ .^jLiaJ^ clp^ ^JL^j LjajS (3^*-^ J^ J J ^ 




(jiallall J <JjLkJl jxaflJl A^^Iill c_li^J ciLlc ^ it j n # J jla^ll 4iL& ^jialikj 

^^^^ 

.(LiL^ 

■al^Alujl o^lc (J>^i^J .^jajoiII 4JIa j ^a11 (JJJ 4i!>UJl Ljajl Sjl >^-ll Uj] 




jjill Luj ^j>>q^ Loll ^aJI (Jj^a j SjIcJj CllV jaLq (Jj^JtL a jL ->h*iA 





^ItilLj l^j i> ^1 ^J! jLj^ <ALiV lUU Jo c^LjlLJ! ^£ jh 



^llo c^LjUnJ! 4jLJ1 Lx^ L^J A^Ull JjJ! AjjU^J! jLii^l J^Ai 



Clili AjjUaJl (jjj Jj-^ .lAJlj^iuil 4jtA d_m-> <aJ (J^joiJ J JaluaVI 

I^La ^ Vj (AjjL 120) U> jLS u^kll c^jlL U Jl ^L* j^l 200 ioUaunl 



.AjU^j Jl ^Li^i (CjI ji^ 5 jj^S) Jjjia U nil 



c^li^l j^j ^11 Jalijj SjljaJI ^ j^j (C20, CI 00) lp^II c^Ljl^ 
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(_£ 'La^/lc- J jl JjI^joJI L_J^)jujJji (jjLudll j-<a f a j \ v o AjjUaJl (J^}A jj^J (jl /g*J *n 
foil < jUnn .jSbll <JU <JjUnJ! C-jUafll jj£i J JlAj L£ c<JjUnJ! cJaJ J) 

l^uiVI J (L-^i 4-"^ j) <ipjll ClAjjUaJl Qja jLujSjI £3 jJ tillil all 

$ 4-3 (j^ ^ ( ^ I Jj^» V I f J^JJ ( ti&jJala) ^ Into jll JXjuJ I £ jljl? .A-ll^Jl 

iili 12 II ^jU^I J ^L- j^l JL, jJ 



.(30% t> i3*~Ji iJ-^ 1 ^ JJ J 



.CjI jIoj ^ Jj U U j^c. ji^ iaSa <jjUaJ! <c.lkLJ dJj lLl*±±U\ lit Ul 

j>a ^j^akjl CIjIja Cli^/llL AJL^Jl AjjUaJl <c\ jalujl (jj^J <cl SaJ > ul dlli AjjUaJ ^.Ijjjj (jj^J 








voltage -^Jl p^"^ jl charge controller 

J charge-discharge controller &Jd\ j tj^JI J controller 





jjj ^tdJI 11a m^j 2 f% .charge-discharge and load controller lUJIj yjBHj 




<JU jjii jiiij (Ui. JS1 cJja 2 ^ya u- t> ft jll ^j) ^jjUaJI ^ j£i 

jll ^Jjailll jl ^ja toll (jj^ <1 jIi^JIj AjjUaJl 4J$\ j}£, ^J^l^Il ^ j^j 1 g 1a uj 



++ 

solid ^ }\*<~i\\ aJL^JI ciiV^fA ji 4 jSj l\£j/Q jj^£11 cijV^fAll 1 ujj > J > °l cjj^ u ^ u^*^ 
.(MOSFET jj^jjlj^j bipolar transistor t-iill JUS jjj^jjlj^l JL») state 




high Jc-Vl ^aJI J^aa J] <jJ-M ^ Jj^j o^J! ajl^ ^iij J^JI ^jL 

4^ JUJI Jkdl c> ^jlkJ! ^U^l cilli j J^l ^ J voltage disconnect (HVD) 
c> ^J-^ low voltage disconnect (LVD) J-^VI ^aJI J^a Ul 
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Ajjuia^I AilLlI \£L2\ Jj^all 




low reconnect voltage (LRV) o^lIaII J^jII s^l&l ^ ajjU^JI ^ 



: cJja 12 ^ 





14.3 






pulse width modulation a^uII u^j^ Jw^j^ ^ jSj ^Uj^c 



.^jUl! JJ^il! 





(PWM) 



.maximum power point tracking (MPPT) ^^J^ s j^SIl 3_kaj j*j 




operating 




Sill ASlJall *UaJ J^ia jUlkl ^jc- tiLk c_l^jJJ 




j ^1*11 IIa Wi , n j jliUI maximum current gs^i^Vl jLull j voltage 





H «a ^ 48 ji 24 jl 12 H 




HVD j LRV j LVD c> l£1 *u*-M ^1 • 
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.S^Ul ci^J Silfi-lj (Jj—saS ^aJ3 ^-J^ > «aJJ ^ 



j a > >>Ti .(DoD) <yj^ l3^j (SoC) o^^l ^u^-M'j 

lg_L^a3 ^3 jL^.Vi jl AjxaajjJI dll.la. jll (j) Jl SjLujiU 4_k^aLi> dllfrjia CllLJaiAll 

> j HVD ji LVD ^ J) J 



DC/DC JM511 ^11 >»1«4a1I jLj21I ^Vj^ 



linear J*>JI daj*2tt gSUIl ^1! Jp«3l l^l^i^l ^ Jjj^U qujU 

.switching conversion Jrt^l <Ji>^j conversion 



^gjouiaUx^ juVic Jc oAc A^JaLLfl (JjA£i3l Jjj^j LjI 4 Sal uull ^jli UJ jluil 



j! Ju^\ J j^l jjUI! j^aJI JjSj J ,t alSa^a ^ Jl l$J j^j t3> ASLklb h^j 



Jj^iil! J ^uj J ^50% c> !^ cJja 6 J! ^Ijs 12 t> l^jp^ ^ J j^J^ 

. JSVI 80% <^ j ^<^^? SjIc 

A^d) ^V^ll j\ DC/AC vj^I j^ll cP! > LutAil J 1 ^ 1 




I^jSJ jUll |j4 ^^uoL CjI£ ja^ll Jjioij .AjjjJI! c^Ujlkl! JliLJ! Jc 

jUj >m .'Latj AdJJA 4-^ j-a jJ ^Ic g J > oU AjjlLa ajJ^ll ^j-G ^J^S tj^S till^ mini 
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IUuia&I <SUall ;xjL*11 Jj-aa]l 



JJ'^^JJ ^>^^J I J^^W Aj^ajII dal^a* j Sjl j^. ^UjjIj aIjjlaII 4 jn^ll 4^. jaII 

^jx^ail fij^l L>° OH J 



iaJ > uJ j> Sj^aII LfrLa (^5^^ L£^>^ J S^oIuiaII Sj^ll S^^lj ;Sj.jal] ^jjLajflJ 



(jLolj aIaC cJjUjI (j-a t-iJajl u&til (J j"\ a\\ (j£ AJJ ^jl \) fjliftll J^f^ 

* * * * 



4Jt t-^jlj J j^JI I j«J fcaKJI s j-i-*M S jM '*u4 t> 90% J\ 50% 




<iu*jy\ <jj^a t> 70% ^ c^^l J J^-^ 

++ 

^ 1 g j£ dj AjyoaSc 4 flJ h j Jc <J.u£.»Jl CllV ja^all 4_ullc. <_£ jJAJ .AjjUfljJl (^dit 



jjj LliUIj JjAiil! ^Sxll CjV j^3! o^ljI ^ . JkdJ! ^ ^lilSlt Jj^jI! 




t J^-i. ^J3 ^j-^ J jUaJ (jAjJa J-^*J jji CllVlj^ajVl CjIjO^AJ <Jj11jl1 




l^U^yi <.n^ ^1 ^liio.v J*ill J^JI jjUj ^ i> ^Shll ^Uisli jj 
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^j^-oj appall til^l^lujl t " U ~s (j-a S^-li^ l^jl V) ^liAj-^aII a^A jb-ui' 



\ g \ j-ir (j£-oJj AJlc S^li^J ^Iajj ^^lll j LED ^J.^ ^ ^l^lual LjaJ 



JSl s j^l! jlilil! S j$J ciU^S .(ill. jlilil! Sj^lS) c^lilllj L> ^j 





++ 44 



^^^Ul JL^jVI ^Ij^aj 
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10-6 



10-4 



15-30 



30-20 




( 



VSAT J 1 ^! H y 




cillil .CJ o3 24 j! 12 UJH^ 1 L3J* ^ AiUnl! 5-ulU. J^u 



• ♦* • 




cJja 12 DC jLdL; J**j (Jil ^ 

.clJjS 20-8 u£? ^ £ J^i^ jliij lUj 



C5^) W^j'j*- 4a.J J ^Uj jl jjjj Jj^xj ^1 jj^ JU^II l^A c >uia J**^ 

.(cJja 12 J 5 tjlii jSjj a^Wj** 





t> < ^£aS li! .(^Uj cilL: l^Jja. ^ilL Aik. jc s jUo jfcj) inductor o^Ip^j 




a-u^I ttlUl J-^l 264 





s j^U L^j JS! Intel x86 ^ISII ^k aj^II cj 

.MIPS j ARM cl^u. Ji* RISC aJ%* J* a^I l«a jJa ^ fcji. 

(AMD ElanSC520 c> ^ A) Soekris u-U^ ^ 
j ElanSC AMD oUJL- Jab* c> tekj*^ s jM \£2k&J A-^Vl JSl 
cA*JL- ,b1 J^l *bL Aioss j&U MIPS ^UIL^ LjJ (Geode SCI 100 




^Ij MIPS ^UIU* Lj^ 



j 5 u£ ^ c^-^ cij* is^ Linksys WRT54G * j^-^ 



,L^Vl o^tj ^ J^l I^a fj\ .Ethernet ajSLJI L^j 

cs-^ £J*J k^jl Linksys fj^ .^Wj^ s j^l t> -^ja ^' Vj 

.Freifunk j OpenWRT j* 0^ J-» ^ j 3 WAP54G 

j iii* ^ l-ia^L ft^l^cl CjI j 6 ^J'ja. 4G Systems Accesscube jW 

Ac ja-^ a C5 k a-luaII mini-PCI p l>* a^ u*ll ciAiillaj aI^a1u»I (j^j .aj^L^UI a £ j uj 



iLix^ll ac^joi (JLa. oj^all ^j-a 1^. tlnjtoj f In > uS lill^jj^uj ^lill j Orinoco ^l-Sl-S^ 

mU ^jJL^ 802.11b 



jl^J! A-nj ^k A_£Lo!>U! ^tj^It J^l A^j^U! a^Wj^< SjJill jl^ 

^jjj^jII 6.1a. j jl Sj^lill AjC j jLoijVi & jg-^-S J A^fuoSI iflllo ^^«J LjajS -laJJJJ Jua j 

.^Vmii L£ iCi\j 3-2 J^\j^ A-lc- S^clSS SJjaJI A-^L^I ASLkJl tiU^j .CjULuII J^j 



cil^i^l ^Lj .L^i c^lj 3 Jlj^ djlj 200 Aclii-I ji JUl^J jVI Jl^ 

^^^^ 




^6(6^ 400 Ubiquity J^) ^» AcU^V^ ^ 



S jjill aJV a^^U! CjKi.ffl IEEE 802.11 jW*^ 4^ j> ^ jll 

iui.Ly.Vl aJVI . Jj^Vl c> ^ jf^ V aJV! ^ ^1 J VI (PS) 

^ 1 g hi flJJ > ol Ale jSj t oV 1 j (JLuijVI j jij .Cliaj^a Aiajoil i£jJ^ cJ^^ CjIaluII 

f\ j^l AjA.L^a ^^jj jl ^jljll ALij ^^k ljl^j AjV Jaflfl jjJ jll ^J^> ^ AflUaSl jj9 jj 



.Aj^^U! cIjX^ jll CIjLj ^k jjjj ^ Ua ms^Jl CjIj^ajII S J^ll JJ 




.AjjLj^£11 oj^aII Ajk (Jx^aJLua ^ill £jJal jIaII jj3 L_ikVl ^gk (JjSj 



(^1 j) d!5^1u.VI 




6 


Linksys WRT54G 
(BCM2050 JL-jV 1 f) 
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Linksys WAP54G 
(BCM2050 J^jV' Jk» ^) 

Orinoco WavePoint II ROR 




1.8 


Soekris net45 1 1 


2.04 


PC Engines WRAP.1E01 


2.3 


Mikrotik Routerboard 532 


1.53 


Inhand ELF3 


3 


c^lj ^ 250 ^Iki^L Senao JL-j) 


6 


JL* 400 ^U^L Ubiquiti J^j) jW 



jLSujV tjiij Cilj9 12 t^J^ Cjljjlkj ^L^l l AiUal! <J^j! 4-nllc. 








II A$Vhl\ jj ^U3l U\^\ 



331 Lfc 




JSl) (j ^qViati jlnll Faston jj^Ai J Anderson uj^ ? 



I 



•t^ gH^*^ (JJ^ Cj^L-a j*j ( jjjJ 0. 1 L> 



American Power Gauge <^j*Vi tSlLJI 




^ ** * 




JliLJ! AWG #6 ^ t> ^ J-^ .^^louJI cilLJ! iUjlia jj^U 
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CjIj^ jll (j^ a'\'\ > o ^jfimrt -La^. (J^>oj J I ^joiaaIII ^LljujVI tl>* ^JaC-VI lajaiall (Jj-aJ 

■lata "n cJ^^ ajJolj-a (jAAjjJ I jaj 4j£j>j <JjjI£ lil AiiLlall JJ^-*^ JalSjll (J* AjjoiajoJI 

_j I jaIuAj (^yiAuA\ 4_ix_iJaj ^jjar'n > ^oajJo]1j U U^^oll A \* >^">j ^jjJ ^Jj-aljll ^jsIuiaII -la^JI 
^ j^i pll ^uuuSJI AiiUal! Cj! J^ J JlaVl oil jUJ ciLk LJ^jL ^ 

CS^AS Azimuth <^b*^ ^uJ! iuAjIj ilaJjj cjIj^jI! a^ji aj*^ 



(S^ (^il j*^ CiaJ! ajjI j .Elevation (3 £ti2jVt ^jlj J Inclination 



jIulaII j A-ijoiajoJI Sj^. jll ^kui ^jjj ^KjjiLftH AjjI jll ^j^^li*!! j Lai # ^jji^Jl 

l flj^aj l_j ji^ll L£^) J-^V^ <«-jl J^. jll 4ja. jj ^ it j *n 



JalSSlI t> ^sj (^jjaJI ^JajVI SjSlI < L^j ^ jLJil! ^UjIjj JUJ^\ a^jVI 





(U jjc. j cjljJ^JI j AjjjVI j jlauiVlS) < . ^J^l ^ J^J 3JaJ>xll j^lixll A^ljj ^ J*-^ 



ji (jjj^ii 20=t j^*^-^ cjIja. jii jjjjj ijjiaj cj^-^ .AjjJi diis ji ^j-o cjs j 

.(a=±20) ^1 W ^>Ji 




LL^a ^UVl j^u*JI (p IIj *jj! jL eij*j^ ^'j) u^ 1 ^ ^j'j jf^ 




lj^VI e jj UjII ^j (j? ijx^S! Lj^yi e jj Ajjjj ^Lj ^jj 



djA CjI A3aJA (JjSj .^Jjlj tj-^ 0 ^Vlj^ajVl A^Jaji <JjoiajoJ1 CjI ja. jll d ■ U^JJ ^jj 

CjUklJl 6 ja AjJj jli JULj c^lJ! jIj^ SjU AjjIjj^I SjjaII ^ *JaVl 

* * * » 

^J<ft"> ^ AjjliiAll SjJAll j;i9 jJ ^j-G (jfijoOlxji A-luiAuili <aUall ^Uaj ^jU ^^J^J AjjoJl i J^! 
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Ajjuia^I AilLlI ;*jLJI Jj^all 




.(p = |F| + 1 0°) (F ^jl jll) m^j^I fiSj* ^ ^jJ! i^J 5iikJI 

* » * * ^^^^ * * 

'.((3 = |F|) j^si ^ f Uiil1 *bi 0^ ^UlLj p o^M 1 







P = |F| - ) ^ 10 V- (F ajjIjII) gj* ^ l^j^I 

.(10° 



^hV'uolj ^ jllill lg_i9 J^Lli*!! AjjjdAjuj \ jll <jL<^. t-k^ajl (_£jj^)jJa]l 

65 cl^ J 5 t>V ^jO 



JuSLJI c^Lii jjII < lux^ll j^i! J^U Sj^U J&ll ^Vx-VI JU ^ cil^j 





lsj^j Uu^Jl j^V :uA m ^j J! ^jO 



4jn^nlll AiUall ^ Li ialiilV ^LiJ^Ul 4jn^/M< cljl^ jll £ jj J 

aA\£1\ Sj^ll t> 4jjUnJ! jLojj J c ytajj .ajjUoJI U^ll iclkL^VI 

40 ^uil! Ifcja 4^1^ ^1 .UVl ^j JJll^lol^ 

B i B 





S j^l! J A^JpU! (U jjc. j fkiaK) CjIj^ajH 2^ CA1^\ ja 



C> CS-^-H cs^ M^J^ .^Uajl! CjUjIa JjljJ ^ Cf> ^ ^lj 

<cl laluil ji ^h'lA ^l^lual L-lft >m ^9 . J^>f^ ^jj^ J.^'uo Ajfll >>»V1 Sj^aII (jli V]j jaII 



a-u^i *sikJl J^flll 268 






1 << 



ta jj j-g Jllillj (jjfLiT) Sjiia J ci**^ ^Ui^ti 6 ^ Jc t^Lucl ^Uaill aj ^ > ^'i 



method j^-iil t-j^luuL aaulajjJ! aSLLII ^Uaj 4tn'un ^ill l_j jLnVl ^^-^y 
J ^ J^A? ^^11 CjU^jI ^ l_jL^ J J^ij of the worst month 

<*hA\ aS^L AjjIIo ^aVl ^ ^>Wj«^^ Sj^ll &k&J ^Lj ^ill j^J! 

^ jj^Ij j^J^ I^a 



J^-ull Ijx^U 



^liull ^ Lu , o j Jill f bVl ^ Cjjjjj J^U t> l_j jLnVl liA J jW^V 1 u^? ^jSjU i^^i 



maximum AJ!^V^ ^ ^SSf! ^Jl 11a .(c.bjLkJ! oj>- 

jllj aJIilJ! A^lkl\ f uVl ALaJ tj^jj number of days of autonomy (N) 
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J ^ j^>j^ J l^JI,\nuil <jo <jK i aIjaj AAjAaII j^J-* J £^3 ^ J^>^ J Aillj <jjUaj 



&AO j I CjlcLoJ AiLoiA AxJU 




j^joiJ Ifrla J£ ^aJJSJ (j^-oJ V Jill J Ailik-all J-al jxll ^ .JAO Jo N 4--o^ll < - U <C 




xjjLIa J fiio 4^, ^ ^uall ^ jaII oAfc J LjJ^ ' JJ-J S jfkll L-l*Ilaa 



oa* o±j^ (ujj j 51 4 s ^'j^h^) ^ ! ^jUl^l J Ul N=5 

.N=3 J! ^ 




<jjj^)jJall CliljLnll ^jA-^'i 4-iLaO ^j-a (Jfr.uU.uj Jill J jIa^JI ^ AA»J -A J^kLall c*1a j jj 

J jj^iVI ^-^1 S- 5 (jjj^'i 4 AiLjaVlj tA jjAaj* jl 1 gTM^Vi ciLIc. ^ it j *n Jill 

^ a^j^i SjLSVI fi^-i ^ V .Latitude vA^I ^ u^j^l ^ 

* * * * * » 

Jc A-g jlx^ll oAA 1 yJ^\ jfruiH c_j JjJ 1 j \ kSj #( j-uia-uiJ| £U-uuV! CjLajlaua 

A-j^)^ uJl <jixujjJl A A )<k\\ ^UijVI &AA (JIaj ^^)frui J^l &A^.I j S^)-a) 0$-^ 12 c£*^* 

ff j-n >ji j Jui ci\j£&l Gd m (0)) ^lai ^ujcsu 

***** t ^ 

J gr" 1 *^ ^U^yi ^ t^H ^js-^ ^uall l_jL^I ^ .(^jJl J kWh/m 

# ^)fruill lAA ^IjS .jAo Jo ^ja^ all ^jtpq'i j ^jjaH ^IjS ^ja-^ 



1 J = 2.78 x 107 kWh 



AoljSj JjlAi. J ^JUJl J_p. SAO Jlallal Gdm(O) ^"^.nti ^\ju!^\ CuUIjj ^jj 



^j^i'i^'i Jill djl^^uill S^LujIujU >^»Vl 4*u ^ jjj V A9 Ifrj^l j^uIaII ^3 y& 

. jji jll ^ailU liLlo J jxj A9 ^frjj±k ^jV AlJalall J 4jui4\uiti ASUall A 



IoLuj ^Ao (3J*JJ V ! A-uJaoVl (jHrtinti CjIoLuj ^Ao j ^jaajjJI CliloLui AAo (jjj klaJl L-ll: 



Jl J^»j^ Aj&l J^*J^ cJ-° AJL^JI CliloLJl AAxj Ai«j (j-Q V j S-^J^ (j -0 *^ 4 jx\hoVl (JaajjJI 
6AA (jji^j dilolxu (Jua-nI ^jjjajjJI CliS^uii jj tiltLaj V jj| ^jjaajjaII ^lx_uiVI 



a-u^I *sikll J^flll 270 



£J^a1I jIaSI J CLil J 1000 (J^S ^jJoiajuj ^IxJoj L^jL 4 jx\hcVt (JaauJI <clxu <*-flJ*J 





ic;Vi o^JI cjULoj 5 J) s jUyi jti ^ 25 S ji ^ 



.^jjaI! ji«Jl J cjIj 5000 c£j^ U 1 11 * ^ tcU^I 




;4uaaajjJ| AiUall ^»Uaj a > ^ J £.lJl (JjS l^Jt-lA^J cilllc L_L^. jJJ jll ^j£ll Jj Lu9 



J ^j^U SjJall ^ ^ I Pmax jLuIIj V Pmax UJ^ 11 cija ^ J! C 11 ^ 



V NBat UJ-^ cJJ* <C NB at 100 L?J^ yjS uJ) Wtfl ^IkL.yi 

LjJ E l2*i«, .CuBat j ! DoD ma x </ ^Vl yjBll ^ Hj 



j' lead-acid c^Ij jUaJl ^ jj t> lil Lua j <* vVi.n^ l 4j jllull ^ 3i j*^ 

AjjLkJ! Aij*A ^jts B gll ^modified traction J^JI jaJI jl AGM j' gel 




<j£«J ^jJI 4if Jic.Vl jLjji'j VNReg t^ 4j - u V l UJ^ 1 <JJ* ^ J*-* J] 2^^" 



.1 



maxReg 



DC/AC vjUUl ^! J^ft ^Vj~ 

Sjjillj VNConv C5^V^ OJ*^ (JJ* ^ij*^ J! Jj^' fl^aaJ CjjJ JU J ^Haa^ 

.H 70 J^JI c> 70% L^ii— ^ *bVlj P IC onv ^i 11 



11 Aiiyi f Uijj J^la 




^jj^il! CjI jjJIj A-^jaI! CiUhViuiVI) A^jpU! s jjill <ja£ Jo jjjj Jllj 
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Ajjuia^I <SUall ixjU! Jj^all 




^Lj^l! (j^jL^kll Jl 4iL^Vb aSUJI f Ua *^ll 

^liull J> Jail (uj*^ Jja) j 



N number of days of autonomy AJ^iu-V! fe\ 

J 4-^j^JI *— i J J^ C)£ La UJ^ J^ J N ^WaL^VI ^bi -li-laj Jl ^IWuo 

^Vun] t ^hVuoVI AjuLuj ^11 (jlaauj lib jj^ 1 J^ J J*^-^ 6£JjIAa]I ^J^il 




10 




8 



6 



4 



3 



V N nominal voltage ^^aiu <^VI (<i>*£tt <jb*) ^f^ 31 




^jj-aSlI i^jsl SJA^Q 4j^uil (j-<uJa J-axJ ^^£1 AjxhajuJI AiUall ^aUaj 

48 j rfji* , *\\ iJisVl J ciilja 14 J 12 U sic l^ill ^ jL^i .v N 

^Vl uj^JI c3j3 ^4 Jfi^ V .^Ij jljS 3000 J^ ^^Vl jjl^i ^ 




I 




l3 




til bl cAJ* 24 ji 12 ^ ^Vl jj^l ^ja 

i fllla^Q UJ-^ (JJ* CjI Jj(g (j* ^1 jjl S^c ^hVuol CjJjI lil 

Jl S jJflU Jill cil^l^VI t> J^jn, ^ill JJ^ll C^L^ Jl 

jUll Jl j^.n^l jUll CjV J 0 j^JI Jjj^i CjI jLui. Lij ^jjVI ^ 

.DC/AC J) ^Vj^j DC/DC j^— J< 





I ^ ^liil 



• •• 



^UJ| 4l\±A\ Uu^ .(ji jjdt) AaIIaII Aj^uMI AiUall u^j .1 



L^jl! cP^j eh^j cs-^Ji ^U^^U <jjL^VI CjUUII Jo bUScI 



AjxaA^I AiUall \£-LA\ Jj^aflll 
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. YVl ^ J^Q^- 1 {Jj uj ^jl^JJ A^llLoll 4 LbfcLQ Lul l 4^ 1 al l ^flJ 1 4 LjArfO Lu3 



S jjSII i^iyil ^L^k .(uilkll) AjjUaAJ! A^bj^l! AiUaJ! jjS .2 



t Lul 



jlnl all aj-o_^a11 ^jjj (jj^llj e-tl^lj ^jjij dj jli^ll 4 ^ jj j WuoVl dj 





j^l t> 12 Jl£ *3LkM 12 Jc- 



j^J! dAibj 4JaJ jj .(4-) /nil) <Uu*uil! A^UaJ! ? UaI] JlaVI f*aJl u^j .3 

A3LL1! j AjjUaJl ASlkll 4 1 mill <j9 £Lj ^ili j^Jl jA j iAlaJ! J I jjoiVl 



JA^Loi Jill j Ifc j;i9 jj <aliall iLl)^ j Jc L-l^. jjj Jill O^jjj 



^^c Ah'i»] 



jiij ^i^ia.yi ^ Ajk^a iaj3iii ^Unii 



iptjj*£JI c^X^ jll ^X-Vl fcttiuj J! jL\ 




.P ^Ul! d.l^jll G dm J) 



^ J m jLuU <^ Jo! I m (WORST MONTH) i>-Vl j^l! J^ 

CPLA\ AjjI j Gdm(P) ^ SJ^^ . J«^J^ ^ ^ J^ ^jnirtMiti <SUaSl 

PVSYST ^Lj^j^ e 1 ^ 1 ^ G dm (0) ^ j> gSjJ p 

.PVSOL (http://www.solardesign.co.uk/) j' (http://www.pvsyst.vom/) 



U' ^1^1 J CjUjUaJI J djl&Luiall jLuol I mMAX L-ljlkoli jUSl! L_ 



lud. 



ImMAX = 1.21 Im (WORST MONTH) 

A^lkJI :LK]! SjjBIj I mMAX ^>i\ jLdl ^jij ij^S/l ^ ^ 
tJ ^ Etotal .m^I y-e. E TO tal(WORST MONTH) 



273 aju*^\ AiUail J^all 






^gJc jll <^C> Lai .4^3 jW"^ £^ CllljlSk jll J^l (Jja£11 c3jj^ 



uiajuj C1j1.1^j ^1, W'unl (C^j^xlall ^j-a 



Clil.1^. jll 4iji 




gr^V* UJ^' l3J* i> cJ^? Vp m ax W^J^ L3J* CjI^j *1jAj 

^ jja ^ ^iki^ 4jjlkJl .(^ 48 J 24 J 12) ?LM1 




JjjS ^jtoVij Np S (J>olt>nll ^gAc <U jj^a jaII Clil.1^. jll J-iC d . LjAJ .L-J jH^aII (j 

J\ Lju N Pmax ^ J 31 V-"^ 1 Sj*. ^ uj^ 1 cij2 c> V N f 11 ^ cr^V 1 uj^ 1 




N ps = V N / N Pmax 



Ipmax ^^Vl SjiUI Ik- jl! Au«*:M jl] jUSl I mMAX ^^hr/VI 




•I 



Npp ImMAX / Ipmax 



Ntotal = N ps x Npp 



<t JiLAjalll AjLjujI JJJ V Li^IC (Ja^JI Jjiuoul <L<J j!^Ul 



^Ual^yi) f Uiil! JjiJu] Axj^UI ^jLo^j Ijjj ^.j^UI <JjlkJ1 ^Ual^l jj^j] 

.N <J^^V' fM J J^^ 1 M ^ Lyi c> ^'j (Cnec ^j^ 1 



Cnec (Ah) = E TO tal(WORST MONTH) (Wh) / V N (V) x N 
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^ Cnec ^j^I ^U^V 1 u- j£> Cnom ^ J-M V-V 1 ^U^V 1 uj^ J 4^ 

■ a§Vl (JjAJtll J^-""' "SjJ-^^ f ? a 1 ■ ^ 1 " -v ^ S-^J^J "SiJ-^^ £JJ^ yJaLaj (j] 

•<ijLkJI <i ^ajjj (^ill DoD 



Cnom (Ah) = Cnec (Ah) / DoDmax 

;V NB at '^J 51 UJ^ 1 c> V N f 1 ^ ^-"V 1 

N bs = V N / V N Bat 

AjjoiAjuj 1 AiUall ^Uaj IfrjllaJJ Jill jLiill oAioi (J-a^J Jc «»1Vm1I Sj^ JL^. J .(JmLo'lA 

fijjj ^ill jLull ^jaj I maxReg jtjJ (J^j t> ^1*11 jIajj jl AjU^II (>alj&V 

:20% c> V U ^511 ^b* jll 



AmaxReg " = 1 .2 N pp 

IPmax 

DC/AC vj^i j^t ^!>Lu^l jbSli <> ^^sklt Jja-tli 

* » * » 

^j-a L_3^)allj 4 La ujJ Ale (J!LaVi 6*bl /gJoiSatll J all hj .AjjIIxaII SjJflll 4-1a£1 Lljj dj jlil} 

++ 

25 < . lUalj (Ja^ ^ J 1500 ft v u£c (J j^-a ^al Wuoi ^)fi«J .A-jAuaVl Ajj^S 



^ Sj^ll ^lA^luil ^jC Lja jC CllS j\\ QxSil (J-tt*J ^ji ^3 jJJ Jill 6^-^.!^U ^ jj^akll Sj^SlI 




Jill CllV a\I j CllLJaiAll ^1 jji j CliLjliaJl j A-IulauiII jll 





U J^ll (J^ 3 ^•N'iui'ini Jill til!>LuiVI j (Jl jiai d ; >1 u>A l^-ol^lui 




I 



275 



Ajjuia^I AilLlI \£L2\ Jj^all 



S cilLJ! a£L^ l_jL^ L_JkL t( jj^ll Jja ^ILLjl ^> jl^V! j^a j^jgViti U lia^A 




j^ull ^ .cSlLJI liA ^ V^i* 6 jiix^x ^ill (V a - Vb) uj^' cij* lM*^! 

C5 Ak*J! ^jaII ^JIjII Jj^J! ^ .<L£L f Ua3lJ g^VI UJ-^ 1 l3J3 t> 



(V N 6* %) 




1% 








3% 




5% 





;^ jl (JjjIS ^JaxJ cilluJl ^JaLa .Ipahj 



S(mm 2 ) = r(Qmm 2 /m) L(m) ImMAx(A) / (V a -V b )(V) 



0.01286 ^L^y* <J&S) r j ^-11 S 

.<4UI JjLLj (Qmm 2 /m 





276 



CjUij jlliol LiJ ^Jui, Jj t( jni^j ^lUj^ ASli J] 4iUal! Jjj^il ^j^U! 



(j^UJl ^ouu^i AiUnl! f UajJ Ajkil! tfSIl l_jL^ J& A m j , n JlioJ Jj Lu9 ^jjiai 

<J /VI C^l jLul^VI LiLaaj Sic 





1 SJa-ljII 1 




I *it 4 4 tt P 








$1,200 


$300 


4 


l jsi $ 4 Jlj^) 


1 $100 1 


1 $100 1 


1 


| j^S 30 ^ | 


$25 


$1 / meter 


25 


( Jlo) ^BLyii 


$900 


$150 


6 


1 *• •* 1 


$2,225 


^ all 1 



44 4* 




: J^ll Jo ^j^JI j^y .amortization 
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$180 



$262.50 



5 




$60 


20 


$1,200 


$300 


4 


1JS1 $ 4 Jlj^) 


$100 


5 


$100 | 


$100 


1 




$2.50 


10 


$25 


$1/ 

meter 


25 






.$262.50 ijj^ (J\ grb^l jU^V 1 t> gU^n «Mj J^V 




Ia^-IOj ^LAjudll AjljujIj djl^jg a^A AjLo^. ^llLa 

plijj! ^Ij^JI M^J^J *J^' J^>> cs*^ ^J^ 1 JaIjJI 

^^^^ 




National Electrical ^Wj^ ^ C5 jLl^1 Ajibjll <j*>^J1 c^I ^1 



I jj^ill <jL^J j^I t> ^ Manufacturers Association (NEMA) 

Cjli JjI jail £lL^J .JJ j*J! t> U JJOj jUiilj AilaJlj jUa-aVl (> 




* * 
** 




* * k * ** 




.ingress protection (IP) j tSfiLnVl cj! j^) <j| jaJl 
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Aj&L*yi\ ^uiii a^jU aJo^ *Uj :c >\ai j^ii 
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* • 




Jib AjS jJI Cj! j^il! 4jIg^ J) AiL^Vb L> ^1! 4^1 jjShj dbljbJ! aiA lJl&S] 

.fcljil! 





^ j^jl l^l^l^l j^-gj / Jill j Ajk «I1 JjI^II jo c^Jb .^^n tJJlil .^LlgUI! jUi*] 



i^aaII j\ Aj&f\n£hA\ Jjj jaJl c-liial iflllo L-llc aI,^**uoI ill* ijl&GJ > ^ajx] 



tilj^aj ^LujjjiU AjiiLa j-o *-g gaskets ^ ^J^* ^ ^ t*5!/L^Vl j^^-^ 



Jib Jl jS! JL£i Jblbj a^JI d!>L^ jll LiU^Jaj J ..nnnj J ^Ujl! 



J^joij C5 A*ill <UUal Jl S^joiIaaII (JalajjoII Aju!li\ J-g AjfLuxflSbll (jjl^ill ^--^ L$^ji 



.l*lib 4jS jJI CjIjj^jIIj 4^ jUJ! <j| Jill ^> J£ 



jl A.^. jj-g ^gic i^IjIj^aj *\ JL^. j^'si t jI^aII b^ (JaiLjjj <Lg!)Iui jLGjJal *Lgj!^U1 

++ 




++ 




* * * » 

.Power over Ethernet (POE) 



^L^J! qA* j^Ja y dblnli Jo J^y^! Jj^ CAT5 

(end span injector JU-^^ sU^ll j) 802.1 laf Ji*^\ ^ 



EljjVI (6-3 j 2-1 u^jjJI) ^^Ji ^^L-JI jrljjV! ^Wj^ll 

^^gJI jaU cjIj^ajII ^> j^i p^j s-^jj ^ .(8-7 j 5-4 u^jj^O c^j^Vl 
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'ShWj^ s j^W ai^ ^1 jW^i j a^JI j# mid span injector -^h jll 

.A^ unll tillui j-a ^^JLoiaII jjc. ^1 jjVI J^c- A-pilll o^A jj3 jib ^ jlil 




802.1 laf jW*-^ c3^'j^ a_£L^U1 a£jj£U jt^ J^>jj i^ll 

* J (Cisco jft » ' 0 » " ffcja W) ^ j^?^ cr?^ <->^ .gAus^ lJ^ 

^jaL^JI ^gi t m \ u o"n Lla ta^ji jjg Vi (j-^ 3 cPW^-^ J^£^ A-nJa3 (ju£c 1 Jjj3 ia^Il 

44 44 





jSLJ! jjj ^ ^^1^1 ^IjjVlj g^Wj^ '^M cj^jp t> l^ 11 




Jail CAT5 A-V^ ^ ^^""ti HjjVI jl-SU Ljajl c&t^Li 



Jj^a j-a ^ aJL^J] aJJ (JuAa ^l! Sjjaih-a J^-Vi <— fljlall (JjJ-^a J A^JjjJI till > o ^gijia .1^.1 



a£uSJ! CjI ji^h Jjt &1 A-* j!>U! A^Wj*^ 1 S j^ll Ai j*^ Jl^aJI liA gji.rtl .tic 




:CAT5 £ji t> ^ s ajI^II 

.http://www.gweep. net/~sfoskett/tech/poecalc. html 



J^a cjUUII a.^.^JI jrljjV! ^I^lo.b CAT 5 A^ui ^JLi ^1^3 a^^U! 




W^'j 1 ') 5-4 u^jj 3 ^ J! cr»Wj^ Jj^ cJ^»jj ^ t>j (6-3 j 2-1 u^jj 11 ) 
J^jjj cilLJi ^jL ^| ( L> ^i ? ij c^/^ VjJ') 8-7 j (o^w'j c3 jjVcSjj' 

SiaU j3 jj 4-iaJjjai ^ Ixoll j-<uJa AjSIlu^UI Clil jj^all l_ii^jj j -0 J^-^^ C5^ 

44 

jjj£11j (_^^lxJI ^L^.jll L-lft oJJ V ,l^J!)l^. j-o 4 jS \ > n^U i SjLujVI jLoujl ^JJJ 

Clniiill jj^J (Jc' diljjg'>*ill <i ; jj ^-i c_j jLoVi I^A ^cUiiJ t Aj£Lo^Ui djl 




1! 



Aki^lj a1 jaLI! ^UaI! ^ V AjSI Ajj^JI a^Uj^I! Sj^IIj 



AaHujMl! a£+5& Aa^jU aJo^ ;<>t31l J^ill 
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* * * * + 

A jJj Jl ^£-11 J^)^ ^*^ c ' ^Ij^l (J-ai^^li d ■ # o^)jujlx<i £^>J1 cs^" J^_9&^ 



A^_^.l ^J 4"nyVi j Jl clOj (J A ^ cs^^ lW £ " 1 (j 





J| j^JJ J£ll ^- In toll jlficl (j-a ^LlJI jIIa C_lLa^. Sl£> li V a 0JjAjoJl ^l_J^)3l L_J jjA AiC 

S^JjSlI diLi-il .3^*-^ . J. ,<ft ^ ^JajjiJ 4*ny*n A-lakj ^jc Jl I^A 3^-)^ *^*^ C5^! AiLjaVb 



I fljj^J J dlAj^a-<Jl Jl j^Jl (jC Lia jC (j^flU xJafl J^juj Jc ^ ^ j to Jl jA ahV'uol AcLajJ 

* * * * ^^^^ * * * * 

J^lillj Ax. j3 j jl) (j^ JJJ* C- ,<N " ^ J^ 







ajjj ^jl QjA Jl j^Jl 4-1^. jj J^j AiLoiA ^^>JI tl) 0 ' '*"."*"^ J - ^ 



• ** 



.<SjU^ Aa.UJI Ak. Jl j^ll JJ Jj^jl! <^ L r j 3 u^j ^ JJ AiL^l! 



jjj^j A-^lliV tj^pl^ r'ny'nli cJ-*^- cl> Aj -* a J^ (Ja^j>o l_j j^jVI SaLa (jj^J (jl /g it j *n 



c inn 



* * * * ^^^^ * • 



AiKll JaAb 1^13 ^jlLJl iV jill .A^li Au^jU CjI^J J jL I^jV 1 jJaj 



Vj cl^oU ^jllo ^^IL J^lyL AJUJl a iA J ^kt^in >C 3LUJ1 L> a J u J V ^ Ljaj 
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.* * 

1 inn 



^cIaII g jA\ 4 jUr- L^all (^AcS 4 j n a Jjg-uiS 

- * ^^^^ 

4jjL**l\ tolcjj (gin pole £^ J cs-^ cjr^ j) y j! ^ 

Aic jL^a.VI (_>^j ^hv'unl j ^l^-j-j tSDLJ duj # 4^L^J1 



A£L*y\\ ^uiii a±^ :<>tai j^i 
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„4iL2 :8.2 J^- 



jlS ^ Vijmj ^Ij/VI a^A Jfl .<>ajVI ^kuj jC Sj^ CjWUjjI Jl 4j*.UJI ^JC kx^LL 






/ AM t-ftlWI J^j)M ^U^. ^-Ijj! c£X1 JL5VI t> 



^^^r ► ^^^^ ^^^r 

^1, Who! J ^ FM L — ^ ^ ^ C <-5~^ (J-**-^ 4-UiftJ ^^>^ Vl, 7- ^AkluLj (JLuJ 



HulAJ 



J '0 jjU-ol! JLu> jVI cIjUj! jA J ^c. jll Jc. j Ail Jl 



Aj^Jill OaJI 





^ .Ethernet 



^1, )"\ lull -Ui- , 11, U H 1 1 J] 



SjSLail t<>u%\\ A^jUk plb : <>12I J^ill 
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. jj!jU SjSjuJI JILiV! J*i :8.4 J*-* 



(J^'i^ A L_J^)jaij d ■ UAJ jUllljj Clllilill d flSLdll ^\ A "\\ -\\\ L_J jLx^\ 
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^ nail jiIxuj (Jjj9 .J^-^ 4 C5"^ 4 " \- ffi "^j^ LoAic (JLaVl ^jLl^Jl l^lL 0*1 ^j^-GJ 

4« C Ujll 




• ** 



4 g J ujj a A-ijU^)^ > j Lo 4\ks* j ^Lo^IuiaII 4 alia a\\ qAjuq!\ £\ *21 q\ t . ia jjj 




i£L*yi\ a£^1 a^jU aJo^ *Il [Q^m J^al! 
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a jlLJl j^ll jij ^g-uili jl t j laj > o j SjUS I^x-al3 ^ jlLJI iV jill fhVuol j^-gj .(Zinc 



5^UJI cl& jA\ p\mJ L^l .b^ AiJj ^Vm^l L— 1! ^jlLJ! jill 




< inn 

*** 








.lj^ a^uj dUjb f Uil AllaJl oi* gijj :8.6 J*^ 



c^lj^l J^!^ J^jl! oUl! ^ Jk ^BLyiVl 




^^^^ 



E ^J! ^ J J .ui— I jxJ! J U^II c bjll ^1 ^ J E i jjVI lUJI 
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<Sjjkl2! Jili ^^11 ^ lUII jL .LajLB cifcUi jj j&l cJc-Vl ^ JjiJ £d jja 
^Jjj lij 4L> ^il! l^jjo JjS J^JI ^JISII c^a jll 4*k\ AAc ^k+u 

** * * 

^Lull JIU1 ^jJ! J^lI! AjuU^ Uj^ cSLlS-alj Jij ^ jjj ^ ^ jJl jL c^Sjll 




Sj^ll till (jJJJ ^JJjS Ajjj^aJ CIjLg jIxa J) (j* ^1 J$J1 JJ "^C* ^"iVun 



6 i^J 4 j$ a a a^jS ^ > <aal ^gJc J j>^i^\i jjc. jiill ^JUSUj ^L^Laxill SjUoVl 4^31 j* $.ljji 



signal generator SjUij jIja CjUI j^ll aj^jSI aJUJ! cjI jjVI <c >^ lJJIjj 



.^-a jll ^ jia ^1 ^ Ifria JS jj spectrum analyser Jl^j 




kVI L-i jJall <J Jl^J jll ^ SjUl Jja Jj^ jJ cilj 



^j^aj t alAj| ^! ^1 j^ll liLjaJ ^1 JJjtj 4 h^!/La j 4 lffimall SjLaiVl &J.J9 AjSI ja 



4aj£11 ^gJc J jx^aJl JrtJ Alj^a jll ^jia i^J^ (Jla^ftll j SjLSVI ^1 ja £^1 J-a (J^C 



aJjj jjIS <jV l^li <AL^1 ^aU^ ^jilj SjLSyi Jj^ 



<( jjjjjjaoll l^jfl (_5^1^ ^^JaliAll ^3 L^a j>^tn ^gjiiiall (Jja a\1 ^1,^'uoIj 



5 Ujj ji) jj jAliuo 2.4 ^ jl? ^qjUll JL^llj S jUVl J j^ cJull£j Jjaj 

^ <jiLo^ll CjI^I £JjLLa t> JJJ^ll ^Ijfa (802.1 lb jL?*-^ fl^lyil ^ jj 



^lj ialSlI 2.^;. J^l C>1 ^1 J j£l ^Ull JjJl 

. JLa^ll liA l^k 



ji jAUjo 2.4 ^>J1 ^Ij AiKll 4i^Vi* jVI Sj^l t> JJJ^II cilliA 

J jj ^glll j jIaII ^ jj jallll (jLoijVl o j^l j ^-^^^ ^^^^ *^J>€-^ j ^^Ij^^II i2i j&l^ 

^^^^ 

<j jIaII ^ jjjiiill JLoijVl s j^-1 jfi*j . jjjAlxjc. 2.4 ^jfe Sjajjoia diljUjl 1 g 

++ 

J^j^ I^jV (video sender j^-^^ J^->^ <^'j) 

.Sjj*^ <jjUaj ^l^kj^lj \ $ \jV ^j jIajj cs^j^J^ cr 1 ^^ SMA ji c> 



AjjSVI ^ JALSS V .<jjal AjojI jl ^ SjIc Ajl ji*]! ^ jjjatil! JL-jV< S j^l 

++ 

.LlLtll j jIaII j 



<£L*yi\ ^uiil 4^jU plb : <>.tai cJ-^i 
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Igj ^j-G ^j^aI auc- 5 ^Ajfy S^piili ^Jlc fi^LkSJ cJ^^p j 2.4 lAJJjp J^-^ 

Jkxll j s jl^y! ^j- c> u^J M VI ( jV 500 - 300) <y&\ 





■cr^j^ <^Jf^ SMA J*-a>» ^ tSj£*4J Jb*^ 2.4 -"j^ jj-^ J^j* :8.7 



<> L-iVl S-ac. < fllSj l^j] Vj jj 2.4 ^ jSU Jjkjll jt*-J Ja 







Wi-Spy 

USB ^ JSUlb J^u jl^ > j Wi-Spy 

.(http://www.metageek.net/) MetaGeek 4j&Lilll 

L_JjtL jxj-all (j-ili P^Hj uaaJl (Jl iflJ > >il jl $ > J 

.USB 



J 
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.Wi-Spy USB :8.8 




J^sj Chanalyzer <-LJaJI J^U jn^ ^ sbvi ei* jU. 



t> 4 j\u^fi I^a .Windows jj-^j J^-^ 




^Lul! <> j^Sfl Li>Jl J Axajj^l SjUVI jj^i J*->* 4¥*-3 :8.9 



k£Ld&\ j^.ffl *Uj :c >iai J^ail! 
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J 9 ^ 



cs^-^ Mac OS X o*\ j» J ^ ^Uail ejtU-o Sja. 
^j^jll J) AiLjaVL c^j^ (http://www.cookwareinc.com/EaKiu/) EaKiu 

.Wi-Spy ^"^j -^uVl La j-ujj A-ijLnll 



l*u«Cil*i St y Wtt«OMN 



I c 



12 ij 



i jo | an. i.iv 

f rt 12 C 2-5 




14 



■J 

•7 

51 

•If 



-8» 
-4' 




^jii * ja. ^1 jA«aj jl jjjSSj jjjJj EaKiu V> 6**^ c£j*^ ^ :8.10 

GNU/Linux o^^V >^ <J^-^t ^Lkj J Kismet ^-aJJl jjl ^ jj£a 

Jc lUjpJl c£j!*jj Wi-Spy (http://kismetwireless.net/spectools/) 



^.jjI stal (Mikrotik CjIIl^I cl^j* 



J^-aJ La-llc UIIa Jl ^^Ja jJ jiixj : 




J 



'J 



^ Ja*?^ Wi-Spy jW^ LsA^ 3 cs^ Jj^»JI J m^jSj 

^Ia^Ij GNU/Linux o^V JjV ..nil ^ J ^ ^Ull ^ ^^Lo^ji jSI 

: Jj LS iwconfig sl^Vl <jJ j^j Aik 
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wildnet:~# while :; do clear; iwconfig; sleep 1; done 



L_flja J Lai cAj£L>^UI <L^a jSl ^ jjj jll ^-ija / J J>^\) 4li Jail o^A Jj£ uol jL 

44 44 



J ^aj-a jll ^jl jixl jjqW cIjLjI >^i^yi ^j^y'il iwspy ^ ^jW* ^hv'uol ^V^ajq, ^ jljll 

m-^J MAC JSU1I J! 



wildnet:~# iwspy athO 00:15:6D:63:6C:3C 

wildnet:~# iwspy 

athO Statistics collected: 

00:15:6D:63:6C:3C : Quality=21/94 Signal=-74 dBm Noise=-95 dBm 
Link/Cell/AP : Quality=19/94 Signal=-76 dBm Noise=-95 dBm 
Typical/Reference : Quality:0 Signal level:0 Noise level:0 



(^LJ! Jlloll J IS) while <^ ^ ±u A 



wildnet:~# while :; do clear; iwspy; sleep 1; done 



0^ <j ^Ij^JI 4jj^ jjjijjill jJ <jl£) J <J J*lj>JI j> jj^I 

44 44 X 44 




IcJ^Vl Jc- (jjilil ^j^lc- Lo^io (JS ^ > >n JLgjlII ^j-o ^jjL^S JJ 4 all d^A jL^iV ^U^lua 



ill Jj-> , ,n JJ <^UJ! jjj <jjL Sj^IL CjIj^ajSI jj J^Lk ^> a <J , oil 




ilkjV <^>* ^ajS SjaaJl ftjiA JLjoJ La£ .CjI 



.(JljfrM 

US .GMRS J FRS p > ^ s jill Jl^ JL, j u^l ^ ' 




a£^1 Aa^jU *Uj :c >\ai J^all 
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amateur si j$JI jpl j jSJ jjII cjjjs ^U^l JU J c*1jLqj 



l> ilLnVl jl j^j < .u£jj*M u£ J-*' ^ radio 



JS1I ^Slj* J jjjIIIj jrl^JV 1 c> J^W "?l)VI ^jkL^S Ja" ^ 



(J ffi t 1 j (jLaijVI djl JJg V C_JJjaJ j Jj-al Jill <^-il jj3 jLuaAj >,Vn iAUaI C&AcIjIaII 

.jAijall jL-aij! Jj3 (A-uLj^fLl! SjJiL 4jA*j1I dLjUu L$J Laj) 



l> l£ J 







^ .(|j^l£) 411 .3 



tl^.V o jJa^II oAfe 4-iaAI j^)JJ .(3jI J*JI j SjjIa *M Jlx-all ^11^ J t-*j l_jj£jj1I ja 

* * * * 

jLA\ *\jc. , 1 jSj Jl <LaLaJI ^jjJ £fi jxll AjaLiJal j t . jj AjjI^oI <LJ J.J Aic 





jaII AjAaJ ^ I'^Vmlj ^S^J*-?-^ CIAjjIa^VI (Jj'N nm tjJaji tila >,Vn # & 

>e l jJI li* ^ J jVl Ja S jLjjll >i* II] GPS Jl ^ 

4jJJjiaj Sjia OJj^il AJaJJ^ ji GPS Jt j**JI £*J^ AJa^ljj) 



<JUJI jik*ll J Jl j^JI <u^il aL^ jj J^n..] jlkdll oUjV! jo 

jaII lala ^hVuil Ljajl ijjj^Aj La£ # oLaJVI AjAau] SAcLuia j > «at *1C S jjlJI 



J .^JJjSj J£j^J L_J jik-Jl ^W^V^ Aj^Lo^Ul ojLiVl -^fiJ 

C^lii^kj Jj>^^\i ^4 JaaJl lililU JU Lo tfc jJ S jj^ jll Cjj\£ JU 




c^ljUiV! J^ jl jrU jllj jeJ! ^j.Jnl! < jjlUI tUjjll SjSQJIS ^ll^JI ^1 



JI jxaJI ^ j^l! Aj^j jI^a ^"i Vmil Jl CjVUJI jua. J jkjaJ ^ .<jjUJI 



.S^ Jc ^UjVI ^ J A^^UI S jUiVI (ijiu^ j^aij .6 

^^^^ ^ ^ 

cs^ J J ' t 1 ^ J J'j^l (4j d c^jj-^ lKA? 

^^.1 ^1 Iklailj cilli JcVl pjll ji Jl J^SI Cjli Ajl^ill J cJ^J^^ jajlj 

jj jj Netstumbler ^Kismet J^) ^L,^UI a£j^1I ajSI j-J s^JI ^1 jjVl 



^alj^ ^ Jajj LSal J!j$i! ciLjaJL (<j£L,^UI ^ill <aLkj cJnj*j 



(JjA*J AjjaJiJ ^.AjII ^J^-aa (_£ jluiA ^ > ^S) Jc (J jA-aaJl AJC (j^J .4 LjfcLoir&Il SjLujVI 



JL-ojVI ^J t>J ^uJaj J^l J pl^U Jlj^l . jW 9^&J 

oAo AjL*II a^A jj^ .aAjILJI Ajl^ill J Jl j^JI ^J^J ^jjAj jA IauI j^VI (J^J^W 



.JjjjI j^JI ySl JlaVl <J*^ jll Jo J^aj J^ C^lj^ 



^ Jo c^Umq j^jj .A^^UI SjLSVJ ^jlu^ Sf I jfi fU3l Jl o-loJj V .7 

s^i js ^usi u-ajii jUoa j eijSjii ji jij^ii ^ ^i! jij^ii pi^yi 

* * * * * * ^^^^^ 



.JjUuM Lijnll J c^j^l Jjja Jo LjojI cilli .AjSL-iUI SjLWI ^ jl^ 

jll Jx^all J UjIj .iLSlwiAll SjUi^U ^jlu^ J^aSl 0^ diaa3l 4julla ^^ikj V .8 

^LjaVlj S j> , nil <jjjU1I a^U^II cjlijiVl t> jjSSII Jo ^jjaJ ^UJiyi LLul jL 

sj^ii joaj j^j uaL*ji sjuyi 1a sj^sii ^ jii ^iVi Ji 
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J fcU JljfU ^ujSI fcjiVl .UUS Jlj$Jl <U*jj AjjIJ 41 jS 

ciU JIj«JI ^JajS Ji5 t> V .Jljfll (/j—JI jS jJI ^U2I *J 



Jc ^al jjll Jljjj cillil .L^lx^ U U<\ , J ^Vu.n JALJI JjjUI J aLmVI 

* * * » 




^aJ 1 il AjUiAI AjlLsuh Liajl 4 aII a^A ^>fi*J l-^ 66 j SjjS (J5l^ ^-^^ 




Ja .A^Ull JjJ! J ^U^U! yjUla c^b^j jji <±Lj^\\ Sj^ll jiixj 

* * *# 



A^bj^l CAjdS jJaljSj (CjtJjjiiH) A^bj^JI CjULa^II 

Jll ^jULJ! t> jjSSII J cJ^ b Ulc. VfrSl VI uLUJ! ^ jll Jc 

^jl ^joil J CliLiL^all o^A ^lajj C-ilc. VI Jc ^)t> *aJ tillil dil jjg Jc ^ 



mm ^ 

6^A ^l jjluil Jj ^ll^J ^3 # 4j^)jJa^JI (^L^-^l lP 3 *^ J J^ J ^^^^ (3JaLlttll 

d ; j3 j CliLiUu^all o^A <ll jjj ^jjjJJ^ll ^ jIj # l^JLaAj ^j-a jita. (j^l j ^ jLkll ^ j > ^1 W \ 




gjA'y i^jj Jj CliVl-^JI c^^j J S^f* t1 "^ b jA j tl^ic Lia jC til^^Luil 

++ 

JajjUll ^LS 

* * * * 




iL^i^ui ^uiii a^jU aJo^ *Uj :c >\ai j^aii 
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^-Ia^j J d ■ IfuaJJ .jS jll 4-i9LjaVI fij^l Jj^lll jIjoia jj3 jJ Jl <jjIj]I 0 jln^li I Alfrl (jJA J 

L^^^k Aj^L^UI SJLSVI SJj^j j! j^VI AiSLJ! c^U^J! ^jj j .AiSLJI *Lj$ill 



.(Jlloll Jc VSAT ajoU^JI jUSVl JW*H ^L^ll JLijVtfl S>J J 

J^l t> jL^ll L-uS JJJ Jfill * jL djJ^ <J j^j S j^-aall 6 jUl JJ* JJ jl*j 



^L^]| c_J J^ U.JJC S >S1I ^ni-lni .M^jVI Jl 



(j- 11 lP 3 ^/^ 6 ^ ajj ^jl ^Ju ij # <j£1uj^U1 ciai jjg vill jaj J JliilLj jj-^aVI jLuiaII 

* » * * * » 

.(g3.U2C 8 O^J*-l Lg"^^ * 1 tilLoJ Jl y-llaJLu liljl J) xij'jAll ^jjA^ll (J-a^J 



U JliA jl jtjj Jo CjI Jj$aj1I ^ ^ja J&lj^ll < . n » ^ c_jj£jjj £ c^l jj^^ill o^jjtil 



Ulijai c-jjc. J ^fll jaII ^ jJjSlI J cjjjIjVI o^A JjJJ V .(4jjj1I ^nla j J-JaaII Aj-oS j 

It>ajVl J_iii] L-JjlLoii Aj^Ij Jj Lu9 liLlj .(AjjI jlaiVI AjjjII j ^5-^ jaII 



Ajii^l cilL- jl UPS JWj«^ J#ll P 1 ^ 1 ^ J u^tij WBl .1 

^ ^lilJa C1jLia£ jijxLn ^Jlxill ^jlajVl ^ j^J ^^jiaJjtlll Sjlj SjLJI Sj^ll A In ml jJ 

Sj^ill ftjiA JW^ ^ AijxJ ALaJl o^A ^^ , inij .(j^jVl Jl Sj^ill 



jJJ ^1 u^n^^g ^^jJa ^jjAi^o ^2 



.1^ o^jhll Jl£ lil ibis 



.u^jVIj s^j^l JLuI! a*jL^I u-LjS ^ilkua J&\ Ah Jail U .3 




b Ujix^ J^ <^JI jj ^ J <lUi jjo ^jVl JU J 4j1c 



Jl AiLiayij Jc-I ^ J J a J ^■J"^ ^J^l ^Iajj ^ajVI ^Into CljAJ ^J^^La (3aC Jc 

AJsL jj^I ^ jVl J*^ Jj^i jl jl (<^^JIj Aj^jukll j^Uxll Ja Ajjlll Jo I^jI jj^I 



U Jaa S J^. jaa. -kiaa AjjjII Ja Jjla j ^ j JU. J AjuLiill l-jjILoiVI t> . JUj^SII jlull 

ljLi^.1 A •» Lall ^^^J .4-jllo <JaU djli Aiiaj* <jj^L-a A*)*ft ls -ajj (jl JJ-a I^IaC j ^.1 j jIa 



<1j£ <jj^. <*±& aJ\ uj^ ^ ^ O 31 ^ jll t^j^ ^ Jl 



t> ^j>j S J2JI ^ jJa cslli ^ .(y^Vja jl jl^S) f I jc. J£ 500 C> 

^IaII j A^ill jlJ ^LalL tjJ^-l AUalall (JJ*J ,c_jl jjII j-a AAilaJ l^-fljlju ^j ^ j ^LJI j A^ill 



UftU Sjbj ^Ulbj c^j^JI 2 L r J| <JaU SjLjjj SjiaJ 



* T • ** 
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++ 





^ ^^kioul cJja 1 10 jl 240 <220 6 j-^ jj^? ^Lj^ s jiUL cjLJ^iJ 

(cJ jfl 220 J^Lu tf ill j) ^ jlkJI Oj-SII ^ jjSj! e ljJI Jc eJ L <£ 
> j^ll s jWI <jU^ V tlAJal*II 0 iA jl VI 3-uftll &iA ^ ^ jll Jc 

^JC. <Cjx*iJ (Jjl^J La y^C-J * jUj££5l J^A^ ^^Jl Ujijidll jl Jjcljj^all j\j| 

++ 

Ac L-lft on 4jl V) l^il ji^.1 CliLJaiAll a^J JL^£ ^aLu^a d ■ Lj£ JJ (j^-oJ .A^cL^a 



**** * 




La jIIaII ^j* <C ja-\ a AJajaal jJ A-AjLj^^II oj^ll ^jhnj (JjIIaII J 4_ia3j1I CjUJalal! ^ j£j 



Jl 1^1 V) CjUIVmII 0 iA ^USjI t> ^ jSI Jo .^ijjj^iyi clj j£JI t> U jjoj 





4jL^ J j2j ^LjaVI AiKll tjViun ^ ^ jll CjUkloll ^\^Uu JS^J\ jJ3 

b 1^j jAa. JL^. J AicL-^ill ^ j3 j ^xj 
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»*i (J^joiJ t^hii ^gJc J^lS (jjjjS Cf^ t^JJ^cLuiAl \"\fi\ jlu>VI ^j-a Aludjoa Jj^aall 



Alt Lfl ^aL^J J» C-l^* A ^^-^ ^-^ J ^ a ! ^ 'CLfcL>^^ ^^-^ ^JA«(UJ (Jj^Ag *1A 

j^a ^>^i J) ^£*aAi j ^j-al^joiVi s-VjA ^LuaI ^tSSfuj jjjj > u t ^±i\ j^JI ^'i^J ^ Saja^. 



++ 

lAA ^JaaS A^.l j (j^ijjil Aj^Lui^Ul Clil^ijaill (jC Ajj^al hVtnVI <AjLj jlx-<Jl *UaC 



^j^ia jaIIj Qixng all ^j;^!-*!! ^jjxllJl jl ^i^Al jaII (ja ^jjj^JI f > >ni ^3 



^^^^^ 

cillljl 4 j^i di^U j! Ajl^UJL ^Ual^U jjxjUl! uj^W 1 ^ UJ^^ ^ 



iL^jl cs^" ^J*^ -J^^ UJ^ ^ aSI ^a"^ a\\ 



^ j^AaII ^ ulA^J ^aACj ^Lulj (j^-il >oV 1 ^Vj^J 
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JUacVl < i^JjB Jj^ill 300 



^L^jj J f j > i J > n) iLalc cJ^A? ^ AJ^Lall (J^joJIj A^JjjJI Jc a£JJjJj j a^IaALoia (jl VI 




<_£Aa11 Jc A£fuJl aC^ Jc ^jJjjUll (J^IajjjVI (j£ 4ij*-<dl £UJ^ J J -0 Jf**-* 

jUtj-a lill^jjj tiillc it j *1J >C5 _iall aC.J1 L3^^ (Jj^ > o*i J 4-luiLuiVI dAj^Jjl jlxdVl (_£.^j 

44 44 44 



- \\ A a hi VI A^al^^Loal ji AflJfl^)*.* (J^lxlLail ^j-a a^ il^QJ a.1C Jj oUHjVi A-a '(3^ 



(^^Ia toV 1 L_JJ^pJ L_J jIujVI l^gJ f*l l^aj ^S^C-LuLA 4 J^Jll (Ja*J1 CliUl^^Jj 4j^g *1A 



<ja 4^ol*J <C^)jaJ 4 a^UJ (j^AJ tillil .aIxHII £2^* (J^ J t f > nl ^ L-jLjj \ l^A ^)£-hl -^1 



•IjAaHj s-l^jjl j 4-b^a^ toll L_iioil j^JI ^5L-al <ja U^J I J^IAa!! ^ja J^-^ 




44 44 

hfrXjm C5 i^l! J VI ^jLJI C5^M< S^J-^ ^j^ 1 ^>3 li UjU^I <J^lj 




jUj] Lj^ .CjVUII c> j^SII ^ J^Vl jUJI jj^ V ^ cilli jil t^lniVii ^j^LJ! 

44 44 S 44 

4 jl-s aII djbuaJA a\\ Aj^aLk 4-1aA1 J«J^ jit. j AjIa aII djLuaUxJl j ^jJIjII j aJaII 

AjUjuoI ^j-a j <aj!>L<J1 jjjIjlaIIj oAjjjlil a\\ tiL^oill L-JJjJj ^ cJ^Vl 

44 44 



Jc J^all tiL^joill ^J-^ (S'^Jl cJ^A ^ J^-^^ 13 aIVia (Jj3 ^ja l^J^jLlual d . UAJ j Ja all 

<jV ^» ji3W ^^1 ^Ijl jft ^1 ^ SjJ JSI J^ll 4j jill .p Sjbj 
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/U-fcj Ua*J! *a^ <A£ AAA Jl Ajc j3 jjc JIaVI 



U jUI ^AaJ cill jAii a$ .c^j^l jail jl jll A*J ^ill ^ J! j JU^VI Ul^ 

J V] jAc jl jl! CjL^Ja J ja^ ^JjVl <1a jU l^jll jlaill Ak. AjAjjaJ] 




C&Lu .AIa^ ^^iaJI *C,lilll j^JaJj J££ Ja*1I jja£ jA ciL&^u CjSjII j* JJal A^ jlll 



^IXojVI j CjIijI j$JI jA j.^^ ^ja~a J^c AjSUj Jl jJaill Aic ^ Vii^H 

l-jjU ^Uj! j* aj V ^a! id jSIj jj£&1I jA jjSSII <jjU ^js J aSu^II 



JIaVI ^LJl JaJL .Ajjftll fCi ^j-aUJ^I S^J-^ J^^i C5^>* 

4^ j^)AaSIj ^aIjIII j ^AjLnaJ A*J jjAALuiAll till^oij jl^A^I jA9 (J jl-a. .A^jIAaII 

t 4 a$ a\[j ^L^II jl j ^iili-o 4_a> jl iA&jojVI ds\ j^l ^ lafrl j^AaII jj.i jL 

lAgJ 4 Jjl g 'ill 4 ajlill Ja^3 (JjJ j j^JI Ja*JI (jlal^flLLuil j Li-A-J^iS ^Sl^juj) (_£j^)jJa]l jA 



jiaiSI ^jiaiuj j a jj» > ^> j£ ^^)Al ^ ^IIaII CA9 jll 4jJ jAa*A jC- jJaill (J^aiu J-wl^ 



Ale 2^1*11 l^A ^iliSl d ■ \\r~\ ^iitljj i^^^-aLtll ^AaII l^j!>lia A-iJjxll ^jIAaII A-nllc. 




AjtA jIaII A (g jl to a A-\fu Cliiac! A9 Aj^aSI jl j-a (j^lll tilli , jUjc^I j^ 



jl AiljIuiaII jA '^1 ^^IaII l^A (_^^Uaj f jaJ t gj IaIaIJ UJ^JJ^^ tillLaJ jl JaI^aII jA .AjA^. 
\a\\ ^^Uaj j-iALi jjjjj^ll jl£ jl ^gA^. ^AQxaII (J^LulaI \ <a1a^1uiI I jl jL^. I j£j 



l^A ^Jjx»iJ j^AJ ,^113 j\\ jA J;fi^JI JjjxlLaU <kniaj jl Vj tA^. LjLaiS ^AaII I^A JIaj 

SA^. j ^ 4 K uj a Clj jA^. ^3 jj iljA AJ W\a\\ CliLjal J^aVI (J- 3 *^ j!^. jA l_j jluiVl 

Aiu JaxII jc 1 (g lj2 jj jj 4i JJJ^A ^ jl j AJakj jj JL^. ^ <jj\j^)^1I 4jA*1!I 




a^L c&^\ o-^VI ^ .^l^yi jA jiSVI ^>ll ^ JIaLj 
j! Ai^lL jj^ CjVUJI ^ 4JL.LJI jV tdlij ^IaII Iaa ^Ia^L J£LLJI J^ 



5Jaax^ decision trees ^'j^ <^alj Ujj 

jA J^l-^. A IS J_)*J CjI^ItlIaII 6^A jA ^j-aiklSI <1 J^-^ ^ j-° J CIjI^islIaII 6^A ^j^i^q'il 

# jj^ij jj^ j ^ Sj *il Sj a J^joiJ CllUaia^A!! 6^A ^JJJ 

ci^Ua jA L_JLJ .AUjSjIlj c 3klJ V <Kjo1A J^Lk jA ^IjVl S JaII £$1*1! !i* ^JJJ Jl^ 



^ 4jjUaJ! ^k. Ja*J jUllS t LJ jlLj Vij.ni JSUaII JaJ CliUI JS.] ^lAc) ilAA 



6 jUlllI jC ^jl j^JI J^aS) '^-j j^Aa jjC. AjjUaJ ^Jacl I jlillll L-JJ^aJiJ IAjJ t JUaII J-Uxu 
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jjji^ in. j ^ .Ujiu jsi jc c^ui j^yi aiA jua 



SSID cjU^lI! ^ J^ll lJTj*-* f\ v^J J L^ya\ J J ip c^j jay i 

h*>V« J^J^ i> S^^' o^4i (J cSJJJ^ i> .C5^^ o^VW Jlj$il Aj^JS jl 



t (JSLuLal \ a^A ^j^cLuia! djl^l^^yi j-o <c.j^^ a 



4J) .<*J>U ^ J) ^LnVl J ^Ji <#c- u' VI c^Lo^U! 



i 6 U3yi j jll&Vi ^£ 




J pl>-yi JLLlI JaLo ljLBA JjUj xSj^I .CjISjVI ^ J ^ 




^ y (t^kft jl) jjJ CJ^U-a Jill jl J^aj .(^J^VI CjVUi^yi 





# tilj_^aJ (Jj^j J^judJ JJ^JJ aJL^JI fi^A (jL / gJfl^j^ .fijiill a^A Jl jia 

^il! all m^JI £±& 131 ciLij jLl Jlaau JjS uij ^iJ! La 



c^J <i jj^ij ^j^j JjU JJ Jj^jll J^ ojj^ u^j^ 



^3 ejfll jC ^a o^lc ^1 h ill Cliljjjju ^al Jij ?J-oxll Jc A^uoll t - iflfl Jj ^JLo . jjjilll l^A 



LuLtl) A-la^.!>L«a Jj3 A^ u^i'ili o^A (jjln'n .backup JaLn^VI ^jJj^Ul ^ < <i n 



^uLJi c^i^^yi ^ sjUIoj! j^ ^UaJ! c^i^i^y jaiii^yi jjj^ui ^v^^m u^uj 

* * * * 

J ja. j Ja 6^xaII JUaC.1 C L5£ ^Ic j/^ J (JjJaSl J j a (j£.JaJ cJaxj Cj|j|^C-l 

Jc. US cj! J^ajII Jo s jSill ftiA t^iiaii .known good 

i, A^j J cil^j j^uo J UJI AiUJI JiL.j .Ljoj! c^L^ J! 




ciijJLj ^ J Ja a £ j to tilLui ^l^lual Jliall l)^^ J^ til^oj lI^^ lJ-^s 

c_j jiax-o 4iL ^iixj tilLai jI£-q cilLJl (jj,Vu^ J c_jj^ Ethernet 
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JILftVl ^£ 



life (jl£ lil LaC <JJj3 SjSfl tilikxjj L_3 all tdLoJl S-^J^ S^-^] ^ J^-* 

^j^^9 j| j^ 13 i^iLojj 4 J at 3J 1 Aj^jLLjj Jatflii^V^ ^ 1 " t-*1*^ a \ A \^ a\ \ ^ J^j > a ^ j uxjI I 



cil^L-j .^Ltull cjIjI^V ^iLJ! aJLJ! Jc c^jl^ CD-ROM 



CllS j ^^jjjL 4^ Urtll (JjxjjjJ S^lcl Sjj^)jJa In* > >i Cll^J (J-a*ll AiC A^Jj (ji ^ <Lai^A 



** 

aA* (tfJJj LaAic jg klfl cilli ^ ! jjojVI Lai ./J jVl ^J-lM / J <K kl&Il aAfc * jJij 

Jkxj a$ j«j l-llouII c^a jll J j AjL^VI aK^JI Ja. Jl AjcLojJI 





L_LLuJ AjA2kJ ^>^.Vi jL t^L2kl J CllV J^IaII J£}*J (J^-^ (j-* ^'^J /^fuJl (^^>^.l £ 

.Cj! jjj±j1I *aa JS3 SjJLJI jtfVI j-*j ^ aKLJI 

^La jlaiall (JaC AjflJ^l tiLlauloal ^a^C JL*. JJ j ^ J Jl > 1 ^ uij V >( ^iSfb <-LuUJ V 



* * * * 

jS^flj JLk&Vl Cj! jI^j Jill ^ ^jj U j^i J^LLJ! 

LMR- ^ jj o-^ c . uSjj Lojj jl jij^all ^ U^j ^LoV ^l^cV Ajal£ll SjfaJI 



J& tiSLja M^j-^j ^L^V 1 >^>L*1! ^> J^li^yb UjP > ^Vi .400 



g- JaliL^yi JjU .AioSL eJJtill <,>J! JlAii^l 

j! a^X^V *! j^JI ^i ^jlj UJLil! Jl^JI JIajIuiI aJUI! 6 iA J c^lLjal 

++ 

J u^lj^al Jc. ^aJ] cjijll t> jj^I ^jLjj\ lift jSjj .aj^ ^Lj^j jW J^»jV 

S^JA^. ^jAilj (J^y'uo'uo l^jl Jc j ^j-al (j^-a J *L!a j^ a A J Li JJ -s V i 




> l^al,^"hrtl 

AjuUII AVJt JSLut4 

j! ^ jll <jj^1! Jlj^Vl j! ^IjJ^ll Uii Ujjj i±c ^U^l! ^11 JSLla j^ki 



(Jj > «o jj Ale La^. IajA^-J LuflJI ja.^'uha (J^S ujJ A 'il^LsJl dji^lAcV^ 

(j-G (_^ jLaiii 1 g jS3 cAajLLqII j (^gjJajxll (jjj cIjIaja^III o^a ^ jl ,^ jajlII L^j^IjI jl dijjljVL 
(j^u Jo Sjkj fyyjffl Ija JL , A\ (Ji^L Ubl^cl ^jj ^ U a<^\ Jo U jjjIj d 



.^aall Jj (Jj5 (j-G A^JjjJI ^Ia^LojI Aic AjuLjJI (jSLuLoj 1 



JUacVl < *S& I^JLSII J^all 304 



jaII I^a jl jj ^alli JUaII JjUuj Jc Lo a* A -\ J U^-g xaj-a Ail JalLul 



(J-G JJ*1\ jl JJ A^lA^. 4-1^. Split DNS jUajll *Louji ^iu£j A-lj^J J ill* 




1 JUJI 




ii-aj CiSpyi ***** c> cP! SjjIjI! ^ijbjii ^ o\ ^ 1 Jli^l J :9.1 J^- 

Aj&I l^Ij jIa^VI Al^a j f Ui qa J^Jl lift (jm^j .jjjK oil jj a „a1I ^jj^I JLusjVI j^JaI 4,5!^ 
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Open Proxies ^j^t filSjli 



-iJ-l^J ilia ^Ij^qj > v^1..^\i Jj£ jll ^,y^ A \\ ^ jj ^Jc. S ji^ll o^A ^l^c! AijjJa Aajxj <( ^J 

4 toll lAjliicL squid. conf 1 ^ a (j*u>> ajlA^JI 4^u*l jp dijjSjyi ^jjjUc JI^-g 
c fll^ Jj^ jll ^,vn a\\ <, . j2 aIc Ljajl ^j^j .Squid 2^^^ ^l*^^l Sj^liill s.iia. jll 



ialoj JL^iVW JaSa Al^ll Jib ^Ij^Jl ^UuJl ^jUll jhaJI jIjcI yjjU 



Open relay hosts ^j^t ^j 1 ' < iuhnW 



J jjj^IVI ^JjJI (JjLoiJ (j-a fij^ J^jV K. 1 > o J I fljjja^£ A^abVunl ^UlUj .lia. 

i^a^ll ^UiV tilli ^jjj^p^ll cJiitiuLj .spam ^ <LsjIaj11 JjLuj^SI j 



JjjJI JLmiJ jl) 4? ^UJl ^jj&ftfl r- jpia -ki^j 




(^Ull fja Jl ^ J^-jil ^ ^ SMTP c^jj^ 



^ ^3^) ^ ^^k-<Jl (j-a 25 ^lali JL^aiil ^.aJ telnet sIjI ^> 
c^J set local echo j-Vl telnet sbl c> Windows jj^j 



:(cjUUJI s^I ja t> t j£ < uj 



telnet mail.uzz.ac.zz 25 



JUJI ^ US) command-line ^li^ j*\ jVI jiu* j ^ J j^^JI e^kl^ l li! 

U*i J^u jli ( JU1 






MAIL FROM: spammer@waste.com 
250 OK - mail from <spammer@waste.com> 
RCPT TO: innocent@university.ac.zz 
250 OK - rcpt to spammer@waste.com 

J^u V ^1 q\ c> jSbU MAIL FROM *u ^USI j jll J 






550 Relaying is prohibited. 



AjaLial cjUjk^ C5 k Ljajl ^Sj-JI IIa c^j^ . http://www.ordb.org/ 



JUacVi < i.fc :^JLsll J^ali 306 



* * ^^^^ * * * * 

'(Exchange J Exim 'Postfix 'Sendmail MTA -^jJI JU J 



Peer-to-peer networking ^ ^1 



Jiil (peer-to-peer) «^ «^ jj <U j^Jl ^pajc ^hv'uot s^Uil <, . u^j (j^j 

JjJaL BearShare j WinMX 'Morpheus 'KaZaa cjULJI 



jj (j-G ^ti »qJ t o A^uollj <Ual<Jl l_Luj! j^JI ^J^j d]l_i2ik!)L-a yjj.jUJl a'iVu oaV 



^ f% J^** ^Ui^>Jl .KaZaa SAj^ c^U^ jj 



I 11111 




Partition Magic iiAja^jj fl:£2*iAj 4_uJj»JI ^ua. cdli 

Drive Image Pro j' (http://www.partimage.org/) 

.(http:/ /www. power quest, com/) 





44 44 



*iA cjjIS JU .4000 1000 ^ c> J^V 1 ^ J** 



US) U^La JS1 C5^^? ct^JJ^V 1 "^J^^ J^jl^ ^a^ll Jy^J ^ lij 



p >AJ , _i Ljajl 1^ > roMl 11^ d 1 U >n 1 t 0 JdH JjJl dj\ 1^ A U CliljljJ U >QJ , _]l cilll 

i^j VPN 'SSH 'Microsoft NetMeeting JS* cs>Vl ^jSjSjjJI 





^jl (jUjIoi! S^Uul j!) jUjIuiV cjj^ ^"uqaH U jSjjj ^3 ^^iill d . nil up? I 
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JILftVl ^£ :^USI J^ill 



^UjI Jc ^j^ ^ j A\ j*JI o^j^ cjIj jjk jl ^ . JjS jSI 




(OjjIjVI Cy) tulHi l^-ij '-ijmj JI1 ljU^jJI 



^ u'-^ £) j$ Microsoft Network <Bonzi-Buddy g-^ j& 

jfr CjUjk* jj^ jj L >o^J jj£ ^W-a jJl ^ (J^u J^lj .WOrmS 



(j^-oJ # C1jLo jlx^ll fi^A j|l a\'\ > rtU l& JJ.JJ ^a j£j La A^JjuJ ClljjjjVl ^ij-aJ ^3 ^iVhuJl Clinic 



Sjl«j] ClAja.^L-a ^La ^jja^'upaII jj JJC- ^jjat^a .la. J) ClAja-ajjll a^A <■ ■ Ua 




Ad- Aware j> (http://www.spychecker.com/) Spy checker 

. (http:/Avww. lavas oft. de/) 

Windows Updates ^Laj 1 * 



J^i* jL Windows jj-^j J^&JI 



.. ... 




Clil J*jU J jla. (Jxo^JJ ^a j£j tillil idljjlijyi J] AjlJJjoj <L^a SjjjjJallj xIaJJ AjJA a 

<L^a j <La j^. ^jiajC ^j-o AAjIa C1iLia£ Clll jjjia!ill o^A till^LuiS .MicrOSOft JJ^^ 




^jU^ g-^jj jAj Software Update Server ^^^»j^l ^^al U±kA 

^ cii^j t> lil^Laj Microsoft ^j^jj^^ 4 a£ t> Jj^JI ^Lqj 





^lo> ^1^1 ( ■ J Wn jS3 .jl^il! C^loLu J^Lk Caj jSjVI Al^j j^jd 

j! jjJI ix> jj cjUlJa ajUV ftjljftj DNS ci^l^ ^Lo^V aj* f 

L-iUall liA SjU-Ij windowsupdate.microsoft.com 

j£i£l! jajj AjII -Ua s j^l CjII^ UX> jldJ! liA jii*j . J^J! djj^ill 




.C^j jjjVI Al^j ja. jo t> 



jUaoVi J^ili 
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iij jliVl Jo Microsoft ^ jj£Aa cjliu^ Jl J Jl 

(Automatic Updates) Jj-^j d£jll ^^Jl j!>Lk ^> 

^Ia^. A! jL^a (Jj£ Jl a\I Jc f )n» >>» J jJ ^3 Loa ^)j£l jl^)j^alj aJ jL^aII 



(Squid) cJ^ j ^-^-a (J^* 1 (j-* i^-rt-s ?~>*i'q * J^ L<u9 .^'^ ^^^1 a^uoIIj aIi^IaI! l_luiI j^JI 

.Microsoft cabinet (.cab) j^j^ <^ 



; JLill JL^JI Jo Jj^jll jjSVI *>JI j±n 



2003.4.2 13:24:17 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 

*DENIED* Banned extension .cab GET 0 
2003.4.2 13:24:18 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 

*DENIED* Banned extension .cab GET 0 
2003.4.2 13:24:18 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 

*DENIED* Banned extension .cab HEAD 0 
2003.4.2 13:24:19 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 

*DENIED* Banned extension .cab GET 0 
2003.4.2 13:24:19 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 

*DENIED* Banned extension .cab GET 0 
2003.4.2 13:24:20 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 

*DENIED* Banned extension .cab GET 0 
2003.4.2 13:24:21 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 

*DENIED* Banned extension .cab GET 0 
2003.4.2 13:24:21 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 
*DENIED* Banned extension .cab GET 0 

2003.4.2 13:24:21 192.168.1.21 http://windowsupdate.microsoft.com/ident.cab 
*DENIED* Banned extension .cab HEAD 0 



J J , o ClAL ^J^kj Jt Jj^jll jU^I Ljajt Jjaaj 4^1, til ^Wmia 

§ J^aII t'**u Will ^A^a Jl r'llj^ a Jl t : *u Wi C'\\ £-ia^. Jjj^j 



JJ (Windows jj-^j ^Ij^j^ ^^VW) ^^Jlj CjL^a Jl q^jXH 





(J^aj V C-jUjoiV 4^a tiax^a Wl JUlljj <Ia 3^JI ^pajC (JA .ll^. 

++ 

(Norton Anti- Virus J^) J^l J^ ^^jj^l CjIi^ajj ^Jj .I^j 



^.I^a ^ja djli^all a^A £JjJ La J > ^aflj /o JoUa Clij JjVI (J^-k. (Ja LljIUj \ g >nqi t : * n,^*ij 




cfe RealNetwork t> j^^l ci*-^ l$ j^VI j**' ? 

.clii JVI <V> Jo U xSja Jl J^kl^VI J^UjI JL-jl Jl AiL^VW c^U^olj c^lWi 



(Dashboard j Konfabulator J**) j^^l ^jjjj s j^-all ^Li^ 

^3 till^LuJ V 4 K. Uo . 1 diLftvlxlual tjj^J ^5 Jill j tdlj JjVI ^ ^ J > o Jc AjA^g CllLa (jC 



1 3^JI Q^JC cjll^LuJ CjI jl (<Jj^J! (Jl _ft^VI jl jlfk.Vl^) <La j^ (j^a^)C (JA 



<>UJI lil l^dA jl cjllukai ^ £± Jt-m .(Ajjj^all c^VL^jV1£) ^ 
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Mac OSX^j Windows Jj^j 0^ s j^V! c^l jl^yi tf 



.CjUUall o^fc J^a t> C^JuVI ^ > J ^V 1 ^ t> LjajC 



c^pyi ^i^aj ^ Windows jj^j J^oJi >Ua2 



^l^i^u L> ^xJl l^jJa»j Windows jj-^j J^-^ t)^ c_±J _pJl J^aljli 
^VjSjS jjJI >iA lU^ .Server Message Block (SMB) j NetBIOS JAwj* 

^Jc- Aajxj j tdiULnll (J^j CliV j£ tj-a ^ TCP/IP ^ 

master <^*-L>^ o^j* 1 ^^ cAAh ls^ .ipaal elections 

l_lui1 ^LuoiV <-ajIL hVi^j ^ > ^i-s uj ( . 1 > nl ^ ^j-G ^g-uuj^)]! ^pajxiLoiAll cilbj .browser 



Network j^ja l^iLjj cilj^oj ^^jW cA*A j a£j"uoaH <UjVi j 



ijUjk^ll JLaJ Ljajl .My Network Places aI^JI ^alj* jl Neighbourhood 



-ii.inj cillil cLANs c >i J Ja LAxJ J-axJ SMB Jj^jj jjj ?*>^ ^1 




Windows Jj-^j J^-^ ^U^j lUj s-^' ^ <JS^' t> 



.^jU3! jl^J! ji A<^1\ ^ ^ SMB/NetBIOS ^ JL-jl uiSji 



Sjij (J^joij ^3 l^il ^jC l^C ^ jA^. ^jj^ ClijjIijVi A-oJp. ^jiajc <£^J1 a^A ^ g J Ij > n 

*i£ jILJ! c> f^U d^lb 4j^>1! CjU^ jJI c> j^S fJ S2 ,<±J 



4-Lal4lt 4 j * ^ niti c-i^ljaJ! ^ ZoneAlarm '^jJ r, J 



^| cjliuksll ^j^j ^ ^Vmi^U g-aUjJI liA ^iL .http://www.zonelabs.com/ 



CP J^^V^ ^ cs^ Internet Explorer jM jJ 

.ZoneAlarm ^l^^W Windows Explorer 

SoftPerfect Network ^ ^' e 1 ^ 1 ^ ^ c> 

lJL^V (http://www.softperfect.com/ ^j^ 1 c>) Scanner 
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j^iii .IjiA li* jj jjj£ jjjUj ^Uii ^ ^ jll ill* W32/Opaserv 

j,g > qj l^il t SjjSI ^j^-ojj Windows (Jj^^l ^Uaj a^jIuiaH aIjVI jjc- &j> jJI 

* * * * 




(JjLoijj AlSj-G (J^juj Jc a^jl jll AjJjjUll CIjUIaII (Jj.it-uii ojjln^ (_£Aa 



jj^jjj (Jjit-uuli A jJ^J .t-^aji CjjLa,^ all Jc <JjjjjJall JJC. CliLi^Jl (Jjir-ujj 



.gr^J^! J^A? s- 5 ^ ^ ^ Unix cj^j^ j Windows 



.Ail jikl dVUi^l dJa US U l^U 



Email forwarding loops c^jj^V 1 ^j^ 1 

tiltLoJ ;/JIj11 JUaII i^Ljl .ojjjS aJSAaj tjlj^l ^jj^a^luUl ^.1 (JjS (j-o SaJjoiJ lixi. 1 1 1 u uJJ ^3 



++ 

^ J! s^jljll cJj^ji^ 5^ Jjj^ j ^ » » " .Yahoo! jaIj ^jjj <jLa^ J 

4j.»-uj ^Lj c^-^^ J ^ . ^ 1 °^ ^A*^^ J Ajl^IaII (jc AjUc. o jj9 ^A^JjoiaI 

^ia^. o^lcL L-jL \i l^A ^ J^i^ J^Ij ^jjj Jc ^^JjoiaII d . il ^ju # Ja^9 CIjjLIxjx 2 

i^jjjLo^Jl tJJ^A yJJ (JjLuijII Clilla (J^jj* jLo ton > o .tiSJl i jS » j 




Jjjjlaj SjjLoll o^A c flUjj 4£jjoJ1 t.\ jAa ( . nVn (jl L-JA jJJ .^^jJaljjaj cJ^j^J S^lfr L^ijJLflJ ^jj 



^ ^^aUl ^Ioj AijjiaJ AJLiijll A-uiJjjJ J^-^*^ ? SMTP -^^>^ ^ j! Ua^J 





# dljljlxJya 650 ^">^> ^JJ j ^j^aljSVl ^c-iuij C \\ ^y^W *^J^ (JjULq 
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JILftVl ^£ 



jj sic! fUaj University of Moratuwa I j3l jj* ^ 

URL 






* * ^K. 




i.lVinifl Jj3 (j-a 1 g ilia Jl^ S^jujIaa 1 g a v^'i aJJ ^^g^l l^Jj^li ^lill 









(J4 J-^J UJJJ^-^ j^a Aa^JS ^Uail) li* J^u .crOIl job ^L 



* * * * 



Jj^j^ jj^ ^^^i^W ^^J^ J^l ^11 Windows Jj-^j 

IS FTP ^ULJ! Jij Jj£ jjjjj c^UuLu ^ jl^j ^1 L_aL ^ ^JJbj ^illj FTP 



:(c:\ftpscript.txt H ^ ,iA J ai J 1 ^ 31 



open ftp.ed.ac.uk 

gventer 

mysecretword 

delete data. zip 

binary 

put data.zip 

quit 



ftp -s:c:\ftpscript.txt 

c>^ Windows NT, 2000, XP Jj^j J^ll <^ c>^ ^ ^ 

Start > ) aJj^II c> ^ lWI V^j-^j transfer.cmd ^ 

^Ull U£ .(Settings > Control Panel > Scheduled Tasks 

.cron j' at ^l^L^L Unix l>A^ J^^^ 



jUaoVi J^ili 
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1^ j^. AjII Jjoj^aI! (jl^ (JL^. ^gi <La j^JI jj^jxl 4*u'*~ia dijjiijVI clAiLJl 



Windows / CjUUII ^jl.!* JJj jIjc) LS k±u cillil .ajL^II j-^Ja 



cjULII ^bJ t> jj^^i^l ji^L ^ ^A^JI Samba / Web / Novell 



S j^l c^liLJ! JUl^V sj jl! HTML 3,ij>^ *\mJi LjJ c j£^j 



all C_kLJl cJ^j) ^^^^ C-l^^J t dAiLttII Jj^ol 4 > ^il Ailala ^ l^cl^jjj 

l^jLk jl 4jk a\\ tj-ajJa jl a^Ua^l 4 £ *J ^ill j t flLlI li$J URL (J^ 




^ill j FLUFF (j^^ o-aUJl I « A hi c_j jLjVI I^a Jjjkb University of Bristol 



gijJI (FLUFF) ^\ Sj«S £AiUI j,>j ^IS^J 





^ l?i JjS t^V c^liLJl Jj-^j .http://www.bristol.ac.uk/fluff/ 



^Ac. S^j^ill (jj a, Venial I ^IaJ ^LjjVI l^A j;fAJJ all I^A jon^i l^il (J> *a^J 





.Apache <j**M mjM <*^j Python 



10 



^^oll S^u CjX^ jll *Lb ^ JaI^I jjkil! S jiij tdli 



C-jJUJ ^J^XJ (JJJ jJ Jc Jx^afil 



JUJ! 11a J S^l jl! JSiVl u^j aSjUJ 



j' ADSL CjL&L <^ c£ j^j uKiun JjJ! 6 iA ^ '^At 

++ 



^ dii^ 4 iUU L^i J^j JljU Aj^^I ^jLll^l c^j jSjVW J^V! u 1 Vj . jj^SSI 



ajJU. Jojj ^ Macedonia Connects ^j-^ J^j^ pj >^ 
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Ajj > 1 A-a j^Jjll ; j^Ull Jj-aall 



314 



.LpU aj.1^ jjo ^»a jiij a^j t> 



ujj^ t> r^i 5 




j^l fjki ^Ijll ^ JJ^I lift J VI . JllJl" JaJI <J cy&i 










l^Jj^u j aA^lL oJj^2k ^iUj jI£jj! t> V cillil t^i jaISI li* A^ j^p ^AjJalaa jll jxll 



l.Vurt^ll ^JjxjjiIII ^J^aJ ^l^J (jL^jJa ^9 A-i^Lajl (J^ol^O S^C* ujJ 





A^l\ Chi 

l^il^Alj I^jUUJ AauJalj Aj^j Jj^ Cjjoj A^lm^Ui Ci\<>u : «\\ A-nllo jL j^ki 




?Aj£Lj!>U1 a£^1 6^a ^ j^j-^^ 

* * * * ^^^^r * * * * ^^^^ 
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c^UkLJ! <±JH JlaVI 4k- all o /pb \ll c^UkL* uijj c&U! 



<L&j1j A\\ac> A a\\ (jl^J jjjiaj AjLoC (JjSj (jl i 1 jAjujj t-a-a tpjjLuiLttll AjjSjII Jlc 




Cli^allj ^»j5J q\ (J-axll (3^^ SAcLuiaj <J jVI 4 A(g rail AjA^j A*j tililc ^Ju *n .a^j-alui* 

Lo£ .ci**-^ 4lu ^Jxfll jll <— ■ J^>^ 4 A(g all aAfe (3jUaJ <_£Aa 




++ 

UJbj .4-£L^U! a<^\ c^UaL ^ iff , nj a$ c^U jl**ll ?tIa^j ^1 c^L^>l! j 





Aj^ouII dilc j^^ aII 

4 ll^ ^allj i"Kjw.l> 

•* « 



JAJ <lajjjl jl J ^hV'uolj jl SMS SjJj^aall JjLoijII 4^A^. 



^ ^ .Voice Over IP (VoIP) Jj^jSjjj ^j-alt 
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.4 '^^ AilS (JsL <J j£x^ 



J!>Lk ^ A^ui *UJ aLlL^I I cjI jj^II JU J Douentza I J%j^ ^ 



AjIa all jS^Jl ^iC. djl .fthi a\1 .1^.1 x-g ^jAaII l^A a^'i^l t 4 jIa a Clal aIVia o^C x-a ^jjl^Jil 




.Bamako j^A> J J! j*J% J^j) J) W 3 ?^ ^ 

++ 

L-ilkL ^jj^iyi ^jA? jsjj 5 ^ t> J^jV ^js-^ Mopti cs^j^ J! 

* * X * * 

S^xl Lib jJI liA jc ^jUI! Aj^tuVI A^liVlj lJjjL^ 

Ia i 1 jSjj Aj^joJI i ajIISjII l-jL ^xj -IaxjII ^ jljll J^*^ .^-^ 

^j^Axi A^q^ajJ ^jLojJal ^j-i^L^V^ s-l^^iill O^ 0 ^ cs^) 



5JIa-o V (Jjjoflluj l^jLi^k (Ja^j ^la^ll 



++ 




liA a^Ax^ J\ ei^i ^sll cj%kili tj^xj I jjL .aJjJ! JL^jVI c> 

++ 



A-gIa SjO-o IaI ^ >>i j Alii (jjJ dijjlijyij jL^ajVl J .^^^ cJ^W^ Clil^flaJ j SJjjIulaII 
t J^.JI ^^3^ L u ^ lU '^ ^JjjoJI djlAjlol] A-lA jJI jIxjoiVI Aijx-a ^f^aJ UiAic 

^jl ^ it J *n t AjSlua^Ul A^fuJl ^ J^>^ (J-^l fA» J^*^ ^J^-a ^aUaj ^.lij ^>fixj 
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^a'K all lilljjjj] ^Jl jal j^JI ^Uaj jJjiaJ c-UjI LjajS ^1 Wuo .lA j3 jIuj ^^jI! <J.jl > ^J§V I 
^<ft**i^ all JaLoiji SjJIaaII a^A ^ j jj J^llillj ^jjAaII AjI^J .jIa 4^ uoll e-ljj ^ 1a all 




?4 «ajflll a^A (j-a ^jjAia 

y^jxa^klauJl jkj <£J> j ^jjL^aJflVl ^AjaSl a^A .2 

++ 

?ajjL^SVI ^1 jJI ^ L 3j^U aJUI! CiLSxII l> ^u JjUj Ja .3 



<5^ii u jji^ j&\ ajjL^ssvi jail c> Aii^Vi ^ u^yi 

++ 

dJjuxa ^gAc til^Ljl ^jLalA SjUj 4 toll a^A ^(.jaIuAj tiljflaj" J j£j ^jt£ 





^jI^J! c^VL-^V 1 t> %l^ jA* 3 c> ^ j^V <£&*L*" jl ff %2 jiJ 



£3j ^jl g.1 jq> ,*-»ll ^J-^l AjIa-oII Jjl j^Vl CjLj jj9 jJ /-fl 4^c. jll .jjc ill* 



A*j aSjjAII ^ jiaj* .jfl . jIajII l^a-nl I^jII ^\i > ^U*i jjc jl jJl u-lkj <^j1I £§Ija1I j* c_j jilL 

(J5U .1^.1 j jV J-J MLjbUj) ^f^JJ J^*-^^ f 6 ^^ J^J (j^*^^ CllLa^Lt^ A^Jajlj (Jl > ^'iVlj tilli 



CjIajIq ^Ijj^j Ajj15Lo1 jl Saj^JI (3j1 jiall lP 3 *^ jW"-^ ^jW'il J 




2.4 ^ jjII ^"i Vi.nl <x^> AjV jjjj SiaUll CjUjjJ^Ij jjj! jail jl ^ Vjl &i .^UScI 

^j-aj^kjj ^^gic J jj-a^JI j^JI o^A aI^aIjjjI d ■ lliaJJ V t ^aJAjJ ^11 4-^.L^JI cJJ*^ j^jA^jr> 



al^luilj iliLa Lul jS jl j^Vi (jjjl jaII ^ajoij .AilfLa (j^j^i jj ^gAc. J j^^H < . illajj 



^lyil ^lJ1£j1! a^aU o^jjkl jj ^ jaj <^ j5^JI J VI <jiLo^U! cjISj^II 



/Jc- (jjj^lall jtn^ ij <"n^ A-jjA*nli xjjLuIaII (j-a JJJ^U j^-^^ 1 (g l y > J La-a jjjAUljc. 



JJAwjJ 



** 1 ** 
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44 



^.J^ jS^JI ^Jjljl jail l J^^)^- ^ r'lKuoH ^£JJ^JJ 



Lu9 U jJ ii-aUll J j ^u^i .Voice over Internet Protocol (VoIP) 



* * * * 

Wireless Internet Service ^i^^Ul ^j^V^ ^^-^ l?^j>^) ^jL»^j 
c^U^l! J c^Uai<J! U jLuol g^l ^L^>1! j (Providers - WISP 






44 44 



C5^ C> f^J^I CS^ ^ ^J^» l^J^ ^J^> (^J^ ^jljU jSlj- 



** 44 44 

^lijjl d . iu>n ^g-^jl^Jl JjjAill d_a9 jj ^su Liajl ^jaull ^ jljll S j Sj!i9 



#C5 i^>Jl A ^ d"il AJalLo £a (JjJa9l cJ^^ ^^^J (jjJL^J! ^jjiu^liAll ^ 4-ilc.li 

S jail Jalaj d . il» juol j ^jjL^ll ^)]aJ A^.^. j ^ja ^ uafll 'nil £jJa jll JjK'i Ij^l d-*Vi^x\j 
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^^^^ 

^JjoiI jL^ajl jj9 jJ ^ ilia tj^-aJJ jl£ UjjlSj (Jjn^l \a\\ L-13U .aJ UIjaHj AuA \\\\ 





)jg vill ^I^joJ dsl jLuluiVI ^ j^j-" j ^jSLjiSUI 4 toll $.UJ A^jiUl dAj j^J 1 



C^l^jj cilX^Mj C^V^llj C^U^JIj jrjljl! iatfj lJlJIIjj UaUl aJI jjaJj 

JL^iVI U»Jt£S iiSL^I aI^J! j^LJ jLuinl ^ 4j1c C5 Jt_m L J£ ^ 

* * * * 




.depreciation ajL*II o^a .l«J^ J^W u^j^ ^ ^ J^^ 



l^fLall (JA (jl^JJ ^ J^J^ 16.67 ^ J . . 1^ U . 1 tM (j\ .(^IJA 



++ 




.^Sll SjbV JlaVl 
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* * 




I 




LJ31I 




til! 




Ajj jUI .til jillj o^jjall c^Ui^ 



AjiA Ail ^ ^juj^)J1 






I 




i 



f 



J 

** 

^)jlliaJlj S^LiaVi S^g^lj 

(jU^I 






ij .Uj^II ^j^l! ( >j a CjUmjII ^ JiUaJI ^ jL\ S jl^u jl t <^^U! ^ 




321 




jLaaVl dljjiij^U AiK-G Alj^a j t . jj (Jj3 ilia (jji^J a\1 ^a"^ all Cj 

a^\1A\ J jLJ! Jx^al ^ djj d^J j Sj£u*ll Sjj^JI JSiVl 





++ 

jc- l (for; > m UijjL^l! j^kj l-ix, a i .jjaull ^^11 j& AiK ji^l i^jii Jblbj 



^JtoJj JlLp^l £^ Sjlc- ^t«^j3 A^JjjaII (J-ji-uaJj AjLlk-al 




d - \\ J dji -^'i 6^ J^. ^l^jj .Clji ^jll uHll A-lAAl ^0 cJ^^ 



u^l 802.1 lg 802.11b ^L,^! JjVl J^l c> 



^^^^ 




a^UII ci^j lil cilll .bill ^ tdb 










< 1 Mbps 


1997 


802.11 
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5 Mbps 


1999 


802.11b 


20 Mbps 


2003 


802. llg 


23 Mbps 


IjL&ii! t^a^j ^ AjSJ 1999 
2005 ^ jSi 


1 802.11a 


23 Mbps 


2008 ulji> 


802. lly 




ClLaAkll jj.il.uu1 j A nil jui ^jJaJ (jl liljlajj l fljIx^aJ j AjA^j A*j tiLlc ^ it J *n 



L-lulUj ^ A^lj j liljLjA^. S-ljAJJ ^gJc ^LfrJJ lilijLj SjAfj (_£A<a (J^J 








£JjIAa1 tcj^ Jjj-Ojll S"^^ 1 ' J^' Jf^ 



CliVl^ jll (jlaauj oA^IaII a-oVIS SjjAII <J jAII C \\ aW\a\\ ^pa«J ^jjC jjIaII a > laJJ # 4^A1a11 

11 



*W\a\\ ^aVl A^kloj UNDP cs- 1 ^V < ft^"^ f^Vl g-Jj SA^ldll ^Vl c> A.^s 

cuUkU! Lj^I ^ jilA\ .(UNESCO jj) fj>l!j 4iUSll j ^J3D 



<JjAS! <^ SAa^all CuLV jll <JlSj Jla <JjaS! ^lil! JUa ^ A>^^'\A\ j^J! 

<JjaS! a^jjIS aj>±£1\ jllj DFID S^uti <Jja!I i^mll S J Jjj USAID 



323 ^j-s^ : 



^f^j Gate Foundation o^jte CjL^>J1 Lj^jI ^Ua .CIDA 

.<^UJ1 c^l£j^l Soros Fondation Netowork o*jjj^ 



++ 

.A^ailliS! 4jLsJI Jc Jj^aall lift <J j^J^ ^ J^ 1 L$ 4^1^ Jjp 

++ 

a^A JaJ > on liA JjL^j t Jjj-<ull c> S&x a CjleljaJj ^cljS j^>>i jjc 

a^A <Jc S JJ 1 -^ r*^*^ ti^S iClil^l J^-VI j ^C-IjaII j-a S jjIsIa] 





4jUr. J^lk Sjlc ^jjc jjIaII ^ j£j .A-LoUSl J jJl J Aj^Lo^UI djKuoll £jjIAa $.Ujj 4^c. 

sals (RFP) gjlJM j^ j^jj*^ f 






qjh LA jjp j j^Jl JAC- CliLJaiAll ^jjiflllij .AjIjLujjIj ^jjIaII c_fll^Al l^jJajSJ jll 
1 ^ Aiiflj ^ ^jj!iaI1 ^ j'^ ^a \\ CliLil^ ~j Iflj j^*"- ^j^c-V^ l «J^ ^ AjI^ILujI \ ^ ii i \ <qj3 CIiLuhoi^aII 
CjUILII jIjvnV ^uaHll I^A 4 •> JJ j Jc ^jjlall Aajxj IsLji Sj^a * j^l*-* Jc- 

.<jUA1 jjU jL,Vl Ii* 



t>^jfj j^j^l (j^jjill ^ cs^^j microfinance Sjji^all fejUiAl 



SjJu^JI ^jULJ! c>l J\ jU) 1 L^ Ui J^^ c^U^J! 

ACCION JS- i> ^ ^ u'^ microcredit 



C5 J& Jj^Jl t> p.! jiill JUoVI ^1 jjj ^1 jaVI Grameen Bank j International 



jjU^I CjiU>l! Jax^l <^Lj Jiai Qa ft jS! A^Ull 

^13 jj CjUI ji jjjjU JLJI JauJI t> ci^il! ^jl£ol£ JLJI j^l jjaV 

++ 

a\ Jc ( jialjSj L-llL ^aJ^lj -^Ij^l ^ J^>^ jl -}j3 Jc S^lc L_J jLaiVl l^A jia^ 



Jc AjSLaa^Ul C1j\£jjjJ| £JjLL<j (Jjj-<ul Sjjiu-all jLuLol I (jlaljSI Jc ^LucVi J^ 1 ^ 



CS^ L>^ C^^^J t> ^ S J?*^ (j 5 ^ fP* 2 ^U*J j^i Jjlc 



*Lij!^Ul djljg^AjSI ^.Ij^l ialj AjSLai^UI 4 toll ^ jjj^» cJ^j- 0 ^ l_i1c.VI 



Jjj-<ull ^i.^'uoi ^j-a a^l jj j^-GJ jj3 CliVl-^ajl ^ JJ^ l5^^ AxoUll J jJl Ia^jI j3j 



<1 a cJjj! jA ^Ijjudl o jj» > ^ili ^jjLjIaII ^jlaljS! jj (J5l^ ^j-a A_ilc I jL^a (^^1 



j^V Ajjflll ^ijl jA J^tlj jA ^ jib .ljjI j^l! a^A Jl JL^jj!>U \i > ^> j AiUialj 
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^jjjxnunall ^J^3 cfej^W cs^*^ (J^J-*-^ (j^ 0 ^ f > <aJ) 4_^.11a11 (_£^>^n (JjUjjjII cj* 

^ jpui juii j ^j^L (juii j*j &\ LojUI jjjj^ u ui& jjiiij) jiVi 



;*»* 

HulluJ 



1 

+* 

44 44 



J jLuloiVI JaLkA ^lijjl ejlc-Vl Jc- UJju ^LLIolaII jjS ^jIj! a'TuoI AjIa^J 



.clij jSjVI 4^ ^hVi.nbj ^lii^l j cilajU^ S Jb cil^uj tSllil 



4 toll (Jjjujjj 1 g C5-^^ ciil j^aI! a-^ j A^jla ^jJa i^jj ^ (Jat-uuI 



(jj^all ^jjj toVi (jjl jill j diljl^Jl ^L<uj j Ajla> all 



jiaL^all j j S jail j C_fl*jJall -Lllj (JjlaUJ ^C^i CllVl-^JI ^ 

^ ^ .(strengths, weaknesses, opportunities, and threats - SWOT) 

(j-ajall ^ jUll pi qaj (JJjali ^ "a jail j c te > ^11 Jallj ^j.^'ij Jjlaull 

^^^^ 



^1 jj| Jo <^ jUJI jLI^aIIj (j^jflll JJ^i cil^Lou U jjjki Aicj Jl! Jaliill J) 

44 



.SWOT jLI^aIIj o-ajillj S jflllj c W>^| Jatfj f Ul| Jo JU! Jj^l! cilj 



jfovt a\\ a^L^aII J jLULaII j 
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jjl jJI L$J JSj Jll *il jJI ^-a u • 



J^ij 4j djloj y; ill U 




jjl jJl ,-A U 

++ 





l^J ^pa^yulua ^lll ^ a\1 ^A La 



++ 

ciL&aj Cj! jjkil! <^a U 




dj| jixkll j!/Lk l^lJajxloil ^^jll JaI jxll t, ■ it Vim <( _^jLkll j ^^LkWl JjKMi CllLlkxA 



A-^.L1a1! (JjLLujj ja3 jLil^.1 L_t^j ^4^1x11 tiSli^jjl jluil -Ij-i^j J tjj^ A^jLoJI 




++ 



cs^ Bandundu j^j^W ajjUII ^jSII ^Vanga ^2 



(j-a J '^J^ 3 ^1 (e A J^V^ ^ Jjj 4-IjIAaxaII 4 uUjSlI j^)jaUA 1 g ni> >il 

* * ** 
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JS 2004 <^ J J^ .V^ j-^' u 1 ^ J^ ^jp Ij^ja. (/ill c^jj^V! j 

^ USA'id"^ j^I *K jll c> ^ J W £ J 1 ^ 

JJ t> Uij^L VLSI JSjJI J j^VI aL^j c^V .£ .4Jj>^1! ttlalall aiA J 

* * * * 

JIaV ^LojuiSI ^ A^su .( J-^ 1 ^ Jk j*) 4jj£1I J <Lalxlall 



^ hf- V I Jajoiall 4-iia*!il I^aIuia ibj-aJ ^^^a! 




t 1 j Lui^jfl j I \jujJjuj 



Jc- .2006 A*^ J^'j 1 J *W"V' J^ L^ 1 ^JJ^I CjUftillj Uull^il 

1 ** 



s^c t> IjJ ^Ic 4i\ VI ajjSII j£j*ll UlL^I Jll <^JI ^Ijall ^ jll 



J^J* S^Ujl S^J^ c . * ^ 0° ^ J dAaiill (j^J^I Sjj^ia Jl j£j-<dl l fljllSj A-nJ 

4 js jJi cjUsj t> jjsVi J*«fiii ^ j^yw ju^yi ^Ji^j jiiija .^ui 

<Ljnj JL^jVI j2j CjUaill (j^uaial S j£lu J-ac ^iUj jUj] ^ ^ V j 1 ^' ^ 



41 




,UL«V coj jijVl iiyfl j <iijt£3 :io.l 



JJ Jj^jll VSAT ^oli-JI jUabU U^j Jo jjxJ! jrjljll J^j^ ^io! 
dujiijVlj JL-aj^U aJsaUII c LIISjII jjL^Jil S^js ^J^ 0 j E^^^ E^ ^ ^ .^-^J^V^ 

<L^a j AjJ^ll o^A J CllLJala S^C ciljUijjj Clli^. IfrLi^j Ja aII x^li^Jl Jc t Jir > ^ij ^Jll 

* * * » ^^^^ * * 
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S^C ^Uaj .AjSLd^lli t"iKuoH viijLoaj ^ajujj 4-*j!>La]l A-ij ^jl^ll ^Aull ^ JJ ^l^a 




^fl £ jjLJI £ i ^UJ j^JI j! Jliali liA ^Jal jll Qa 4<>u*\\ <x\*}\ 






DakNet J AllSM S jJjJl ALL :10.2 



First Mile Solutions' ajL^II l_a jjiJl ^ fOtiJ jrij^j ja j*.VI Ullla 
^-^j 'ls'j^I jW^j 1^1 jjj ^jf^j cij^ ^ ls* ^ L 5fL .DakNet 



^ ^1 <] jjl j]i 4jU^ a<*u* ^ DakNet ^ ,^>^i^l ^ulj^l 



IJ4jVI A^Ajjj (j-^a Cll^jll j ^gJj> *^^)^^ J Sj^x^flll A-U-saill JjLuj^)51j /-J 
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jjj£]yi (JjL-o^)]! JLjjjIj 4j^^<Jl ciiUllall A-^JljtAj ciijjiljyi (J > A\ a j-a 



^jffl ^ c^U^l! jAjA ^ ^ Jisll JL^yi ^ DakNet £^ ^ 

44 44 




44 






11 




jjh jLjS^i J' tilllL^a j c-liJ Jajia^iill J ,^ -\\\ (jc Jail I lP 3 *^ 



<J^l >L M ^ J CjI jj^l l> ^j jj Jl iUAc citli 4_£L^U! 

" .MA^j cifcUa jj tfj ^ jl^iV A^-oUJI ^ ^ jUloVI 



dill jLa jll Aj£lu^Ui l"lKuo\l £JjLL<a (Jj^aill l^A ^a^J # <L^a j <1a jl Cli!>L^a j JoC- 



AIaIxII .llll ) cpJl 9 f A Ah\^a\\ ^\ <uA\ /'Li ilia ,hh>i LbaJ C_3 ai^. ol L£j \9l C_3 )C- 

J jJl J IAjIxjuJ JJJ^J l3J^ tjLoSl SJjjlufa&II aJlLjaJl I fllSLoa (jJA. J 4-llxll 4 uiAJ 

^^^^ 

++ 
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aAac Cj^/U y^UJ! J^xil! 330 




^jjljk l^al'iVunl ^J*>LJ1 JJC. ^jaS dllil 1.1^. A^jSjj 4jj-^J jj Clili ^1 ja 




Routerboard £ s^Vl j^s** 200 j ^ 90 ^ J-^ c j'j^j 



o^I > c^UV! J^j^l Al^l UnoV! u^j <W£L£< j 200 j 500 



jjj-<u] 4 j^jaIIO ^j-£alj2»J tjJaji L-UjliV^ fi^A jf-^ .Ajj^JI (J-alj*ll S^Lja-oj SjIIaa A^jlLa 






L^^^J 'c^J^j^ 111 ^ ^! U :ll *^ , Jjj^ C5^J^ S J-^ 

.ajSU^ui cjIi^ji cjUILi. ^au ^ J c^^ui t> ja? ^ 



++ 



.jr jJ! 4^j^ 
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^l^j) J 4_iaaV1 (3^1i tj>^i*ic <j£Loj!^U1 r*iKu J Mi ^jjLLo J J^aII ^aI^aII 



jo J^ all ^i^l 4£jLLa JU. J jajiloa j A frt\\\ £ jjaUI iiili 



,t*ill dJ j">j*il ji^yi (_^a^.J aII jj^ii j ^Iji^lj ^Iajj c^^^ uj ^>f"^ 



^^^^^ ^^^^^ 

jjAaII Sjtal J fil > >ir.l£ jl jj J nil > ,1 ^ jjll 4£jLLa ujI&Vl Jc 



jjfl JJ j-a J jJcli fal jj j J "> * JJ V * a"i-> a\\ aA^jdW AjlIII jjj£jj Ia£ p j u!oa1 




CjIcLoj^VI <jU1! cil^Aj .ciljlik jUlLl *Uj1 jiaJI ^jj 4j1c C^JJJ 



CIjIa^JI jjl AJJ > ol Jc jj-AlxJAll *UjoU 1^j9 ^jiai^jj Jll r'lU aII J jj^jiill (J > laSJ 

^ULjl ^liVI ^11 c^U^a! Caj jjoV! CjUnVi^ AjJj1S2 CjU^k j^jU ^ajl! 

++ 

J^ t jjj^ ^aj*j V Jl! cjlinkil! jA U jjoj clij jSjV! Jo jA j^-allj CjVUJI 

++ 

J51 Cljlknialill i ^ lUjuol jj^ Ia ^a!1^a1 A-n^j ^aJ^J (J V .Se JJ^aII (J^ j>^»*ili 




SJJ^ SjSfl Sjlc 4jK aII ClilaLAJA aII o^A c^IIaj V .^aI^II ^J>1^JJ Ia jj3 jj jA AjjSjII o^A 

j£j ^Ia cjUjSjS! 6 iA jA JjIL 3li cillil ^KUa JaJ Aiu^J! cjUjSjI! jIa!^! 

# Ia^j! j3 j l^jljjjJaJ d . >1 » juol Jc ^a"^ aII Sj^AJ AjjjLo 



^jJa jll jA ^£till Cla^ji I j! <A'& AJ t dlLo jLlaII ^a^. ^UjI A-llc (Jx^^lua Ia (JS jA (3^^ 



jl ^Uj^ll jiilja Jc ^^LV! cJki j! Jlial! Jo Ia j\ aZj^ JU1! 
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(j-a Jjalui^l ^IS^jjJI j ^jjc.^)j1a11 j j^aJl ^iC. ClA aW\ a\\ j£ (jjj 4J£l*JI 



^^Ac. L_flJ*Hll (j* till V tillil .P^lfi- JjJ-oHl! J L_JJj^ill j djIjOflAjIl (jl^C«V (j^C JjIaI I J 

^'\\ lal uaJ «^J^2 L>* CJ^^ (.5^1 p J^>d-&JI fiC-^ (c* LuiLu ^!ill CljUJaiAll 




.Windows XP jj-^j J^-^ ^UiL Pentium 4 ^WJl^ dj|i S-i^l <_lJ j^l 



Ian Howard - 



333 ^jVU :j&> (^^Ull 

jSSjxojj <J hi < in j-ua f LL jjP S^Jl jjL^j ;4Jl^ 4-ujIjJ 



^AaII Jc (Jj Vi t oj t A-iJjtol aJl dil^fuJl ^jjLuia] A-iujLiuJi djU^all Ajjit > ^j-a ^jjj Lla 
iL jAj ^la J^A? ^JjA 1 ^ lU*J V (jlalia J A-iJj^U. ^lui ^Uil .lixJI 



iVUI! ^ Ji* J UjIo 



£a ^C-bVI tluSS A-i^J 4 In^A -iaJ^>i J ^W^j (J-a*JI (j^J* L>* OJ^JP*^ L-llia JaS 




(J-wtll l3^^ JJ^ .SjjajlaII ^IL ^ L^aS) J l^c j3 ^-ojj 4jjAa fl^>*j . Jbd >^»\i 






parasitic wireless 4iL&Ial 1 4j£Lu5U1 Aiuil! ^j^j ^b 
LoiLoil ja. ja ^j-g ^^LoV ^jjsj Jc jajII I^a aajxj .^a jaII 11a J model 



^1 cjlill Jo bUScI jl j^VI Jo ^ull e jljll JSj- SjJ J J^ii JSI 

<J jVI t fljll£lll ^> (J^aaOjaa OjUlkl ^ill J^Jl liUil IqIC jjloSl <Jj§ ^ <Lj-aJ 




^7 



CjU jkJ! c^Uaj cALLij <j o^L V hie a*U\a\\ cilbl j^J! 



J SOTELMA J^3^ ^ V'n>ob Aj^aLk djUlc. <fthir a J ^^kj dj!>L^a j § JUaII 

^JalioIL <jajl^JI f+SS^ Jnjjl jUSVl jU'iVhnj jlilSlj Ikatel 

£a AjjliAlb jj^ AJjAa ^Iajj # j^Lib AJjAa Jl tilli ^xj J Jll j X.25 J cJ^^- 

CliLa jLl^II Jj^ -0 (j- 0 J J^*-* Jc- J^-W Jbi J (^JA.Vl SJjaull ^jAaII 
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^x^Jl Jslaj 39 j OpenWRT J^SSM ^U^l LaAjhel Linksys £ y t> £ j*j 



^j^VI c^iuj <ji aixJI jrjljil jl^ UaI^J bridge mode 

(j^jJa -iaaa (jJ j^Ia JJJ*" 1 . 1 lied # ^eh^M Clull 4 Jaa> a AjjL^s ^gAc jllal 4 uiaa> ^lijjl ^gic 



^ .{http://hyperlinktech.com/) dBi <^jj3jj^ 14 l£ 



< inn 

*** 



* * * » * * 



44 44 




44 44 

1 •* 44 




dull 4 a ^j-a 4^ uottj Jj^al^ I—LuAa tjjj^J L^j^aI IjV 30 iillj!Ljj| 



jjUjSi ^ ^uui ^ ^ jj v c^iivi ^ii <^ t a±& * js jji 
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^I^joj ^ L^Slikl JU. ^ /-C-liVI Clull <Jaa^> <L^a jll Jj^aS f > jSj^ll liA jl^b 





335 c^/U g^LJ! J^l 



.4 till (J^iij 




Lia jC AJjAj oA^. j (J^jjj J-axll (3^^>^ S- 3 J^VI i^A ^jjj ,IaI^I L-kJj .lie lgJl\n>til j ^ jljll 




cIuj! J ^jj^l! li* J VJ lJliKi!! g'^'W jUoVI jciall CjI j^UJ 

^-Lall JJ^illj J^ll t> ^ p jjJ^l! li* < ■ ll Lu Ail .cijjtll Jlo ^fl c Jli, 



j^VI j 1 ^ cJ^VI cKl! jli j^j U ^ c^lUJI aj^x^j f^aSlI Jl Jj—jH 

. jiVi s^uii ^ 



Ian Howard - 



LJ^J jlfi. ^ JTjljU J^J^ L_J^JJ 2004 ^1 f 2 .U^ 1 ^ C> Ufi-liSjl JJ 

aj^a jj^I (j jSj > o ^IxIaII aSI ^jL ^paljjSl C5 Jc roll ^a"^ aIS ClaUi jj9 jJ 

# Lalc j A-\,^ J&\ filial j-a ^.Uj 



diJIj ^Vlj CD-ROM ^^11 jSVl c> ^ j 1 *^ 1 I^a j9jj 

Vila JS jJ! .c^U jLuoll ^UVl Cij j^VI ^liVI 

* * * * 

(jjj^li J ^ ^ > uLa j AjUUa j < . Lual^^ § C5^ c ' L^J^Jj \)ir ill ^^1^11 Li^.ij-<ij 

J^jujj V ^ AJjAaII ^jl^ j^^>^^ ^ i A T La5j ^1 j^l^) jj^j^sj a!\ j c_fljlA j 




AjjjJ La£ t^lilll (JLocI ^J<ft^l (J^J-^^ i m ^ C ' ^ J 1 " 0 ^^ (j- 0 ^1 J^^*^ 
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Jjjaj ^ jj^il ^o^-j Iaa 

CjX^j AikioSI ,J jsjli .VSAT ajcLl^S! jUSVl jjc c^j jjjVW 

++ 



^ j J>aj ^ Iaa tAiKJI Ajc.1i. ^11 jUSVl AJ\n>.^ tAjjjjjVl Sjlil! (jlijVl j 

^gJc AaJxJ ^^jI! dujOjVlj (jLk^ajVI £JjLu1a ^ja (jJaliAjl fi^A .hhn tillil .^Jj^I 



j] ajj^ji ji^yi f>iA ^ ^giiu .Lj^a jVj^ 140 ^ 




Jj cUxa ^ j^)Aa31 c , jlj Alio jj AjjI^ ^^>5^ cs^ 0 ) ^-^J^^ L3^^ ^ 



** * 




J jxj ^ j^AaII JIa£V ^IxIaII j Cf ic ja (Jili <ja J)^^)a11 CliliLuiall jj9 jj 



jjj jlll !aj jUul^VI loA (Su-U-Vl SaJl ^gi^ ^ J^j) JaxII JjS 



j kljAl! Ac (J^. 1 JaIuia AjSLu^UI djl^JjgJl ^JjLjIa t . u£ JJ (Jl jLo 4^3 jIaII 




1 a jbaJ) 



LuaLuJ ijC jii^J ^glll j ^gdiVI dull 4 laA a xa Jj^aJJ 4jj£ja Ajj^a j d ■ j3 joSfljllj UI^J 
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J j£ jj jjj ^hV'uol j\ jjfiuc& J-oxj £_^J d . jj ;L_iilLuii <j!>Ijj tilli (jjsaJS j^-aJ 

jj^all jLi^ jc Sjujlxa 1 ill^J t AAjjj3LAil 4^ uoll 4_ia. jj* CliV j£ jJ JJJ ^I'lVuol jl WDS 
jLo§Vl Cla!>L^a j /TliaJ .LuaLua) 4 nlnjll <L^a jll Jl 4 jfll > (, . i u uJJ t u (^ill jLliill L-1Jj aJ 



Jl t.ll^a IgJL o jL &JJ.JJ ^ J^f" 1 iS^ i^ll J-aall J) CjIjUJI J^j) J) 4_icli^al 

J^Lk a^Ij Ji> 3000 cjULuI! Jj^j j^b Jl c^jj^ ^^Ja jVl aJ^^I 
jjL jll (J^ 3 u^j) jW^- aJ^AaII jjl^al IjjjS .<*_jIjVI j c_jlAill 

cJSJi Jc 4l^> jll c» Aft L-Jj^jj cJ"^ Ij JaJjujJjJ LjjjS \ Ajj^jaII ^Ajk^ajil (_Jsjjuia js> 1 
I (juij (JAiJa £3j l^jl^ j ^^cliVI Clnll 4 !n^> a .jjc ^ jljll 4_iakj J£-IaJ 

^ jljll j^jaj <L^Lall 4-jjljjjAll 




tip j jl£ Ja*JI jll J 6 *bi J VI jUUI *USl c_> jL,Vl liA ^Uj ^ jll Jc 

(JSa^ J ja. jj J*VI jjjjill ^uaa> jl jll JalfiJ ^) ^ JJJ* L>* «^P*ll ,4jl*il 

AJa^j < . Lj£j3 tilli .J*J JJ^J t ^jA>^»*i\i lift UJ*^ (J J"> c — ^ jj(£ > J 

^LojcI jUa* jc JVill j jt!*! 3 ^ J^ 3 ^J^ 3 \.^^l ^ jljll ^ ^ jljll 



c> j^Vl lUJI ^ ^< .802.1 lb jW*- e^ 1 ^ j 5-2 oSUjM 

Ukla JajjA <*a j9jli V AjUiS Sj±-aS ^U^U! C^X^. jll ^ 

++ 



CulS jil .(Fast Ethernet 100BT) ^>Ji ajSUI c^^yi ^ ^ ^^kWll ^ jsll 
s (^1 j 500 l^j^ ^ ^1 j) ^liVI cIaJ! c^I ^USi FM JU- jV 1 s jUI 



JlAii^l t> liUi C jKM Vj CLljj JJJVI ASjA tSfiLyii S jUI S jUVI lU^ o^L^lol 

J! jL! SjLjj cilli jjjall ^IS .AjSUI S JLSI ^ jj jjjJu J ^^^^ j^L cilLJ! 

Clnll A a AjSLuII A^fuJl <c jjoi jJJ*jj ^IS jaII ^J^^ ^ <^^aJLa>xll (_£J^ JJ^^ 

jj>Uu. 20 J ^ 10 

i^L cj^b^ull 6 ift c^ijji .^I^V 1 c> u^y^ 1 s-ij^j JWIj 

** i ++ 



A^AjjJI J j£ jj jjj ^l^aJLoil ^JJJ AjS jj jj 0 j3 tjL^jj (JuS« \\ to j 4 L ^» jll J^IAa 

j^Uo J^u U jljll JaUj t> JL^jVI c> cjjUjII ^!j^ Jj^j WDS ji Al^ll 

. JjjLI! ^^11 \^<L a<+&\ cjLS SjUj AjI^II J ^\ SjL^U jj£^ ^I^V 1 



aA*c c^/U ^jUJ! cUxill 338 



CliLa jlx-all ^J^-^ L>* JJ*' 1 ^ Ai^lj u \* > sy\ f > >i tilxo Jfi*J La jA j ttjj^juj 



^jL^jS! ^ i j-^j *^-?^! l>* *^ cdSiS t^(Jjxjjjjll t—Ljjl \ <^a j dijjiijVi 4^ uoj till Ja^I\ ^ j^j 




^^Viuu j£ ^^Ic AjjjIaII ^jiajikj ^lllLj ClljjIijVlj (jU-ajVI (J* aIVia! 



'anchor clients lPWj^ u^ 3 ^ ^ j^V^ ^Jl^ ^ jlj 




luiJ (j-a (jj'i^ A*n La^jc t^A^-o jj a^lcjj ^jjlj^ll S-VjA (Jj^aS ^j^-aJ .AAiAaJ 




SjI ill *a1\ (Jjjjj-^I 

I^c ^lill oli^V! t> c^j j^VI aI^j a£jLL* ^xJ! EJ ljll J^j^ jlaj j51 

^jXJ! Cj! jVII jUj] jli L-kJlSSlI ^Uj j! Ujjj ^jjJ^I iiilil ^j^U! SaJ! ^Ujjl ^ 
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Ian Howard - 



4 j* A-iSluj^U) ^1 j-uujli ^Luuduj^ A£xui ;AJL^ ^LuiIjJ 

JUui 1 jio jLS 200 ^ J 0 83<000 t> tjLBMS ^ uJbj 



44 44 




S^LII ^ t> %80 J' .^J^ J ^^Jl ^Kmll CjUJa" 



.2005 ^ cr 1 ^ Jit c? ^^v? ^ ^ 



JjLo jl! jjjaj tdlil <2uaaJI fti^J Sj j^' t> S^b jJ^V(i jjlaJI lJijI$J! 



1 ^^1 jj ^glill ClAj, Will S*1uj tjJajl ^gjL^^ll J^J^ (^C* (J j^^M Ajjit ^ ^jjj 

"National Electric Power Authority - NEPA jM ^Wj^ * <^i-" 
Never Expect Power JjAU* Sj-rill Jc. J^^Jl ^jl V" 

s >1! a£ ^» 2005 r UM J ^V 1 j^j ^ ."Always 

."Power Holding Company of Nigeria (PHCN) ^j^^ 




tSUil cL^ jj cjI^Loj 3 NEPA '^j^ c> ^Wj^^ s j-^ u^"^ S^L 

NEPA A£^c>^jlji! jLull u*l m &U\j SjUVI (>I>V u^jj^ll J 
j3l LAJ Ca*^ a£^A ^ js 120-100 i& ^ CjI^LJ! 

Jl <Jj^ jj Jja 240) » ^11 c5 j 1 ^' ^ jlnll liA r jhvi L-jlkL U ccJja 240 

^-a J^btjll 1 g j£ <qJ Jll <jjIj^)^11 ^jjL^aII ^ jjoi tilli ^j-a ^ V'n > aJ V j 4<JjIj^£ 



Aj£1u^UI ClijjjjVi CliLiAkl J J Cj^* 1 ^ jJ^Vill J*^- (JC- (J^aaull J^LuiJj ^3 

. Uk. V ^SLs ^! cjLj^ij ^ ^ Wireless ISP 
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Jail! J) JjSll jj^ t> Fantsuam Foundation ^ j^li 4^3* ^SJ 



^al ^jailjli ^LgjAI j^J^ .1996 J) ^ 1 a\ Sj A AjjAJJ £JjLL<J JiC J J^ 4 



International Sl^I dA^bU JjJl J^a ^ (Zittnet 

ajajj^JI cj! jL^VI >i c^li j Development Research Centre -IDRC 

diLo jLl-<J1 <, - >1 j jaj jLojIuiI x_jjLola Jc 1 glint oil J j^jj Jill j IT+46 

^^^^ 




^Lkul ^ jpU! jail j^jj! Zittnet l^j* ^ ajj^uI! jobU 



.VoIP jjjVI Jj^jjjjj jjo Cjj^JI J^j cjU^kj jLj$£ll jlull 



* * * * ^^fcr * * 



j^j^ community wireless network 5jSL>V <^ ^l^i^L jL^jlil£ 



,j| jaVl 



u^"^ ^aja-J cjUjlL jjSjj ^> jIajj ^1 Zittnet £ JJ^ 

.NEPA V^j^l *V?j«Sll 



Sep- L^O^^ aAajzC CjUjliaJl ^j-o <La j^. c_ klljj a Aj^xj ^aUaj 

IjI jjl^ 2 Jj l£ j>^^ L^jcuaLail cJ^-^j AAuiAuJl AiUall ciil^. j ^j-G <c ja-^ a j cycle 



Network s jbl .l^Li-^S JU J NEPA ^ <^ t> j' 

^ k ^jll ^Unl! cUlilb <Li^ J p j^U Operation Center (NOC: 



Aj^)£^]1 S^j^il] (j^^ -0 ^jl a*st\ Pj^JoaII A^jij A^judll SjIj] 3^^° lW^- u^^^ 
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CjVU. [j&g ^jUJI J>^sll 






.A£.uji ^ ^hWj^ ?^ 
^jLiiijlil^ s^L a > ^^lill Kaduna ^ <klaio ^ju *Liuiau1I1 <aUall cliULu ^-iaj 

** 

5 JjLu UJiti !jLl> (Suntech 80 W jl» V*^M ^ U = JI ^'^J c> J* 

<>2 j^Vl U ^JaftVl ^UJiVI CjULa ^i) j^i 



^ i ml V'n (-111 j9 24 J 12 aj^S £^>^ J^ 9 J-^ 4 J ni a "ill <aUall ^Uaj ^Ax^a 

(Suntech STP080S-12/Bb-1 jl> t>) <+±^\ *3UJI 



^Jjs 2 1 .6 :(Voc) Open-circuit voltage 3a.jjLJI SjUl ^ • 

17.2 :(Vmp) Optimum operating voltage lMI J^Bl! ^ • 

5 :(Isc) Short-circuit current ^ikJl SjUl jUs • 

4.65 :(Imp) Optimum operating current l5*VI J^ult • 



u*c. cjVU ^uii j^i 
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(cs^^O 80 :(Pmax) Maximum power ^^Jl *J-^ 



1080 









15 


3 


24 



960 



1500 



480 



24 




75 


2 


10 


A! all j^JI 


15 


4 


8 








Low Power Computing Station <j frivo l ci3!%^Vl cjIjj i^jaJI <Ja^ cjLuSj 

http://www.inveneo.org/?q=Computingstation :Inveneo t> 
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.Ua^ glyxJl uijyi ^Jibiuib Aiuiii Sjbj ja fUu oLiisiiu Sib jUAii ^li :11.2 Jl£ 

Network Operation Center (NOC) Sjt^! JSj* 






kVlj 





J^f*' 200 ^C-Ualujl &JJ-^ AiLLttC AjjILj 70 cs^- ^^J^-W^ clfcJ ^J^" L£ 

pure sine <^ Sj-i) ^Sjl U^i ^jL) 4^1? c^Vj^ AiLjaVU 

JA^M J^iU 6 j g-jbj^l jLull j^xJala j i^uuM <aUall J^^Iq j (wave 

ex 
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1^ o^)l^)^JI 15^* " Q<v ^ J A-i*_uiall j;-^ l_j jJ^Il ft! i CliLa. 



J 



J 




.^IjfcjLS 200-150 Jil jll ujj^ 1 cU^ t> 



t^)Jaj j/* 1 *.. 1 f jl^ «o ^'u a\\ L_J jiall 4^ Uoll S^ljj _3^w)^ CS"^ -0 




JU-jVI £jj ^UjjI Zittnet cr&j* w Omolayo Samuel cAr*** 3 J^J^J* ^ :11.3 



345 cjVU g^uil J^l 



10 j 1 ^ £j\ jfi <sL^ Zittnet j jUi^ l cPWj^ ^nte- 

L-il^jlL jll S-VjA J) J ( ^- LG ^ (^5^^ J jjoiijli 4jauaij-ia £3 ja <jc 




0° J^J^ 



o^jhlL Z jA\ liA ^j U£ .(U^"l50) t> 45 J) gjJI ^ g-lfij 




Aj^II ^ jJl J^jl l$j CA^j f\S&\ 4 (Jac ^gio S^la c^i AjJj^ 4ik> ^ ^1 



<ala>. v . UjJaflll l^A (J > .(j^c-l J-*-^ ^W^-* 3 L>* Clal -\"\\\ AA a^\ £ jJl (J*u>i 





J 



^ J>^ .r cs-^ cs-* sJ-^V' s-^j^ cs^-J' u'j^' ojj'jS cs^-^ 

^^^^ ^^^^F 



Wireless Backbone k£AS 



SmartBridges ^ In ml jj ^SLo^UI ^ jliill j j**^ a<\<\\\ AfuW 

6 iA .Nexus PRO TOTAL *L*L <> a3b)II f bily.bj f>» 

Cj^/L^a jll Jj-al $.1^1 ^gAc J jt^^li A-iiu ClA£^)jaJl j A^^aJl jj-^ f > > Clil^. jll 
f&Si . jjjAUjc. 5.8-5.1 J 2.4 LfcPAj^' C> c>^a f JpJ^ 

Aia! jjJ! clj^j^il! aJ^I ^ S jbV QoS ^ L^l CjI^ jll 

.IEEE 802.1 le WMM f 



JajiaiJI) 90 CS" 1 ^ U ^^'^ U^fc Ci"^! .^Ijx^li 




Jj^Ljal tjJJJ^ 4iLial JJO A<iU*\\ ^£L£M\ ^ jUill J j-axll J-Lai jjl laakkjll LIU. 

cillij a! j^JI ljjI j^ll NITEL a£>^ ?rl jj! ^1 ^ jL^jlilS S^L Ua^I l_£ 





^^^^ 



4^ Urtll 4-iLaiu jj^-dll l^A j9 t S^Ll! (j-a CIjIjIa jli£ 7 t^^ 1 J J^-* 1 500 cs^ 




<Aj^al*Jl x-a (_^Aa11 <L^a j ^.UJ Ljajl .a.Wuoj ^3 j 4 laua> a\\ Clil^Lll ^y* JljJulII 



.Abuja 
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ir \m v: r--i n? T» j** jjr 




.2007 (j^j^i) 0^ ^ zittnet ^ ^ :11.4 




'2007 fUl i> (o ^mM ) M' js-^ Jj' J cs^ J Zittnet £ 



p 




New Era s^sail ijiaJI LS k£* 

^J) Zenith Bank ^? 
Isaiah Balat ^ 

^J^JI ^lUJl 

Throne Room J y 

Fulke 




\)*'y\ ^.UjI ^)1^)-«Ujjj1j 1 Vi(g •>! j ^^ill ilAjj* > (J-aju ^Jj L<u9 till!) 
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,^>lajll Jak t-Jaji (jjxJ jauUJl jla-uil^ ClAjlJI (J^ 3 *^ b. u>1 * 1 ^ ^ ^ * ri * 




4j£ CjI jj$ajJI lJ^Ij 2007 t> ( J^k^) J jlj' gr* (3^ cS-H 



** 

u 



is*-^ c ^ PoE injector s j^Sli juia Jj^»j ^jljll <^ 

^j^jjIa l3^^ ci**^ .(3^ J^l c — 3 W^> J ^ a (j -0 ^QjtS V 1 ^ AjL&^J <lcL^j ^&l l_iJLjjI Qc. 



3* 



<Ljaa all fti^ ^Iaj ^c.Lill^ill LlLoC l^LtAJ Li tdil jjg -\"\\\ J^aI (jLuJal! AilS ^l^*j 





U j Al^JI cilX^lj RJ45 aS^II cilXo.1 c^^U^ jjj 4-liLjj^1I 




ijcLi^JI jUSVl c^X-ajj jL^jlil£ ^ Caj jSjVW J^^U Jj^ll ^jll jUiJI Jl^L 
ajcLl^II jUSVl ciii j^VU tSI jlSI 2006 ^ ^Ij^li cilllaj .VSAT 

6 iA .tAjj^i 1 jV 1800 JjU2 4^ ^UII cu,^ 64U28 ^ 

++ 

# <J^joJI ajjjlill 
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^^Clj ^UaL 1^. jln^li j I fl&ttll J-*^ ^al jjoUjli Clll^jluil 

jjJI ^Ltull liA ^tiL .Koochi Communications * HookMeUp 



V^h j Koochi Communications t> £^ c^lalkj ^ I ^ 

jU^kVl ^ £UJ .Cuj jjjVI Jail! l^l^Lol JjUL gJL* 




Koochi l>* ^sJl aajjoia 

jajj b <jSL*i5UI cjU^lI ^jj^ Laj>> ij\ ^iU-^VW Communications 



JS3 S-i^ij Sj^) jjj jll hotspot ^l^^Ul a<^\ £1 cjI jj^i m^jj .4 



6 iA t> ^1 ^1 iSlkJl Jjxi. .A^^aJ! S jaIaII CjULuU 



Jc AjjjIaII Aj^joJI AiKll ^\ jj^pj Jc ^Uaill I^a LjI^-o ^a! (j-a 




^Jf?^ flat-fee ^Ui^VI ' 



jjjJL J jjoujli JaI£ J^j tjl tLo^Li lit^laiVI lift jjxa^ ^bjll jl Lijj t^Ujll 
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4jLc oVU g^Ull J^all 




91.00 



83.20 



67.96 



0.10 



208.00 



i3 



1600 



0.10 



416.00 



Si 6 



3500 



0.08 



728.00 



12 



7500 



89.60 


1.28 


1.28 


fM5 


10 


****** /^V 

4uu 60 


121.33 


0.87 


10.40 


kg 14 


60 


12 




i3 



5t6 



' Jfr* 12 




i> J^IS Ui^ fjUk jjjJ S> jli ^ jjj .AjS.jaVl SjlSlI 

u 

flat- ^.J-«Ji ^JoJjll) J-<^ ^Ijjoajli (Jilli (jl 4j V (J^.J 

.(fee 

<> l^js^ ^1) ^1 <^ ^tSOull & alb ill. Isaiah Balat ^j^V 1 
lsj 1 ^ .Zittnet 10 ^1*11 I^a lsj^s .^Wj 1 



jj^jVI ^hVmil ^ Sj^Llo Zittnet J^V 1 uj T J^ >rt J ^ u^ 1 l^WJ^^ 
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JjAiill ^ jflJ v o .(J-^J^ (j^j J^ (JjLa-a j^jLojIujIj Ljaji AjA^JI ^llxll L_1C-^)J 

.Zittnet ^ jj^J 



Louise Berthilson - 

^jjj jj-aJ Jill j 4-1a9^)11 S f^J^ ^cJjjlll J &Ac Cj! jjjJ J jA!1 a In uj '1 Aal 



Ajjaull A-luII j9 jj ^Axl IjJaj J jaII J 4Aa Jc-1 4 q ISj j jj^ j b a 

^^^^ 

^ ciljl^iU ^SL^UI iJiiVl <aaU1I JjJI ^ Ajfljjll ^UJI c^j jSjVI 

^^^^ 

Qpa. >j* 11a J-JI ^ja 2004 ^ 

4 a > ^1 ir \i (jC ojLixJlj (Jj^al j^aJ^ J^^^ L>^ ClilcLoi § AiLoiA ^xii J^ J ^^^^ ^Jallall 



^ jIuia ^gi^J (j-a aC. Jc t JjLoJI J j3 jIIj J-axJ Jll dlU j-<Jl Jl J^Wj 

44 44 44 44 



t dj\jAaullj 4i a dijl£ l_jjL^1S1 xj a-^ JL^. 
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(JjjJ (j^-aJ -Ja9 c4 J Villi 4-i^.Ull qj* aM* a A aq a\\ j£j ^1 

JS Jx^j Jll VSAT <joLu^1I jUSVl jLa AoL- 24 802.11b 

++ 

djLi^Jl j ^£1 -s 11 j aj^IJ! l>^J Il£J^ a ^ 5 c — ^ j^VW ^ j^j^ 




(J^jS ^ £ jj*^ L> L*JJfr^ c!^ jJ\ gOUaU £$1 j^ll o^A jLn^l 



jl djl^jiu jj-J 1 (g L > r-i jj j^-o-J Jill £iil jaII *^*^^ ^ (j- 0 J cJJ^** 1 ^ A ^ dfl-ijH^ Al^^ Asy^. 

elk*- .g^V 1 ^ ^ & 

^j^j ^Luj l^j j£ ijSL^I Ail , x\ , y V yila JU ubjl J ^liyi ^ 

CjLiujLujL (J-IaLg (J^Ia ujI -Jj^j Jl 4iLjaVl-J (j-^Vlj SJ-'W^-^ Sj.Jall IgJd JjJJj ^J^La 

JL^jV! jjs jj c^jjj >C i jail ialij L^j! CjI Us a\\ ai* .<JL^UI JL* jVI 



..yL^J! J^l jSlI 1*j1o JlLj UUB J CjUjIxJI jjijjl ^liJjLaJI j£) ^liVI 
iA-iA A^jjo jl A-iA da\ jja La) (jjK ujj aajLuJI J jjL jll J»^V 



ajlA (J^lajl! 4jj*-k-a (_£Aa Jg-Jal (^ill 




Jo j^y^l j ujox^j ^ jfiiii ^Ji pias jV! Jjl^ VI Jo FM JL^ jV< ^1 ja 



4JUJI J JSj %{ c j^y&s *S li^J Jo jjjj Jj^ jj Jo cSlli ^xj 



a£j£ ija) dBi istjjtjjd 8 ^j-^ Omni CjUUjVI Jl> ^ 

.lPW^^ 5^ {http://hyperlinktech.com/ 'Hyperlinktech 

SjLujVI J JJ- 3 J tjL^al 15 (J*^Lu Ajlixjj (j^f^ ^J^j^ ^J^A^-^ r*^ L^^l J^J^^ 

tilLoj # JLoijVI ^ J^ 1 1 CP Jo jll jjj jj Jl Jl S jaj AjSLoi^UI 

^sl j-oll Jl AjSLjj^UI ajLujVI J ' ^jj (jj- 1 (J J 2 ^ ^"-^ L3 J " ^3^" L)^ 3 -^ c — 5 W J ^ U^*. 1 

Ul j^JI J^n.J Lbjl jLuoVI jjxj Uiki Jll CjI jUlII .<jjj^1I 

dual ^ ji ju^i jl- j ji ivi jo ^i ^j p jl jiij 






cjIjILJ) ^lo ^l^kj^L ^ jA\ Jlj^llj jjj jll ^aj^ J Jl j^ll jjj <jjI jll 

.trigonometry 



tan(x) = jo ^UjjVI 

^>j^ll Jl j^JI + 
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tan (x) = 5m + 20m - 3m / 400m 
x = tan- 1 (22m / 400m) 
x =~ 3 degrees 



flS GNU/Linux da****!! fU^j lWj l_i^U> ^liVI c^Jl ^ jl^ 



iipaJi ^ ^ 5 c3^ <j ij J^-Jl Ethernet ^j^j £ jj 



j Mikrotik RB220 <> EJ Ij ^ ^jll J^ll jl£L. ^ 



-tv^.-i : VSAT ajcIi^JI jUaVi Ua^I 3 *£*&U 




rnffi ^ .^liVI dull jJ! J^IL j^VI <J*-4j ^ o-j^ cSlL- 



A-ikll *Ua£ c^i* (Hyperlink Technologies '^j^ t>) dBi ^jjSjjgl 



,> (5^1 Miktorik version 2.8.27 ^ BB220 ^j^ 1 <^ 



DHCP ' y>*«\\ Jl^V 1 jjc- a£i^U r < ^ 1 ^illj u^iJ/jjt 

DNS-caching JU^I *UJ ^UiUi-V cji>Jl uu^'j firewall csjUl jMj 



a£j.uJI ujj^ f'^ VSAT Ajtli^JI jLoiVI U^>j cjUUJI f >. -ua. jlj 

J\ -il^h aJUI ^ p biU a^Ij Jc. Mikrotik 5:^1 <^ .NAT 




jjiii^ j mini-pci ^ t> ^ j ^£1^ a£a^S5 ^ j^j POE ^ j^V^ 



^Lij Cjbl^l iLJ ^Vmij ^illj) CF S jSlill CjlSUaJ ^ jlij PCMCIA ^lalkJ 

Mikrotik ^l^i^V jj J j^Jl s jjj^a t> ^jll ^ . x 86 jJIa-JI 

©j;!^!! AjIj^aj (^^>^V1 ciA^Ha]! (jjajjj j (jUaj ^gic j uH h Ail VI 

gjljll aJWV 1 ^ S^^li f^ 111 Mikrotik ^ 

niini- ^j^^^V a£jJo AilLjj ^Ij^Jl ^I^VuoV (J^IaJI ^ jlu^all ^ u^j^ ^ RB220 



c±>Jhy\ aS^I j^c aA^j^\ ijS5\ J^j s^jj Altheros a/b/g c> pci 

CjIjj^ajII fi^A j& CjU jkJI t> ^jjJl J jx^aJl cil^ .LSjj^I 1 jV 461 POE 
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.http://www. mikrotik. com/r outer s.php#linxlpartO 



(JJjj cJ^ A_JC^)ill r'lK uoli jjc ibalioiA * Uv\ jj LoA-uii A^uoli 

l^iia ^ jljll <iakj tilLoj 24 J ^ >^ ^ subnets ^jc* j^ dA£ j > * ^IjaIuAj 

jill t"lKuo\i (JJJ Lu9 jUll ^al^J j£j J <JC jill t"lKuo\l &JA (j-G Jr&\ 

jL .IP layer ^ j^ dA^jj* cs cs-^- j^' <-*jUi j J! AiL^yU 
Aili JWIjj Network layer ^ jl** ^ jlill jl^JI c^L^ jji jj ^Jaj V Ija 




jUjV e JpU! c^Sjll jajL Ujuc ^ ^bU J-tSi* jIjc] l£ jj ^ ^il 



U jjo j imaps 'pops <https ^ ^j^jtjjt 



aJIc. <J^Vl jj! jAj <C-band 4^>Jl Cy*± VSAT aj&Ii^II jUaVl 

LfL^i t jV jp 12,000 j^) ^ <-i&- >j t> 2.2 |jj tu^j 




jVj^ 700 Jlj^ JL-j?U ^1 ^ c^jLS 64 j Jl^U ^131 128 

* * * * * * 



^^^^ ^^^^ 

Jc (j^allill jjialiaJl j Ajj^jII Ajj^JI jjlall J cJa«JI Jc <j j^£ 

++ 



Laj WilldOWS jj*^J cJ^*-^ I ^Uaj Jc Aajxj 4jV tjlaj ^Uaill Clil^l^cl 





jLilll ^Uaijl ^^*J 6^ j 1 ■ n^jJ ^Uaill a > ^1 ^U^ill ^uiLuj V i t ■ JjJ^ <-<J£ J^*^* 

j^VI i\j Uaj ll^iU^j U jiiiu Jll jxJ! JUj! ±u L-jlkj jLj^ll 

CjI jja jjIjj t> ^Ualll IjiA Jlc ^51 .^liull jj^ uj^ cJ^*j jl jl! jli JlUUj 

jl£ Jll j (C-band ^ j^SI aJ^jSI ^ ^ j5! Jo) lUJI ^U^VI 



^liVI ciJl aJ^. CjjIj) .Jl^JI ^J^ll Jj-ajlW ^^Sllj LLilili cUil 
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^^^^ 

bUfel (jjbjll ^al^ ^ AjjUj Cjlj^J fbaaJ ^Jc JxJI ci^ja jLua-l jSj Sp\&j£ 

c^ljAj Powernoc 802.11b CPE *£U*]I >^ : U jl*J 

++ 

a£±& tSfiLj Sjjall JSjI Jj^j dBi ^jJSjjjI cfe^P 7 SuperPass 
^Wj CPE JW^Vlj J^j)H ^^j^A? ^ .^j^ POE ^jV^ 







S jUV ^uJ^ t> tft jLxa POE ^ J^V 1 S J^ 11 JiSl V 





(j-ajJa l^ijjAJ ^c-aljJj AjSLoJI 4^ u oil dllflUaJ d ■ Lj£ JJ ^l! IjjjiajJal Lo£ j^ll 



^^^^ ^^^^ 



L^j^l 1 249 u^W jM ^j- ^ f^ 1 -* 51 PowerNOC CPE >^J» <^ ^ 

.{http://powernoc.us/outdoor_bridge.html t> j^j^) 



^j-a tp.Aj C-^-uj ^ AjWM (jjjW a\\ Q^— till Jjuj) ^ jjAaII J-o ^Ja-^ J^Li. til jL^. 



liA ^>u ^1 ^ESLiVl ^ ^ J) ^ySUI 



Jja . all! Sj^Ua A—.\—&\ AulJI jr jSjSI j^J-a Ajllall ^ SjjjS .jhcJ C^^l jj 
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J\ $J jatll JS] jjJJ^JI AJ^Lk jJajJa! ibjL t3j 4_iL*J! oAA Cu9 jjuJ .Ajaal! ^j! jii 



4-LaAl J-wtll (JJjS tdj^l U^icj ^ uijU fUail! Ij^Vunj jSl ^ ^jl VI 



^2lill ^lissyi 0^ ^ ej^jW J^J^ L>^^ 



CuL^a jj jl ^LiaJ ^gll^^U! fUajII ( flJ^lj t<c jS^l! CuU^Ll! 

jUSVl aI^j ^Jl^ 0^ o 1 ^ t^>^ ^J^ 1 ^ ]U]i jjI! 




^Lu^VIj AjIjVI aIxjJ! ^ ^ ojUjll jii^l . J j^ll ^J^^ SjcU^j jjUjSI *VjA 

++ 



aA*c cjVU y^UJ! J^xill 356 



jVj^ 300 J! 200 CJ 1 ^ ^1 <-k^ O ^1 o^L J ^ 

jV 150 * jj^Vl j usl jjll jV 100 ^U^ll Ai^jl jVj^ 700 : JfcM 

++ 

ijhj j*\ J ^ .^hh*yij jij^u jVj^ ioo c^'j^j M^j*^ 1 * j-^ 11 

JjUj U jAj 4ibUJI Jji ^jLA. Jsi Lj^ jVj^ 750 jfcUi J J^ *£L>5UI 

* * * » * » 



UAL <bU^ll o^A ^JtoJ ±p jV 1 JaJ 

: JUI J^J! Jo *U*JI 



JS1I cJ^A! = Jalii^VI ujj^ 11 + ^aVI + ^j*^' 



^jLuJal ^ laljJ^yi (jjYu^ Jl AiLjaVU (jl a'TuoV \ S^lcl (jj.Vu^j LjajS 

3 Jllj) CjIjj^jII cil^UV Lj^i IjVjP 150 ^>J1 aiA £*LjJ , 




^ J j^^l jUoV jV 100 j (tj^ 24 W^a) * ^ jf^t j 3000 



11a cjjiWil UUjl^o ^Uj! tSa.V Ul .jlji 1380 

b Uj IL^UJ! ^oIjA! c^LUJ 



tlAjj-dl (JS J^J-^ii ^^Jc tuiLuil Aajju clila aSa Alii S^jLuJI 



^ 4£jLL<J! j^J! ^jjj! a^^j aL^U! jljJI CjI jj^ ciUi Ul^S 



++ 



JJ^J ^I^joJ ^^cliyi <«Lull 4 ln^> a Jc AiaJLut^ll 4-lJJjxiall CjIx^JJaII ilj-G ^-^^ L>^J 




VI Aja-IjI ^ j£^QJ V ^ J^-^ ^3^- lP 3 ^ 0 (JjSllaJ jS L^all jLaaVI jj-* 4 
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jLoujl 1 1 iuoj Jal ^ jfl^ a AjjaIIj 4 !->j^ all Jalli tf j/'nr a J^^W 



** ** ^^^^ ** 



C- >> c>^ lW*M j*£ll Jl^all Jlil^l ^ . J^^l oi* J£I Jjk iAjj 



. j^l s^c iuall i-p jl Ku-band Jp^W cK) u-^ J J^W band 



Vj Liajl o jjt » «all t>& djUlklo Ail VI .^aJI ^U^ll ji-^a ^ ^ jll Jc 



^UU! Aijj^ AjUnml a£^1S ^La) L£jjJ 1 jVjP 450 4^ ^^uj 



Lj^i jVj^ 700 Jl! X^ll^J! jUSVl Ai^j Uul\£j J jrl^! aLlL^II JaU^ll 



o^j^ J^ c^Uiil! j ^bl jjVI a* s jj^ ^jss (jV 450 J^ jl) 




. jjk^l 6 iA AjI^ aJ^J J^ cuj jjjVI c> V 




Ian Howard - 



C fl^j 1 J j Uj| jjj J AjjL^Jill AjSLai^Ul Clll^Jjoill ^jjLLg (j-o t^^C ajAill ^jla^xluaJ 
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^JJ^H JjUl. JjJI ^ o /o99 5 ^ aJU aJjSj, 




++ ^ ++ 



'CyberTwiga ^ Bill Sangiwa I ^ j^W 1995 ^ 

B i IS •* 

.^i31l ^ c^jLS 9.6 (tjj^ ^j^l jVjJ 4000 c> SUA ^ 

tA+I} ^ jO^j ^l^ll Jl^M CS"* S JJ*^ JUacVl A^Iij villi Jsu UjjS 

^^^^ 

<Sjjuj jliilj (j) Ujl jjj ^gil j-o ^IL-al -lalij CIj^Ij ^JJJ Jj-aJ ASj uj d . U^^l] ^ jjAa 

4j jSj* AJa^o L-liSjL US ymJ AjjoIaJI L-fljljgJ] 4jJA a 

fiJA dASjJJJ <JLjJaJ (Jjj-O AJ^L^ Ua3 (_£ ^ Jjjob&ll l^A 1 J lS A ^jSjaII <lSjjal]l 

UJ.ffiml j-a JJ >U-iO 2.4 ^ J" ^Ij (AjjUx^l JJfr) 4^-alaJl \lSLu!>Ul <VJ! 




* * * » 



lU^yb 2Ulj23ll ^IjVI J-IS a^L^ aZ±£ „UJ ull^Uo 2000 ^ ^ 



JUjV! iajJa^j ^IjjVI) ^J^ll C^VU^i^U t^U SJj^jJI A^ll 






^l^l^U (Tele2) sWi^l <£L^1! ^ &L$i\ ^USVl ^ ^ cj >^U .1^ 

jh J^u ^1 (Alvarion ^ c^u^ \ jH\ j) Breezecom 




>c ^ jlSa j El jV 1 ^1 J ,j <^aiu ^ 2000 ^1 f 

^ ci^j j omindirectional ^UUJVl jj*i« ^1 ja ^ j 
Jill j j!j a^UJI ^UiL,U Point to Multi Point (PMP) JJis j ^ 

* * * * 

JUiLoVlj JL- jVI Sj^l (j^Ja 4-c>J! ^ jo cil^l^V ^^vhr/VI JrJ! jI^U ^ ^UVl 
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J*^' C5^ CS^U*' J J 100 C£ J) J^^l ( >ajikj J ^jxJl ClL ji^Ja 

* * * * * * 

CjUil c^^j> (2000 j^j! j -^1 j' J) l)S1 jAjjIjII J c^LS 64 ^ >^ 31^ j15 



(ERP ^Lulu»ja]I .Jjl j-a injlnVl t"ll<nj]-H j 4 toll ^)JC dj ^^all (J^ J l"^^ (J^f* 2^^^) 



4 aUJJ A^lala]!! tilt J oj>oViaH <Jaittl| dil^j Lj ^jlc^)jai # ULj9l L3^>^ J 
L-JjlL La Jl 4j£Lo£Ul 4^Uoll Clil jj^^J f.\j£ I J jj-a j ^ aC. jll Jc t J jjj^iyi 

.^fL^J jVj^ 3000-2000 



L> Aij jj JjiJ^l ^Uaj j SNMP S jbl Jj^jj jjj fl*^ ^ 

fj&J3 Jj a£ jjtfj JUiil CjI qi.hVi J o- 3 J* 11 oiA .UNIX 

*# * * 



jJl 




ojj^xll jUa*dVl j AijL^JI j^V! ^jaajjJI AjlJoI j 4jiijj-<Jl ojl^Jl CIjI^jJ ^IaaII 



** 

* ffcjll SjjSII Cijl£ LS ~\ jjVI Jj^jlL ^jA 1 ^ cIjVL^V 1 



<jj^1I CjVU^SVI a£ jJA ^boulb JU li tj^j a£&A\ ^ V .JSUL^I 



aJ jJI ^.Uj! J C-band ^jcli^aSI jLoSVb JU^jVI 4 Jail 

t l^lttSL A^Urtll (Jj.ir-.U3J J jl^AJjolV! (JA IjjLiAJ 
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* » ^^^^ * * * * 

CLjI.I^jjj'I i fljia ^j^Ix-Ia 42 L^^Q (J£ O^J^" U J " 1 * ^ * ^ 0^*3^" J J" 



^Bfll ci5l«JI A^J^j.^ oil— j u^UjII w Jfc . J3 jaI*jc. 3.5/3.4 



aSI^ J S-ipaJI CjIjj^jII l_jj£ jjj <jJ£ CjI 1^ «M jh&] Si^l l^JkS Jill S jSill 



Jllj) Sj^J! cik^ull c^L^ ja jj a±& 100 L-iJh I* J\ cilli a£+&\ ^ ^bj) 



f^)J-a jli^ 3000 J^ 3 l3^^ CL]2/L-aj ^al WuoIj (JAa £f<J (S^IIaa L^jU CS^"^ ^ ^ i a) 





Lull Jij c^U^ UiajjlL 2002 



J ^ ^Ijjj a^ jc^ll A^bSlI Access Kenya >^ 2003 J^b' J ^ 





LuflJ Jl AiLjaVlj AjSLaa^UI Cljl£jjaill djIjO^AJ j o jjaaII 4 jig aII UjIS51c 




tjj^, ^ J (JS>^F 3.5/3.4) lill tiibsjsB Jjii-I u^j2 J L«£ .1^ 



<jjall p UjIaII 6 (_^Aa j / jjlj aJojll ClaVl /\a Ij9 jl-^ jIjI Ai^. J ^ J j-^ 



c^Ijj jjII UlaL J^n.J Uull£j ^Uj jl aK lilli J\ Ul^I .OjjUII ^jjjLj J& ^UJ! 

jj>U^ l JS1 JL^J jVj^ 1000 ^ lU^ Jllj Ji>U^ 3.5/3.4 o-^ 



jjII CjUaj jL J*j ^Jj^jJI dAL^JI (> I jjj£ t^^o ^auJall jU^Vlj 



jj >Uuo 5.8/5.7 ^ J31I r hi2J jli JiUI J . Jl j^Vl t> JU Ulaia o^i ^ 

.jUiLulj JL^ jl jl^j* Jil tj£j >al 1 jVj^ 120 jjV^ ^ L^J^ 3 J ^ 
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Sjljl j^j-a ^alc IP dujoj] (jl jlc 1 jj£ J UJ ^Iaj CIujjjVI A^lk. J jj-a ^ j^J .IP ClijjlijVl 

^Sl ^-aLk jl jic JJ jl jj*J! 11a <Jjj»jj U jj^j 1yKi.» f jft] c4j ^UJ! NOC ^f^l 

CliULnll L>° (JjJ^ J* C5^! Aj^aLkll ClijjjjVl (jjjlic 

.^J^V J) O^ 3 



++ 

Jail jjflj (JjLuia SiC JLJ] ^j^u^ all ^pajC ^J^J .(Jj*^ 

VirtuallT sw^ll J tiiutfl *£jAIHjj*2 Jc. U jJ .VPN j^VI 



J«j) Netscreen *S>i t> VPN jayi 5— UJI a^ji j& 

.(Juniper j&j* l^ji^l 



2003 ^ ^j^VW ^ J^JS J» .U^VIj m^jSII 



Uijljj t> Ja&Vl ^IjJI ukU j>^n J UxSjj 



Motorola V jjii Uj^l ^ cdlil ^till J cu,^ 256 J! 128 ci^ c>^ 



»ti jjll" ^1! J^U Broadband Access Ltd. s^JI j^ll c^lLi 

j^a A-k^a j^a ^lo^ &uSa jUaj Jo J-oxSl U j^L .2003 jj^ J^ 1 J "Bllie 

++ 

V^J A^ uoll £x« jJ (_^Aa ^joUJ^)ll (J^\jl!1£ L_lliall (JJ^-ojx-g j j 



jj^jj^ t> AJL^y\ cJ \u«<\\ \ L p a *j JJ AiLjaVl? Canopy <^J^ ci^aj U^i 



^^^fc^ * * * * 

rfU . JUjSI Cj! jj^i Aj2l jj SjI&J ^ t>j c^l^lLa JJ 1 g «j , ^ JJ ^ iUajl 




cA^uoli (jUaj ^joi jj Ale tl^.V Sjjxj^SI A^fuJl (Jjjujjj ^-UjI IaIIaIxj Jill jjjj Jj^ll tj-a 1jJJ^ 

l^i^ Motorola J ^yj-^ Sjj^ ^j^^ J J^' 

Aj9 (J > flJjj Jallj S^aJ j A-lakj JaJJJ C^-^J^ ^ > ^ cj -0 1 A^AjjJI < ■ Lj£ jjj llaS ^1 

^Vuo'i Jill Aju^joJI ^jUill (JSj^ II Cli!>L^a j ^joUjJI £<i j-<illj 4j j£^ll djl la^ all 
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jUjVI ^ CiLa^ .CjLuI j^JI gl jj! Ljajc JU-<J! jJaJ Jc i *M jrl j*Vl 

^ jJj^V! J ^jj AjlJjoJ ^ jJl J AjcLoi 24 cs^" J J" 1 ^ 3 J 4aAjI ^iajqaVI a-J^J 

^1 t liji jjg Aajaj jll djlAjjlil] ^j>^»^li Al^AluaVI j Sj^all jj9 jj j 



1 iluifll AjLVI ^JaxJ A-^Lui-o JJjJ-J Jc (jjlijV! (J* A-UjVI U \\ -\ > .nl ^la J L-JC.jj 



# ljjLa.Jjk. j Ijjl j j(g Jc« ^jlijjujjll ^».JC (jL&jJa 



aS^MI %95.5 J^I*j L ^ ^ d ls* ^ j jo"^ 

Jj>-a jj Ul ^151 l-o-a (jj jjUll UjjIj j ^j^jlII Jc Ljajl 4jJbVI l£ j-*^ .Aj^Lu^UI 

^jiaxj Jc- A_njVi ^ In > 0 1 jjl ajIujI j Ja *n J Ti^jtol ^jlaill JfLi^JI Jl abulia ^£jjl£^ 



Jll AjjUjVI JUoVI jl (< LjS3ll Cj! jj^j c 3L—j ^uiS) ^Ull c^LnU! 





CIiLg^Lj <jU **n >iV b L^Ioj ^j^j ^lj till jj^aall ajj t 3 Inj^ aII (3jI jjJI djlfrlfljjl ^j^al 




JL^VI c> j^SlI < ; J Wij V u^J^ cs^ ^ ^ j^?^^ Canopy 

lA^ Canopy l^j^ J^>jj ^ J^^^ 6 ^ <jjU^VI 

jjj ill UTP J'iViuiU JUil^Vlj Jl^jVI Sj^l jj fjj dip. ajUJI 





iU^J! ^ jlui-c Jo JaliaJl ^Ju Ujj9 .jjj jl! Jj9 VPN J^V^ A^UJI 

qhSj J| ^jjJ j (JS ?rll^J .A^^IaII CljLiAkll j dll jj^all ^jLuJa ^j-a (j^-ojj ^g^l ljj^^)jai 





f J^J g£L>^ J^J J 2500 sjj^ ^ Jllj 

jjj U £j!jjj u^j* 3 cs^J^' J^J- 11 600-500 d^*j ^<>id 



ajj^j VPN j^V 1 ^>^< cjI£j^1I Jo jLuoyi d_j jUl >uj J CijjI^ 



c_jL-aj jjjjl! IV 3 Aj^I jjaVI a£j^1I jjUj ^ U jjjj £ll±} ^ Jo 
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^l^cL * j^j jl (jl^yi Uaaxj LS Mombasa J! ^^Ji ciiLa^kll 4_ikju 



* » * * 



,U1I plLijI S >u^> S^j (VPN ^1 ^UJ! aI^J! c^X^ 




(jfl^jll J (jjC^L^Jl (J-llxJuLttl I £JJJ ^gAc IjjJ^S (Jt^J UfSLoJ Urtll (Jaiujjj jI^UjojV 




U*J J (Jl /\A \11 J J UJ S-ljVl CllliLlJ A_lA^J J 1 Tft J to xi 









l^j^ UjfrJ (vllj) Cacti j MRTG ^l^^W ^j^j ^^11 



^1 citti ^L^VU <ALo^U! £A£+&\ CjL& Cf- ^ UjjJ ^ISjjll UUo 





JU-^V! jd3 jSJ ^u^J! ^U^U! c^lVJ! ^jL^ ^UjaI j! V ^ 
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(jj'^'i i, ■ llWi .^jLjjaull Ujl lal UJ J ^ ^gjbuLuij (J-olx£ 4 jS 1 t n^U I 1 V'^uo <j3 jj j ^gJc IjAajc. 



31pJI j^L^ll£ AjI^I 4jjj1! *Uj <J 4 ^ , n CjI jUSU ^jll ^> ^ jJ^ll 

++ 

^Lola JJJAJ t t^l^LuaVl .JJAaj j t ■ Lj£ jj£ jjj^alijll (jjJj (j^jli ^LoJ^l ,JI 5iLiJal A-ijUj^^l 



L^jaJjoiaII (j* jfL ^1 .AjUtll <LajL-a j 4j1a9.j Cjjlix^al jaJ JjIj jll £$1 ja £0^^* * . ift^A 



<jjj1! J^ jj^L jj^Vl e U j Itt. J Jil .S^l j <taJl 





Jj^j LUo JjViun .<jjjK1I CjVL-^V 1 ^ >^ ^ cW^ V ^ ^ ^J^J 



L^jj^Lq J jxj Ajjaj <jjj ^gJc .jLucVU 4^ Urtll (Jjjujjj a! jl-^-a .jjc <-a^Jl oJ j^. \\W\a 

^jjui^. ^JJ SjLui] A_i£1uj^U1 Clj VI > \ CliLa^. J j ja '^-^ J (j- 0 _>f^ C5^l j) CJ?^>^^ 

jjAaIU ^al jillyi (^Aa j <jjll 



4 ^(g a L^jI (_pa*j cJ j^ <^-i3j* cJ^- C5-^ ci 0 *^! ^5^" ^ J -0 r'll^u'o ^.Ijj jfi*J 



^ouj jll USl^j^ jjj-^ tSlli t> ^ jll ^j cUjja! Uu11£j1! ^aU 



cUJl ^ jll IjjSj* ^ ^jJ! VPN j^V< 3^UJI c^lVJ! c^lj 

* * * * 




^ J**^ ) j-o c_jj£jj tjl j3 U^kjl ^9 4j j^jaII CllUa^Jl JL^. ^ LgI AjtA jla JJC. 

jj^ jUft ^JaSS ^fl jA\ QxuJa AjJa\jJA.VI Cjl^a. jaII likal^l Jj l^lo j£ ^^Jaljja) 

JlS) J! j^Vl IjJ ^ 3-2 La ^ jljS S^l ^^J! ^LUjI jL U^j .I^jjS jj 

j tj-a V J^ ^>f^ Jf^Vl Aliaxll a jj jll <cLaJl jL^ajVI ^ ^->' ( i \) 




c > J j a j^j^l! (<jjLj^1! <jiii!! lIjI^jj JIj^VIj jVI Cjlj J0 ^) <jLlii^VI 



4 toll (jlijl <jjj r''n^ jx^oall <j jjaIIj <jjIj JjiSI j Aja^IaII 4^uoll 





t( jjLj jll cjUkLa <jjiil 4jjj^l! Usii ^jjjj ^ S^ixJI VPN j^V 1 
^V ^Vl JaUai CjIcL- L^frUso^l ^I^jj jSLjll c^X^j ^1^1 ill. 




J£ 4^j Jx^ftl cIjX^j ^JJ Liajl Ujj^LiJ jll . jL\ J\ ^Ua.VI uj>^< 

Jc A^al ja!1£) JjIj jll djLaAkll (j* .jj jaII jj9 jj jjc UjI jl ajUjujI J j^J-o SjUj ^^il^j 'W^ 0 

.(cctv ^^11 ML>-n w'j ^ 



^^jjjjjioiJ ^1 C_J J.JJ*. JL^. (Jj^J ^gJaLu^l a > pUj ^11 AiLjaVU ^jIjVuoaH d " >1 y„u> jjll 
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(Ji,\ntoV <La j!/Ul J^>*^ (Jx^fll! b& lil jiuj t ^L±ujjll d - )\ J JjiaJ o^C CIjI^aj 




^ILJ! ^ ^Ljl! cAJkL* iuisl J (WiMax Jk) uliiill jUii^V AjaL^I 

4 iflUuU KlMlll 



»* • 



Jal jjj <JU gitfl jj^lo. l^jLhj lioS ^211 WVI j! 1 j^l jbL 



http://www. blue. co. ke/ Broadband Access, Ltd. 
http://www.accesskenya.com/ AccessKenya, Ltd. 

http://www. virtualit. biz/ VirtuallT ^ 



Adam Messer, Ph.D. - 



JaUi J Dharamsala VL^l jb J 4-£L^Ul c^uj 

WiFi ^uSU! c^VL^y 1 <->J ^ jUJI ^ l-ikiotfl jjj^i ^ 2005 ^ t> ( ja 1 j*) 

2005 i> (i» ^j^i cr 111 ^ j^i ^ j^i 



++ 



"♦* 



A-iLac Cj^U ; j^c ^jUJI J^xil! 366 





Jail dA^^^a LjJJ^^Jj ^jJ^IaJ 4 l£ uL&Il * 

iuall luUkLo Jll CjUnoti Jc. J^l iuSI 



4S>\aA\ ^Uill < I ail! 



. {http://drupal.airjaldi.eom/node/9) Himalayan-Mesh-Router aIuaaII 
dBi 24 - 12 ^ V^V 1 dBi 1 1 - 8 directional 



^1 >^U ^LJ Ai^l aS^S! ^ 




Cj jx-all Jaj ajjSj ^ ^<u*j (Asterisk ^l^j^i) ^ 



I^a J > .^Ldac.!yU ojj LIaII <jajl^Jl cijLo^kll jj9 jj! (VoIP) ( -^j-"V^ J j^w 



0 iA J^Lnl jSISI! CjI^II jSI tAj^lSU! L^l ^Aol 



Analog Telephone aJjI^HI cJjI^II CjV j software-phones * 



.IP phones ^jj^V^ Jj^j^j^? ^^ja cjI jy^i AiL^VU Adapters (ATA) 




^i2l ^1 jj! J^ J^su vu-ul jU 4^ (> Ja :ll.5 Ji^ 
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L_buil jaJl£) jjg Vlll J ja».}j AAuiit-aH A^fudJ jLuiaII <_£jUill J J-a*JI ^--A.uLj V 

AAutfLAil 4^ Uoll ^ j£j t <Aujx^ll 4^u*ll C ll g j^j t . LjS JJ £$1 j^j (jjofiJ J 802.1 lb jW* - ^ 
.jjC ^Jlijll S jg_a>Vl (J^ 3 ^ <ng ^ jljll Jalaj ^UajJaJ (jia. J *LluaLua V I *Luaull 4_nJI jj9 jUj 

UUll 



o^A Cjl^a. j-o V^ml Jc a!£x a\\ A^UaW (Sjliflll J ja*1I Jl J jll Jc SjjSlI 






^jjj .l^j JL^jVI j! UiaJ t> 3Hull CjIjj^jII jLoJ jj^ aJ jU 11 jjlakLJI 

<LajL-a djlxuLiuj (J^nln'i A > -\11 dil^-a. jaII ^I'lVunl Jc 4Aui»..aI1 4 toll Jl J jj-a jll 

Customer Premises Equipment uj*j^ J ^ ^ 

j Ai^ill JJ Aj^ill <> <>Sri c3^1 UJuJ U> jiixj Jllj (CPE) 

.*aj*JI aJlja. S jblj CjULuII 



(^JaLla (J^ala. cJ^^ (J^ 1 ^ g J > oV I Cllli C! >1 g j-all j S jjir > ^ill CllLijI j^Jl Jj 

A-\fu (^ja.Vl 4-iiaull CliVU-ajVl ^gij ^J^^ JiaxJ Ale t-Jc-VI Jc jVn>n 4jV J^li 

• ^/ 



AirJaldi, http://airjaldi.com 



Merida 4^ ^-b^ 



c> b 1 * 1600 ^ J^ ^jjps J cJj> Jo! ^ &c Merida ^ 

£yA Q±ijfl\\ Ia^aC AjuaLa. ^ajJaJj I^j^ia 4 xu^lc (JaaJj _^>a^ll ^li>n 

University of Los Andes j*^ ^ j] c^li UlL 35000 ^ ^ j^j 
<> ^jll Jo c^jj jll j 1989 J ^j-^ ^ JjUu^ (ULA) 

<jjjliall LJ»UVl c£*J t> tjlojLlS 26 J<J^ cJ^l Aj^L-aj9VI J jlj^ll Aj^j 



c>' j 1 ^^ jV^ Ja^) ATM j TDM ^j^jijjt &j ^f^ 1 ^ 

a£i£ AiLjaU 2006 ^1 J <^f^ c^jjia .(Asynchronous Transfer Mode 

.t>jLS 50 J! JS1I Jj^< lUJ lJUSVI dja Jj c^Jh 
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u ^ij i^J jj-itti *J ^U3ji j^j ^ <*am ajij <> »^ v*j :6.n 

mJ *ul\ gk^ £p 5000 




•jjaSI ^gJc Aaj*j 4 all Ajflj 1 



,j5ll 



^ JL^SU 2UU1I lIaj 300 ^ >-j cjUUJI <Ji£j HF <^l ^ j^W JuiLtf 
VHF gyiUi! JJj2Ib J^u (j jJi fee. J\ <aL^VU j^Vl J j J! ^ j 



jJnl! pLbj cilX^VI ^ a^j TjjjS tile UUI c^Uij j^llj ^ 



369 



diVU. ^JiUJl Juaflll 



ijjj ^iSlj <JUJ! ^ Cable Car &L&\ Jfcll J^S 

.1 > 4765 ^ J 




^SHj La Aguada V ^pjS <U*^ <L&\ J\ l^j *LSi 4ik*!i cjbjsdl >rf : 11.7 JiS 

J^aj CjliLu^J S JJ^* i$J^ (> UjjC-j \±j*a AJjAa] j£L1aj jjaSj j 1 jla 3450 ^1 I^Ujj! 

50 




Packet Radio f >i ^iLaui jUjVi 

1200 ^ cTjf^J CjUlull ^ Jp> Jjliil 4j£L^ 4^ I^jjj^ JJ^I jll Si jA AW q 



-W^ j ^ j 'terminal node controller (TNC) ^ y 



jl^ "Push to Talk t> O^i C5^ ^M" ^ 4^ TNC ^ 



P 





U\*l\ cAujffl lUls <^l S>*1 ^ ^Mj*Jt .AX.25 ^ X.25 

.^Ij TNC ^ c#jW U*— A VHF W> cAujiilj HF 

^ VHF ^IJJ jSlI jlu ^211 4jU«ti CjUk* all Ji-ii injjj AjIjJ! 



Jaj <c jSl CjI jlc jLSII lJ>V! J) J^j J jJal c^liL^ jiS ^ ks >",n HF 

j) digipeaters ^IjjSJI ^ o»£ j J^L cjULuII J^Ul inLj 

oL^jU l^j-o (JS ^SLu^UI JLuij!>U (ji jL^aj <L^ald TNC jl >^>*i^lj 
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(jjjSI jjjj£-a ^Ij^IujIj jjjI£I jl£ ^11 I^j^ia j-o 4^ uo II 4-jjaju 4jl9j j fttl^ iQ 

djLi^^Jl tiljLujj ^iij j Cjj 1200 ^^y^ ^j-afljll ^j^)^^ .JaH 



L^J ^Ull ^IS^lb ^ jj| ^SLOll JL- jVI SI j* Phil Karn uj^ 0* f lS 
JjSjSj c3* j <^ cjI£^1I TCP/IP ^Vj^iij^ JSil KA9Q g-U jj 
c^illj) jjl liA J^aj {JL1I *Lul t5 £L»5l]! JL* jVI Si jA jLclS .AX.25 

4 im a £^ljjl J^ ClljjjjVI 4^ Uoj jL-sajV^ (AjiljAJ ^j-al^Jl (jU-ajVI J*J CS^! ^-^^ CS - * 4 ^ 

TNC ^ cj| jja j> ^iiVl JaJI KA9Q g-U jj f ail^ .^U^UI JL^Ti 1 ^ Jw*^ u- 

# <^Jljt-ail Jj^aloll L_Luil^Jl Clilj^S ^^Ac J^JJ J^*^ -^*^J 

1 1£ a"\ t ^ s l^i±uijil\ Jjjj">"^ CIjLiIaC j-o Jg > aJ j AjjjaII j-o S- 5 J^VI l^A j9 jJ 

ajjIjII djj 9600 IssSaJi jjj^j i> J^ J^ '^J^ cs^ 

A-JUJI CjIju jSII <kx,l jj CjULuII Jail <-a>JI jo o± Ju .<*-*UU ^LftUI ^11 

qa <c jxJl £>J1A SjUjJ Vj tl^jjiaJ ^Jill fj jx^aSlI <c jjJI 1.1a. VHF '-^ 

.L^la ^Ici Cjbj jjj Cjbj jjII Jl^fL^I 



j-^jJa j^J^ 100 W^ -0 L)^ 3 ^' ^..^^"V ^l,^**Urtl ^^ltrt^UI (jLujjV^ Slj^J j^ -0 ^ 

J=JI > j <Ultra-High Frequency (UHF) W JU*il jja u ^Ijjj21I jU^ 

<Cjuo CllLo^ jaj 4 \ > A\ a A_ia3j (JLuijI Sj^ai ^I^V'uiAj ^HaII j^JI ^jiajC AicLja-al , 1 I 



JJ ^jkll jb ijjl Ljajl ^ill ^ L^aJLul .A^\21l c^jl£ 19.2 V- J^ 

L* cjbjjjllj Ja*j ^Ij ) cjUIj^JI cjjIj .c^jjjjVI aIjAjj I^jjj^ El Vigia 
LabCom oVL-^yi ^4 ^ jj^l \* ^4 ^^L^ll (UHF ^ ^1 l3> 




LabCom ^Vl^VI J^* &^ c> J J W^ ^^L^UI UHF :11.8 
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j^jLjali! jli Iajjia j!aj1£ 100 c> jK' V ^ J) ^ J c> c> 



3600 ^ J 1^1 jc-l V J f 2 OUJ** fl^aoJ rijllii Aikloll AjLsJI 

di^li .jlo 2000 £^ cs-^ Tusta s^L J j^Vlj jaall ^Ja^ jc jia 
^ jJI J IsSsl] j ^gi^u ^1 j A-iA jiaJl Fundacite Merida 

j AjJjlSllI Ajfljl g 11 Ja jln^ll C1jIa.j ja jA 4jC a f > *aJ) 4 muojaII a^A ^Unl ^ jjAajI 

ClijjjjVl uoj (jL^ajVi ClLaA^. jj3 jl! A-ijllSl J CliJjii^ 56 ^^y^ LP C-i**^ 



jA^»a (_£Aa ojLoiVi jJj^l! j.uJaa> a ^al Wunl Jl Ujl j)">>>»1 J£-laJ t j|jaVl j < " il > o > n jaII 



44 44 44 



passive repeater J*^ ^ Ia^lAj jl^Vl J s jL^VI o^*-" l£^ 



AjI jj-^j LSJJ^ ^^'^JJ U^^J* U^W^! U£jljA t> CS^J 

jja aj Jji* l!^ 3 S- 5 J^Vl i^A Ajj^Ij L1ia9 Aal t (Jl jSj t 1 J\ (JLuij!)U di 





iLuJaA A=J jj j£l tjlajLjS 1 1 J!j^ jJjj AiLui-o ^ j J LjVL^jVI 




(Jj|j Ia jjia ^glll j C1uj1j£ 56 ^ c *^> ja ^ CllLa.J lP 3 *^ tdSil tlaS 

44 44 

j-o pi2 AiUaj j^ia lIjU^ jJI o^a l_£jj .Dale Heatherington u>«j j^a 



(Jjjujjjll ^UaL cJ-^ ^gj^a^joi L-LoAaj SjujU-G (J > «aJJ j I jIj jl ^g^lu^Ul jLuijVi jA 

44 44 44 



j^Jajll ji 

V! t *bVl u- csiL^ fUttll liA j^Jii .GNU/Linux c^J/^ 



. jj£1 r'll'qq'i aj£j ^liilbj Microwave ^jj^ j-^Vl ^ j^- j^>^» 




Cjllnkil! 1 ji^ ^Ul ^Ij <LaJ! cjUjSjII jl UJ^ ju^ j^ 



44 44 

^C-Sl .Ljajl <1 jl«-uiLjj A-IjAaII jialjC-Vl (Jj^ ^^J 3 CllA^. j Jala 4jj£joutll 

j^l j^bU JjVI s jaII ri« Wi.n l j spread spectrum uiJaJI A-ijiL ajjSjII o^a 

IaIAa (Jj^aJ Clj!>L^a j (JJAaJ J I^jcI^J llujJl l^jSl ^AaII SjJ > ^fl AjSLuV 4 S J kl£ 4-1jAa11 
C^l jUVW tJaa£. CJ|JJ JS1I UJa 1^9 jj£j V ^1 xJIja!! J Cj! jIajI^ SJd 
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Spread spectrum £i>^t 



Direct j^UaJI gjt&H uLIaII ; jjjLjkj ajUI! o^a 

jjjSM jj^ L-LlaJ! Sequence Spread Spectrum (DSSS) 

.Frequency Hopping Spread Spectrum (FHSS) 



^311 c^ULnl! & DSSS j^M t^fll £ jj-JI ^< ^> ^ 



Jjjixla Jl^jV! f FHSS ^j3ll j^- £Oj^ <^J^ ^ 

taSj x>ll ^jJajC (jAjJa jaLuia (J^juij (J-aL^JI ^^jjII 




++ 

First Latin American ^j^' cs^ cAs^ ^W^ l ^ cjUjSjII ^ 

1992 ^J^ Networking School (EsLaRed '92) 



^UJ! ^ Ujjjiall cjVL^V 1 SjOj ^ .LabCom ^VU^V 1 




:DSSS ^W^l e^sil tJ-^ 1 f J 2 f> ^J 1 f 1 ^ 1 1993 



js>li- 5 1 2 - 400 

960 - 806 
j2>Uut 2.4835-2.4 
jijAU^ 5.850-5.725 



Sj^a U c^S) dBi c^JJ^J^ 6 -j ^ 



^ .(dBm J*-^ 36 ftUSyi t u 

^ ^j^Ja DSSS >SMI ^jj^l < fl^alt ^1 ^Ixall jUii^yi 



373 cjVU ^uii J^l 



J t^j^ jf^ 1 J (Yagi c^V) cs^^) <^'j* ^ 

fJacVl Jax^l! Jaij 90 ft j^ beamwidth JW^ll L^jc- jSjj Ia- *bl j 



AjAaj ^ti^J ^glll xSlj-all lH 3 *^ J J CS^ ^W j* nai l Jj^H L>* ^^3' USLoj 



ts^J 2 International Center for Theoretical Physics (ICTP) 

i+Lj?\\ fjkJ! ^ ^ Jj\ ^UJ! jSj* 4n^ ^ ^sBj 1995 Jx. UU^I 



f UJl ^ ti*V ^ c^i bj^ ^ He-Ife ^] J] ^ fclifli 

* » * * * » 

*li> t> United Nations University s^i^l ^Vl Jjj^j J^iaj 4jb 

JJJ^J j9 j! J^. j3 J-J^£ clM^W J^AiJ ^ ^ C5-^ ci**^ ^-J^ (^5^1^ J A^JjoJI 



t±J 4^jjh*l\ cjIjUJI ^1 cAZ Jl! ^^1! lJ»U1VI Jjl^ <> 

U j^U *iUil Jjjj^ J <£uau U^LJI ^ ijjjl ^ ^UaJVb aS^II *bl 



Broadband delivery system kjj^' ^^J) ^tfiy 



cs^ Spike Technologies j^j 3 ^ 4^W^ sjjj LScUS c^jj 



22 l£ j 1 ^ (11.9 J^>) u- 3 ^ cf 0 ^ cr 1 ^ <«j>JI jj 
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The 




Approach 




PRIZM BDS utilizes 
a patented, sectored 

single aperture that 

allows spectral 
reuse of two channel 
pairs 

Spectral efficiency of 
this model results in 

a ratio of 11:1 



.Spike Technologies j^j^j^j <j*^ :11.9 



10—1 ^ £M (j^*^ ^ O* 3 J° J^ 1 jV^ S lS^*^ 



fi jajj ^ill &k J^I*j ^ jo & jlLJS ^aa Cable TV <^ jffill ^ >^ 



^ J^-^ L?JJ^' J-"»jV Cjlinki j£i ^ (11.10 J^) >J< c3^ 





J. 


a, 


i. 










X 




i 






k 








































-+ 







^lk) .Ait 







Spike Technologies j^jij^S 4^ ££U-aj2 : 11.10 
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^jfcyi lOBaseT 



r 



RF dL* 





lObaseT 




.djiui ^ J ^Usdii iii.ii jLi 



<ua c^Jajj I^jjj^ ^ ^ j^i fLkj sj^jj Fundacite t> cr*J^ f-ki* 2 U*kLJ 
jS* 3600 *J* t^J bl jdi V <J Aik^l! cjUjJI ajJS jJI 

^^^^ 
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ju 3600 e^J 1 tP* V J ^Ja^i :11.12 



1U 



J^tUl sjI&V jS j-* ^j^U ^j! jll ^Uaill ^ Wmit L£ .Fundem <h> 
jj^ j2l ^laJI ^UaSIl j tl^jj^ qa 1 jia jLS 35 Lagunillas 
V QC- tji* jLS 40 ^1 j La Trampa M V *^ <> m j^W lW Jc-i ^ mj 



.Tovar 



(jAf) ujj^ 3 1 gr* video conference ^v? t> ^lc-Us>5U <j j^j ^}Ji\ 

cJull£j ^j^j ^jj^ ^U^jjJl e-lciluiV 4j^>^111 o^A Clij^Tuoi jL-ajVl CliLaJl^. jj9 jj 







* * * * ^^^fc^ ^^^^ 
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.AjjUII cujU^ 10 <c fUJI liA ^L^l 400 jh (V f>M ckj-^ 



^jUall Jj-uJI JajIniJ! Jl^ 



^Vj n.13 J^JI j^- 



fi 1 



I' *I MAM TO 



J 



,1* 



;wo zwri.no 



/ 



If: 



LA Ti 



M ERMA 



/ 



V EL 

\ 



J 



y 



7 



SAW* fAAJ*A 

J 



.Uj^^Vj^:ll.l3c3^ 




V (j-jljull CjL^a ;Aj^uI£1]| CjUjjhlti 



aA*c c^/U ^jUi! J*^ai 378 




++ 



++ 

^ill j Llano del Hato j3U Jjj j^V c_>iij* .kij LjjS ^ : iUjSf! 

++ 




^gic S^JolfA LaA£*jl 4^1* oil A^IIaII ^j-ajill ^jA*JJ ^J^ll^Vij 4 jl< ill \\ 

f UjjV! JULj J\ l^jjII Sjl^IJ JUJI 0 U2V' ch^ J 

* * * * * * 




J^j^ cs^ Atlanta UailLl Aij^ ^ ^ill j Supercomm '98 ^ 
Remote ^< JW^ ^ qAa^ SuperQuest s JjU Ijjjja 

.Access 



j! lie 



Luis J^jj jj^jj^^j Jose Silva jj^j^ c> Ln*^U 



tillil .ajl^UJI ^ AjLLa cij^ ^jhn U^i^ je jlill^VI jI^a ^ jjsI .Nunez 

l>^jj^ Bellcore jj^ Jj <^ ^ ^Liail ^> cj^i^l ^9 



ICTP JS <ji j^i j^S New Jersey cs^j^ cs^ Morris Town uj^ 




^jaSl dii^ 1992 fUll c^Vl^^U aJjJ! ^j^U c^I j^jII ^ sjc 
t> C5^H ^ c^a^l U£ .Edmundo Vitale j^jj^jI jj^jjJI J^j 



Maryland ^ l?J^ College Park ^ Suranet ^ <y jl^l 

J_^o jj^J! ^> tf ill j Dr. Glenn Ricart ^j^j 



379 cjVU : >ic J*^ai 



Organization of American States ^£o*V1 djLV jll ^Jiia ^ Dr. Saul Hahn 



ja^, lil d±^Aj| ,4-iiij!yUl ^gjuj^j JaLij <LaliV Lpt-* Laco / Jc ^jia^c ^ill j 

4* 4* 4* 



First Latin ^u^l ^ ^ cjVL^iU JjVi ^jaJI ^1 

++ 

45 U jx^. ^Jill j taj^ ^ American Networking School (EsLaRed'92) 



* * * » 



110 Uj^j I**. ,J (EsLaRed'95) 1995 ^ ^ 



LL* 120 (EsLaRed'97) 431311 j^l U Lo* 20 



^jj Jj^ cr^ Internet Society du j^V^ c> ' j^-f* ^ c - 2 j 

^jlU! U^aWj imfiUI J JjJ aJUj ullj A-uLu^Vi L^illb cdii^ll CjLuSI 



JjJIjJI ^ Rio de Janeiro cs^ j^j cs-* 

^ed dill jU .A-iuj^ill ^JadjVI fjkVn EsLaRed ^ dj^*j 




"KA9Q d^>VI <a> i jj^ lM jj^ Phil Karn u 
l^I 29 ^Rendondo Beach cciWall ^jLJ! ARRL 




.1987 ( 

^jLuJI ARRL t ff ^ 56 ^ D. Heatherington uj^ jk* . J 

.1987 (u-l^i) ^1 29 'Rendondo Beach 

Normas Para ff ^VU^VI j s jl Jj ^VU^V 1 ^ 'Conatel Jpts jS 
La Operacion de Sistemas de Telecomunicaciones con 
17 t^lSljlS "Tecnologia de Banda Esparcida (Spread Spectrum) 

.1993 (ji-ijS) ^1 

Internation Centre for Theoretical ^^J^ J j-^' 

^Lo.^U! ^VL^VIj diKi.ffl ^1 jjjkij m^j^I ^ j^" ^Physics 

Programme of Tarining and System Development on 



380 



'Trieste cs^J 2 ' "Networking and Radiocommunications 

http://www. ictp. tries te. it/ '1996 

http://www.eslared.org.ve/ <Esuela Latinoamericana de Redes 



++ 

Ermanno Pietrosemoli - 

Chilesincables.org 

clsL^ a^j^\ aAc CAS^A *Uj LiLoV CjULuII Jl^jV CjLuSII 




J^i .free networks SjaJl ^UJI J) J^^l! c^li^ ill jl UJa 




Jc U jUnmlj AjSL^I c^U&l! Jc c^b^U! JLkj] 3 jaJI cA£^!A\ ^-UJ L-ilkL 




J^ J 4_£L^U! j^j Chilesincables.org 



djU/VI t> ^Uiil! 0 iA Jj^i aAU^U! cjIS^Lj 4*1*1*11 a^UIj 

. j^sii ^^i^i c^uikLo ^niu uiiai ^ ^ ^i^yu 



6° ^ IEEE 802.1 la/b/g W 1 * CjLuaj Jo [icjjA* J .i^lu 



JWil . Jlioll Jo WiMAX ^U33S JMI ^ J c^l jjkil! c: 



Ujli Ua^lkLJ ^I^V! J SjajU! ^Lo^U! CjIj^II iullc. UX> t> ^ jl) Jc 



Atheros jj^^ l3^^J j^t* a ^^^j 4 jS \ > o!>U i ^^uoli dilaUaj JUaII cJ^f^ J^ 

^ ^ o^j Ralink Orinco j^yjjb Prism 




jjjkL slj^ll .j^^ ^15 clip. Motorola Vjjjjj^ j Netgear j Linksys 



381 cjVU g^LJl J^l 




HM^l ^ ^311 j Minix j OpenBSD j FreeBSD j GNU/Linux o^J/j^ 




VoIP ^J^V^ Jj^J^JJ^ J^ 0 ^j*-^ cJ^ v1jLg.ja. 



Instant messaging lS jsll 



JL^jV! f,vshnrtH gi33 .aS^II J A^UVl »BM node ^JaiUI jf^ 



(90% l3j*J) cJ^^I SjS (> cij^ (jl^a 



.tU^I ^ li^l captive portal cjUjJI u . ri .(^l^IIj 



£§1 jJI jblkl j ^aL^I ilij jl? 4lkl<J! ^1 criiij) SjIjVI U 

k ^j^jAaII tji^^ (j -0 ^ A (J 0 ^ A (J^"\.^ (lA j-iC. j 4 toll A-ibj 




^ikb ^ ajS ^h U« A-bjj^ J^ Jj^Jl Chilesincables.org ^jj^ Jj^ 



CjVU [jfe g^UJ! J^l 382 

L_jLi^bU ASihjj AjL^i ^jjjiiJ (jj^a Chilesincables.org £j>^ cA*2 



# 

.^JSiV! JA^f^l ti^'jJ (J^a\ TCP/IP 



:^L*1! o'm J aJIjII Chilesincables.org £ ^ 



*j£U*II c^VL^U A^UVl t^L-JL ^>ij 

.fit lKA? ^L*j ^j*^' ^ ^ .pfsense mOnOwall 



s jiJl cj hn. n ^ l t> b^c Chilesincables.org A* 



.Chilesincables.org ^jj^ iJaiaVl j^^ill j^ki 
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»ja OjSjL^I f A .Omnidirectional ^UbuVt ^Ij^l iijj : 11.14 





jalfc ^ aas ijjf m 0n0wall J* ^ ^ cr&J* ^ :11.15 
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i i*|f :i mi " 





jilL^ij <&LM)j CjUij^i 0- £JUj ^ ^jlau jL-a* £jj J^liS :H.16 <J^ 





f 



CiU^jJ) Cte>j$* fc^jl >£U*ll Parabolic ^j* fr» <U*^ 

.Santiago-2006 FLISOL jfrL&U. <J SjaJI 





4l^jfl <> >Vl JijUl rfj- : 11.18 



386 



3 




S jaJl ljU^ jJI l)^J^» fc 5 ^ j^UaII dull Alua jll JlAJl lift <jLu :11.19 <j£« 

Culxi4 36 Aluajil »3* £*L .SjaJl cjb^jJl r UtfyAj Santiago-2006 FLISOL >L£L- 
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£lJ5jl J* ^j^Uil J ilL-SUl LUIII Jpi ^1 jiSxi Quiani cAu* ^ ; 11.20 

.A^uaUJl <> >»jLS 2000 ^k- jIa 4000 




Trevor jl> c> <^>j !>» 15 £ji c> tito j^LujU JUi ^ il^ : ll.21 Ji^ 

12 c> ^-j J ^aL *latf t >i* J*d2 .Ufcj 30 j Marshall 16+16 
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.LHUt <> A^ljjjb Sj>-a ; 11.22 





I ^j) j^il flJiluil Ja*V .jsujJ 0^ J 1 ^ J*-*" 3 ^*-J :11.23 J^- 



389 ; uic ^jlaJI J^il! 




fetlyfll p$-abS fLul OjSjUiAll I4J jflaj Yagi <^UjI> : 11.25 J*^ 



aA*c c^/U ^jUJ! cUxill 390 



Felipe (^jS) 'Felipe Cortez (Pulpo) (j^jj) 



Mario Wagenknecht Q^£) c^iiii^li jjjU <Benavides (Colcad) 
j^ij^jJ j'j^ ^Daniel Ortiz (Zaterio) (jajtfflj) J^jj^ '(Kaneda) 
Oscar Vasquez (u*^) jjji^la jl^ji < Cesar Urquejo (Xeuron) ( ujjO) 
^jljlS Jose San Martin (Packet) (^ySL) u^J-* '(Machine) 

chjj^) jjjSJi uV^U* 'Carlos Campano (Campano) (j^f«^) 
Andres Peralta (jjjUujIS) tiMjg <j*u^ 'Christian Vasquez (Crossfading) 



Wjg Jjj^ 'Ariel Orellana (Ariel) (Jgjl) UiLjjl '(Cantenario) 
Eric Azua (gHJ 1 * j^) Ijj' 4u! 'Miguel Bizama (Picunche) (<^j%j) 
(IS^Vt) IjU .David Paco (Dpaco) (jSUa) j£W ^ '(Mr. Floppy) 

.Marcelo Jara (Alaska) 



Chilesincables.org 

^1 jJIS) <JUJ! ^ ^Lo^U! c^X^ jll J jti Xj jia ^ J^l 

<J\ (Canagua Ij&UISj Pico Espejo j^? Fundacite l^k^ 



f jL^ jaJ J ^L^Ul JL^iiU (802.1 1) V 5 ^ »j* J ^ij^ t> ^ 



j9jj ^ jSI 4jV <J*Vl ajj^j c^u-J ^jjSI Guayana UUjc. Aik^ j^j^U 



L_i j^>^. cijli AiAUo A-aa ^a j — tepuys o^j^ j^^) 4j*ij^*5l ^-aill ^ 



l^ijl^ Sj^lJ! l^ijj^ cj^i ^pllj Andes J«^V1 JU^ ^133 ^LuaI J>J 

* * * * 



* * * » 



jI^Lij ^ji cAjj^UI ^ tjll^ IjUk Pico del Aguila ^ j^? s^L 



.Merida cs^ J 1 * c> s jW^W u^^ 1 j ^ >^ 4200 

Oj^U Cojedes El Baul JjW J) ^ ^ ifj& & 

RadioMobile ji J ,<L-ajSI t> JjILJI c_i 
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Aiki« (_>ajj*j (jjljft {http://www.cplus.org/rmw/englishl.html) 

. JjU JJj iLjjti Jjj (jjj (>jL£ 280 J J-^ ^SBj) Jj^I J^lji 




LujjI Sj^s Jj^aii ^^ill j Orinoco ^uoll iSLlaj ^IWuJ s^c cisl jijJ U^icl t i a^il I^a 
j cs4^W Jj^P -84 J! VM^I dBm Jj^P 15 

** * * 

jrUaa** lillil dB dg**p 149 282 ci 1 ^ *L^aJI £^ ^ ^ -dBm 



cUu Linksys WRT54G j»> t> >1 h+ t> 

jl^x-al ajU^j Si j$J! l >^xj *IS jSj GNU/Linux 




MAC layer J5UI Jj^jlL. ^1 u- j OpenWRT 

^ V^j^j DD-WRT JjiJSSB fUtt U JL-jV! SjJ Ji! *iLiVLi 



4^1! ^ W UjO* >VI ,^1^0 0^ rj lo cUil U^l ^1 



^ Vij LjJ 100 JL- J a^\^L WRT54G 



^Ij jl^ ^jl^W 11a non-linearity A^kaJI ^ jS3 ^JIla 200 



IS 



CjIj ^iLJU 20) 100 J5c ^jJI ^ JL-jVI AcLkLul jba) 

* * ^ * * ** 

UjJ tdlil ^Orinoco ^ ^ j^W J>^\ dB 5 (dBm 



.WRT-54G t> j j ^ 

^jJl ^1 Xj^i j% J\ 2006 ^ (jAi) iJ^ c> >^ 

^ks ^9 j*<> RadioMobile • j^t c^^^ 

a^jj 16j 8 l^j^ ^ i My* a\ \ j5UaSI ^ 86 JjW 
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^ GPS <^tjM {Sj-ll ^ JW *J— »j* W> 




,J jJiill sjI&J J) fi^A <^n*i:> .RadioMobile t^V l^JU^ 

.Google Earth ^ 11.26 J^^gr* c?^ j <L-aj]l jL^ 








3 If -***"■■ 



ujjiil Maracaibo's jg^ljU S J^H £^ .(Jkji£ 280) t$^1 il^jll :11.26 

.JUuiil Paraguana UIjpIjL Sjij* 



.RadioMobile ^Ujj I^jSj U^jJI n.27 
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4aLc, dj^U. ^UJl Jj^aall 




S Bill 3 "A OQQH I. : U.S * 



ft -J- ^#S5«9 a. 




l$j£jj>4 ^J-^J ^^3^-^ J% L)g j^ajiiAii jIulaI] <s ^2aj*il jJai^lj jij^l <Uajti : 11.27 J^" 

JjW J! S^Ij ujjS Morrocoy 



.11.28 Ji^l^^L:^]! U^jIIJ^Uj j^ki 





.<LJa jliaii 4j<11m!>U) Al«a jli Jj-alii : 11.28 
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c^jJa t> c£ gs-a dBi g^JJ^JJ^ 30 Cf- c£ cfe V CjUIjA 



dull JbiuaV ^ 

2.4 (j^a (J<a*M 

US c >uia .jlo 2.4 ft (Jj^Ic- (3^J <J!:uU J) U*ij> fja. LjaLLia jl£ <J& Ul 



I) Parabolic o^ 1 fb^U UjjS t*Uil 





i LLuJj 




J 




** 

.^jJ 22.5 AjjI jM 



^1 jA j 0 JJJ^ J^ LjjJCi ^j-o 4jc j'hna dJ Jj| jA O^C ^l^V'unU L_JjL^J o^C Uj^)^.! 

ch'j^I S^j^ ^ .o^*^ c5f^ s.^j£ dBi Ls*jJ*jj$ J^-^ 12 Yagi 

^^Jc Ijia ji£ 1 1 ^^Ift AjlaUJI ^ ^jSLa^UI A^juUS 4j 

Oii JUlUj > 2000 fclSJ c> fib* 2^ ^ <> f > 3500 fifij* 

.11.29 J^il ^ ^ ^ 14 U ji ^j! J4 JL-Vl 






u^j- dBi 12 (^Ij* ^ >» 2.4 >ij u-^^ J^ 3 :11.29 ^ 
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s jt^VI o j^a ^ s^UJl c^Uiill JJ^alU c^L Netstumbler 2^ l-^a^L 





A£jUi^ll Trieste J^J 1 2006 t> (j^j^) -^W^ js-^ gr* 



U jit jx* c^illj Carlo Fonda jljl£ gJ^O ^ ^Ua l^Ijj ^jj^JI 



Latin American ^jKDU! ^l>^ ,J A\u : ;{\\ \ jjUHI jji^ j j*j 



Abdus j^U Jj-^ ^ J£j*j Networking School (EsLaRed) 

1992 Salam International Centre for Theoretical Physics (ICTP) 

4-ujjAa JUaII (J;ifuj l^i* a^C £JjIAa ^jj'u o > oj^ll ^LjaCI q±1 \ju£un ti jl*J 4A^.^U1 

A } u ! K\\\ ^ j (ICTP j£ gr 111 j) <jjLJ! 

J <m .^Ki^U! If^jJ ^ ^>V t> JSffi ^Ij (EsLaRed lilfcsS) 




VL^yi j ^llj^ Dr. Sandro Radicella j jj^L- ji^J 



)^ Carlo Fonda l^ji jij^ ^j^J f^A? ICTP j^j^ ^ 



lii jlcl ^k. ! Mr. Ismael Santos o* J^^) ^ j .cP-^^ 4^ 
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.O-jSjU-i Jj&Uuui JL^uIi ^Uoall JLSlutf) (jJa <iL£fij *t£l jjUjIj : 11.30 



t> JS1 *Ua*J! Jatfill U£ c^UJ! c 3^ a ]| S jjJ t LjJall Jk-a <kJ 




J 



100% ^ ^411 jUbl V .dBi ^jJLO^t 32 c^j^ ^SJJI c^'j^ 



±*u\ CIjIjL^ AjU£11 Uj Ajj j3 Liaj 





j 2 ^ j!j Gaya Fior jj^ LA^ j Carlo Fonda l^ji jljlS JS j jM t> 
.(Ul>^) jLuuj t> ^1511 ^Sjxl! Jj Ermanno Pietrosemoli Jj^jj^ 
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£p t Jla 125 s- 5 Sh ^ l^S ^ ki^ al l AlkuJl 75 Morrocoy 




.j2>Uu£ 2.4 V>J1 ci^Sj^\ c> jUjI :ii.3i 

Javier j^^j Ermanno Pietrosemoli Jj^jj^ j^J t> ^J 1 

** 

QnaJax^ Baul JjW *UjLj (Jj^?1) jU^j ^ ^121] *LujVl ^jj Trivino 

Lie. j Carlo Fonda l^ji jJJ* c> j) ^ ^ ^ c3*>M M 
j Franco Bellarosa ^jj^? j^'j^ o^j^^ ICTP j^j^ c> Gaya Fior 
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J! (Jose Trivino Lourdes Pietrosemoli Jj^jj^ o^Pjj 1 

.^uflSl ^JLiaJI ^jl^Jl (J^Vi <±2k.LuoJ ^\jjC.I JjJ j^fJ tftJ to j-uiaaII A aJalall 



Air view of 
Pico del Agitila 



■C 1 
Am 



.5kp^l ialaLJlj !>LjpI Jjj j% jSj* : 11.32 <J^ 



^ja .j^ & > 4100 t 1 ^ J 1 ^ ^ ^Pj u-^ 1 uj^ 

J^llj li* n.33 JiAM 





,!>L£i J ^jIjaJI <u*j2 :ii.33 
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(Jl^-a aI^JLoiIj SjjoiC. <LplaJI A£.LJ1 ^ic UxJaluil j .L-J jllLo jUj Clll j9 120 J ^ » a A 
<J& Jfllall .13 J^l ^ dBm cfe*^ 82- U^J^ S jU! Ja&ll t> t Lilall 

jUVI J^j jl UlkOU (j* ^£bj ^ (j-jIjlS t> UJia .(jj 2450) 

** 



** * * 

L£ jlj 4 Wirt lU^I j Linksys WRT54G c^^Ul <^ jAj j S jLiVl 

.(j^fj^ C-i**-^ <!butl\ ^jlill A.^. j-<AIj \ •> (j-o e_Liiall (Jl^-a ^1^1^. (J,\n>ol 



.ping SwVI 4JaJ jj 




.JjW J) J uAjfi uuSji ; 11.34 
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JC J 

6 jij^ m**' PDF ^Wjj^ cs^J^ 



J CjUL tic Jl^jU liUi UI^J 

.iA^ 11.35 JlAll 



Derm 









fl" ■■■ , i — 

[ It* 4«M*% | 




L JJv- 

?ju*m* j — 








l * r 0 31, LU 




P4H 



I 



LB 



- - ■ i 





280 *H jU* biUl) Jaj A-aIac Jj-alij jj^U ulmiU <> :11.35 Jiw 



.(VLSI! t> ^Vl c> *I>J Ste) ping sbl j^lsM c>j -Wtf 




.^Lj^i ^ ^ Carlo Fonda Wji jljts : 11.37 



cjVU g^UJ! J-^ail 402 

2006 (cfej^i) <> >^ ^J>* 



Dr. Eric jjo^ 4u) SjUaj TIER ^ WW 1 . 1 u^^V om^j^j 



.Berkeley J&jx aj^U ^ Brewer 



Aix^ J\ ^ MAC J! Jj^^W r < - nn g-A^ fU^ull J**2 



CSMA Media Access Jl^l jjc. ^^J! c^X^jl! cjllnkil Uj!>U 



cJkL V ^ ox Mjj^ jil m-Uj l?^ j TDMA Control 

300 U j£ AiLouJ jL^yi 1> j (J\ V- 2 - 11 ^ ^ ACK ±£ isll j JW*^ 

cs4^ 2 (^1 CSJ^ lS^J j^j 1 ^ 



Jose o^jjj 15 ^j^j Javier Trivino >^j^ t> ^i>^ <J**JI l^j* ^15 



J] cs^ s-^j^ Francisco Torres o^jji 5 j^^j IjAj Torres 

Leonardo o^J^j 6 j-^j^ l> <-*I>*ll cs-^ l^j^ ^ ls* 
jjAjUJi j Leonardo Gonzalez G. .£ o^'jb^ j^J-l^j Gonzalez V. 
Ermanno Pietrosemoli Jj-^jj^ Alejandro Gonzalez <j*JIjjjc. 



ci±^1j1 ^^lill j W^RT54G c ** ^ o ^I.^VunU <L^a j J j^Vl ^ ^c^oij 1 j£ A*i 

* * * * 

jl! 



>! Jl Jjjil! JUBSl J\ <jUil 2.^;. UlJI^L <L^nl!j Ajuj^\ a^U^1\ 

t&J .Platillon ujl^^ ij J! Ij^jl^ 382 ^ 

^J 1 ^ J! U^J J3 AliaLi jLLj jll^Jj jaJl jJa^ Jft jla 1500 JjlkDb 

C J^J^ .(Jjl JC AjI ( jaJl ^Ja^ jft jla 4200 '^L^ cr^^ j) 

.11.38 JiAM 
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=i j u : ; ■ coo -4 : 





,>jLS 380 jL-il ^jl* :11.38 



tilt j Linksys 4 ** ^ o j -0 l>° ^l»^Luab AjSLu^UI Al^a j\\ J juts II ^j-o tAi^-o \ jS <n 
j cjUUJI ^ ja. ^ tcLbJa Linksys j ^ .TIER t> 31^1 




^c. ^Jill TIER j* ^ b£i*b j^UjVL ^uIjII CajU^ 6 dBm ^ j 

.TDM A 
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Javier j±£lh '(J^) Jose Torres o^ujjt l£ 6^ c&J* :11.39 

Francisco Torres o-jjjjj (^j) Trivino 



Mr. Ismael o*J^ d^L^ j^Jl csj^ ^ 

^jii Jj <J .U*ji3-l cf^ll Ji^ll jlj«Jl U3>V Santos 

J^jj s^j^ <^>^Jl ii£L-»jil ojjijj] Eng. Andres Pietrosemoli Jj^»jj%? 
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http://www. usbwifi. or con. net. nz 

4£+&\ JUaPl CjI jJt 
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(jljjc 65000 ^flj*) Class B j 
t> .(ubf 255) Class C j 

1 in.nlll o^A J X 1 CIDR U^i 



l3 




CIDR 




i 




notation 




cjia^. ^11 t, Cell 

.Ca1j9 2 UJ^ l3J* 



jiA^ai aJsLm cetrifiate authority 






il 



Public Key £^ 
SSL j Infrastructure (PKI) 



SUM ^Ualu, 







bandwidth ^»>Jt ^ 



.data rate 



t> ^lij sua channel 

802.1 1 W!^>^ jL 

l ^ > laau ^jc* •^ 3L f^ j ,3^,^^*^ 22 ^j^Lo^Ul 
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connectionless protocol 



Hull 



J 



lkL V (UDP 





6 



J 



session 





oriented protocol 



consistent platform 





constructive interference 



- £j3Li u±i]1 lift 





.destructive interference 




NEC2 ^Uj, ^ ^1 



controls 







++ 

.structure 



eJajJyy ji^ .Jja^J! converter 

DC j^ii ^ jUi 
jL£ j*-' uj^ <ij^ 

inverter 



ujO^ ^ t^'j .CPE 

Customer Premises 

Equipment 



Classless Inter-Domain 
^ jUVl liA j> Routing - CIDR 




i 




) A 4j aj*l\ i, \\\\ i J 



.Class A, B and C networks 




JL^U ji^ jAj .ojjj client 

++ 

lPWj fjS .managed mode 

•ill .U^VU ^Lo^U! 

B 1 







access point {rjijlt 



mesh 



ASiLxJi ^iJi closed network 



i£ S^lft ^^kloUj SSID CjUlaJI 




* c 





^ .lsjj*** coax 

Jjlo ls+J± Jjl^J 




• 




.j»jUaj collision 



• 

0 




LSI 



• 




ejjiu ^jjj s^u ,o*zja conductor 

JjUl iL^j! t^"^ • ^ UJ^ 

.insulator j dielectric 
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jUUl DC/DC Converter 



J4 



J 




u 





jjjaaJij linear conversion 



switching 



MR 



.conversion 



0 



j .J*~yJ Decibel (dB) 



(ifijjtjj^ J! dBi 

dBm ^ij lW^j 



^Awfl default gateway 



JL.J 



LSLutl 




J 



.^aij^yi jU-iaJ! default route 



Denial of Service (DoS) 



• • 






J J 





sbi .cron 



Unix 



at 





Customer Premises 

.OjjjII ji^4 cjIJj^aj Equipment 



* 1 * 



D 



<Q^aj AJLla data link layer 





ULull 



^ .4^ TCP/IP j OSI 







13 A<^\ 



c5*j Jij data rate 



•• • 
£5 




Jiil ajLlsII 4£.^uJl (j-a ^>^^ LojIa uj^ j 

54 ^ 802. 11g JA^jjJ a^VI 



throughput f UVl : 





decibel <J^^ dB 



Direct j-a«uM j^l DC 

Current 



jUU! DC/AC Converter 

inverter <^»it J^lt : 
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Direct Current (DC) 



<j^xj] Sjtc ^VunJ .0*0^ ~JJ-J^ 





.Alternating Current vj 1 ^ 



Direct Sequence Spread 

Spectrum - DSSS 

.802.1 1 b ^ p^i^i >jsli 



directional antenna 

ss 

* * * * * * 

omnidirectional cjUUjVJ 

cA^Ij antenna 



sectoral antenna 



^ij^i sjji UbuV! directivity 

^UjI jj*^ ftUj] Sjjali j^jj ^k. 



l-j jiJ d^i^y! depreciation 

A-liaxIil (Jlj-aVl ^jSjll a^^JjoLj ^AujL^o 




destructive interference 

AjjLuia LaLaJ C fllj^Q _j^JaJ q^xjI 

constructive interference 




jl^Vl JjSrjj* ^ij DHCP 



Dynamic Host 



♦ * 




Configuration Protocol 



<Bij jj^ s^u jjift dielectric 



Digital Elevation Map (DEM) 





Radio JS* ^W-j^ ^ ^i>" 



^ Mobile 



.fctiStt diversity 



antenna diversity ^Ijffl 

Jlltfl *Uj ^ .DNS 

.Domain Name Service 





I DNS caching 

jUailt fUyii CjUUa] 



4^ u«ll ^AjJa ^Ualll ^.LajujI ^Ai 
$.L*juJ *La^.^)J ClilAla ^jj^^J AjIa <oll 

La-a LIa a A^AjjJI (J-ol^l (jUaill 

. JLkill *UJ cjULI c^>l! ojj^UL 



Digital Video Broadcast 

^ ^jJI ^11 (DVB-S) 

|Liaji l^all jLaaVi L^^A 3 

Broadband Global Access 
Very Small j Network (BGAN) 
.Aperture Terminal (VSAT) 



^jLu ^Ija dipole antenna 
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E 




.Jilak eavesdropper 



++ 



ft^c. ^^jj ^ili ^jJi .uijt edge 



electromagnetic spectrum 

A^ouia j^ll iaJall" 4&*A\ CjIjJjjII 



electromagnetic wave 

J^"J L5^J .V^J$^ 

++ 

++ 

.mechanical wave M^j^ 





.^U2jVt elevation 
inclination c£h*to 



end span injectors 

jic S j^ill JSil ,4j3l^ll c^^ll 

Power over AjYI &kJ 



^i^i^L s j^l! j^ji? eJ L Ethernet 

j^jj Sjiill a£^SI c^V^ jaUJ! 




J 



Dnsmasq 





pistil ^yi J jS A^j DNS ci^ 




DHCP 




http://thekelleys. org/uk/ 



Domain 



Name 



Service 



jAj .jUall! fUyyi Aj^L (DNS) 




.<>#^ JiaU! Dominant mode 



DoS 

Denial of Service 




Direct Sequence j^UaJ! ^mJ) 
Spread Spectrum - DSSS 



J3 ^l\ dnJ! ^1 j .DVB-S 

Digital Video Broadcast 

(DVB-S) 



Dynamic 
Configuration 



Host 
Protocol 



^iisnji j^vi J^jj, (DHCP) 
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http://www.fs- :<^i 

security.com/ 



sii^A filter 






netfilter c$jUii 





mid span injector 



j^^t end-to-end encryption 




^ data later encryption 



jAj .^jU3! j!±aJ! firewall 



UUJI 




• 

++ 



- ««J .£lA» flush 



.netfilter 



.^j^l S^! forwarding 

a^A JLujjb Ajla-all A^jjaII ^jc c qViVi 



cjISK forwarding loops 

U Akj^l JaliJ! jhcVI jAj /LfcjSM 



SUaJI Jc (tlLlI ^j-ojS A-aja AiUiaj 
JluVl J^Ui-VI uSl JS1 TTL 



J 





EtherApe 





:JW1 

++ 

/? ftp ://etherape.sourceforge.n 

et/ 



i'SjUlI LljllJ <£_Lud 



.Wirehark Ethereal 



Extended 



Service 



Set 




Identifier (ESSID) 

jx^V' J .^ yu >*^ CliLaJaJl <C.jn-> i 



C^ij .802.11 J>j2j^ c^j 



closed 



network 



j^ULuli Jjju-i external traffic 



F 



ji^y <^j^j v^ij .Firestarter 
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ajLc .^jttJI JLal! gasification 



a^jSU JjIS globally mutable 

ISP ^j^n ^> eJ L ip 






jl jic CjIjLL 4 J IPv4 




fiJaiJ! SjU-i free space loss 

*U3j Sj^l! J^UJ! ^UjJI .jlkll 




.5 j^UJij attenuation : 




^ .^j^i frequency 

j Alti SjUl! 

Jjla ;Ljaji ^Ij 

Hertz JOfrftj wavelength 



? uSfi front-to-back ratio 

++ 



H 



.^jjilt Ju-jV! half duplex 

.(^£L»5l]l JU^V 1 



full duplex : 







^j^ 11 (jjj^ ^ .Heliax 

coax 








(Hz) Hetrz 

^Vl ^ ^LuoVb ^ JSlI 



jjjSM HF (High-Frequency) 

jrl^L j^>Ucu 30 3 ^jfl! 

++ 

++ 

Jill 1 (g *W 1 0 ^j^l Ia^. S^jxj ciiliLuiA 



.<^UMb JL-jV! full duplex 
half duplex c*h 




^Lul Vj^j slJ fwdbuilder 
c> iptables jM« 

http://www. fwdbuilder. org/ 



G 





gain 



SjjS SJljj yk. ji ^IjA) 




J 



decibel 



AjjiLi .^jj3! Jij gain transfer 

jj (^jl^ ^Ij^? <JJ?^ ^Lijl ^IjA 
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LaJ! fXkJi\ a±1^^\j JAN A 



Internet Assigned 



sjsau 



Numbers Authority 



JiU-j Jj^jjjjj j .ICMP 



Internet Control 



ijuyi 



Message Protocol 



• ♦* 



** * 



aI^j cAAaA\ LaAjc .Sjifi hop 



J 



I tiLjoiUx ^j-Q dil jaa S^c L5 Jc 

++ 






^jaall Ljj JjSjjjjj ^1 j .ICP 



Inter-Cache 



Protocol 



J^u aajUaIi impedence 

++ 

^lill A^ojlL^]! ^jxjj (j^*-^ u^o] 





^j 1 50) isj^ *j 



Sjjijii cjULuJi inbound traffic 




.outbound traffic 



<>j .C£h*^ ^jO inclincation 







++ 

.azimuth 



^ infrastructrue mode 




• •• 



•• • 



J 

master mode 



JJUi! 




.Jjt*M insulator 

dielectric 



polarization 

.C5^' ^ CpWj^ J> *Vl»l l 



horizontal 




circular 
vertical 





polarization 
polarization 



V s ci 1 ^ .J^Y* ^ hot-spot 



S^aa AjIjj J v^mL Uli) L^LoV 



f^iuu .(captive portal 



* * * * 



jlj^ 4^ J 1 ^ .fr^l hub 




.switch 



ijm Huygens principle 

++ 



Hertz Ji> Hz 
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SjICMP, UDP 



<LL^ j\ TCP/IP ^VjSjSjjj 



TCP/IP 



Intrusion 



Detection 



.JLyfifl Ois ^ System (IDS) 

^oalj^Jl I^A ^ jib .Ajj^C. dlli 




.1 




.c^-^ Jj^» Inverter 
DC/AC Converter 



IP 

Internet Protocol 



ijjl lproute2 

Jj^ ^^louj GNU/Linux 





ULull 



^3 jJI 



http://linux-net osdl. org/ 



Iptables 

(fijUll jl^?Jl .ibc-V A^^klauJl 




.GNU/Linux 



JjSj^jj^ Inter-Cache Protocol 



Internet Assigned Numbers 
^iSjVl ALL- Authority (IANA) 



iJa AillkJI 4^L^J! S jbl t> 



4-IujLujVI (jliaill ^Lajuj! *La^.^J daba,^ a 

.^VjSjSjjJI ^Jj DNS 



Internet Control Message 
f**3 JA*-j JAAjj* Protocol 

^^i^j Network layer *£f£M ^ 



TCP/IP ^jayi ^VjSj3j^^> 

^j2j*V! CjVj^jjjjj V> :Liaji 

TCP/IP protocol suite 




.^j^yi ASJa internet layer 
network layer 



JAAjlh Internet protocol (IP) 





USIl .^u^V! irradiance 



++ 

.W/m 2 



^>> Internet protocol suite 

TCP, IP, ^jtyjj UjI jai 
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a+jaI] Jjla j lambda (A) 



wavelength 



Local A^i^ili^ij .LAN 

.Area Network 



c>jJi .j^blt latency 




Round Trip Time j 

M Uill Ai^j <>j (RTT) 

^jjlL <_£Aa11 <L^a jl S-J^VI J 

uiUilt <>j : LjJ £2J j . j^bll 




Round Trip Time 



cjbjUaJi lead-acid batteries 





stationary 



AilaJ! lib jUuIt 

.batteries 



& .J^V 6*j lease time 

c> IP ^j^V 1 UL?^ 




0* Sjjii DHCP 



L-AL SAaII a^A g.1 L^aljl ^xj jjjjll Jc- 



.DHCP 



.j&ffl 1* Line of Sight (LOS) 

^ | A InVill Sic La (j,^ >o (j^-aJ lil 



^ yfl ^i li ISM band 



0 



J 




Industrial, 
c^j Scientific and Medical 




.O^J J\ <^JI jjj p b*I*5U |TU 



jj£L» jij* isotropic antenna 

JUS Jlj$Jl AjII CjUI^J! c-jjs! 

.dipole 



* * 





IV characteristic curve 

jLul! JIaj JU .|V 

<C3 y o A Mill ^l«jal!)U JjlLo 



K 



a^j^j a^Ij kneitfilter 

^ J c^jlil! jl^JI ^I^V 




GNU/Linux 



http://venom. olterlinux. com/ 




.<aA*a\ ilLaJi known good 



L 






>j .jitai lag 

khli I4J ^ jj jll c^ivji ^ 

.latency 
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. end-to-end encryption 



t hl**l\ <L*jl\ ( >Ja link-local 






13 



^^^^ 





.VPN 



cjU^jJ! jii .cjUoj) listen 



TCP ^ c> ^VL^yi ^ 



linear polar coordiantes 

eJlA <LS Ak^ll ialLaiVU 

1 *< 



t 




Six. CjL^I^VI 



logarithmic polar ^3jjt&jiM 

.coordinates 



linear conversion 




1 






u 






switching d*^l Ji>^ 

.conversion 






.J** load 

++ 

battery 4jj^J : L-J ^ij 
solar panel 4^* * ^ S^jJij 



jja^Jij regulator 



Jja^ij converter 

inverter 



Local Area Network (LAN) 

U Ulc.) *£*5 




i 




WAN 



logarithmic polar 
4#tflt coordinates 



c-jUaii^vi linear polarization 

* » * * * * * * 




vertical ^jSuiJi V ^-V! : L^i 

^Sft v^^V^J polarization 

.horizontal polarization 



.ii^jli link budget 




U^jl! ^Ij^ c^jjUj lij ,^^1! 

++ 



. J 



j^^ii link layer encryption 
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MAC cs-^ J J*^ 

j^^l jjji^ Jj^ table 



maintenance-free lead- 

3iiLji cjbjiLJ! acid batteries 

lead-acid cijjJ*j& 

batteries 



man-in-the-middle (MITM) 




^ 



J 



managed 



hardware 




ll jlA fJA U JJC- J 




♦* * 



SjbVI 



SNMP 



jIaaJi JaAili managed mode 

a^Wu^W ^Ldti JL^jyi .LU3! .iJ 

++ 

jjjIjl^ (j**J jll Cj 




</L£U! jl^Jl ^ 802.11 

o*iLl\ JiaUIj master mode 



AJk\jA\ iaAjj ad-hoc mode 

monitor mode 



6. 



;Ljajl £^lj J$-^ ^Ixjuil -LL&jl (Jj 

linear ^iJi ^bSt^Vt 

polar coordiantes 



4^ long fat pipe network 

gr*J .LfcP^J VJ*&> 

j^ts a^jLj SjjjS ajuoij ^Luj (VSAT 






*bi cUai TCP/IP ^J^jji 



Line Of Joil\ ^ ^ 



LOS 
Sight 



M 



j\ J>^j3b ASJa MAC layer 
data jas %Lfa ^ij .jstai 

.link layer 



CM* MAC address 

jW <^a^aaJ fjj Cuj 48 J jiaj 

link- ^la^ll jSi (j-^ja lIjX^j jli 

++ 

.local 




MAC filtering 



c <,<\\\ l_j jL,| . JSLUI J^a jib ^^111 

yjjUc ^gic LLucl 4 toll J jj^a jib 

.U-^l c^l jrf MAC 



ojjUc- Jj±> MAC table 

JSU1I Jj^jlU ^11 o^j^ 
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jiu-J! &\i J^aj-o .MC-Card 




. L u ce n t/0 r i n oco/Avay a 



mechanical wave 

++ 

.electromagnetic wave 




master 




browser 




* * * * 

e OW jj-^j cj^^i f 



(JL-ajV^ ^)^_^- (j^>^"> 

^Sl ja J Network Neighborhood 

Places 



My Network 




Media Access Control 
iJ\ J>^W f**^ **Ja layer 

ULull .JSUI! 

data link layer 




i*j v ^ .Aiu^i A^uiii mesh 



^^kl 4_Laij <j| CliULnl A^fuJl (j-^j-^a 




< U.I 



.JjUijII message types 

Je. CjUjJ Jft Lbjc ICMP 

CllLa jLt^ll 4irjj!-> AjA^a] (JjLui^)1I 



.ICMPM .U^l 



.auJI master mode 




jjjU^ (Jaxj ^jII Cj 1 

*S*5 *Lu jlell 5* 802.1 1 

■EjljM * 




managed jl^l ^Ut ^ j 
ad-hoc u-ai^ll JaAiiij mode 



monitor L^j mode 

mode 



jjikili Jaj*i match condition 



u'j^ J MAC address 



method of the worst 

l_j j[J \yJi\ vjl^l month 




C5* ^ 

SjJflll ^gAc. c_JJall <j9 Jj^sj (fiill J^JI 



Maximum 



Depth 



of 



Discharge (DoD max ) 

cJ^-^. Jaill lfr^.l^)VuJ 



Maximum 



Power 



Point 



.^JafrVl Sj^l! (Pmax) 
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Multi 



Router 



Traffic 



d£di SUI Grapher (MRTG) 






J 



http://oss. oetiker. ch/mrtg/ 



U.FL^j.MHF 



^jL1a2! Jj^aj microfinance 




d 





^aa3! ^Su mid span injector 

end csV 11 t^j 

.span injector 



s>Usi .cjIjLu^i j^u Multipath 





multipoint-to-multipoint 

mesh AS^ixAJi 



milliwatt <j%*M J mW 



j <j1L* mlliwatts (mW) 



V-j]| Ja.j]| cjUaA MITM 

man-in-the-middle 






MMCX 



I 




I 



V! 



.Cisco j Senao ^Ij^h 



sb' My TraceRoute (mtr) 

jc. J^S ^Vu.n JUacJ < ^ 

u^j c^^l traceroute 

.http://www. bitwizard. nl/mtr/ 
traceroute / &>\j 

tracert 



N 



J^j^ N N connector 





2kl aJJ Aj 



4^ uoll diU SjIc 





ajSi^aJi Jiaj monitor mode 

^ ^^klauJl ^LaiHI JL-^V 1 




I 



JJjlx^i (jSj ^ 

jc-V fclc f^i-s V j 802.1 1 




• ** 




master 




J 



ad-hoc u-ai^lt iaAUij mode 
managed jl^l Ja^ilij mode 

.mode 



jj^i ^ .ajSi^xJ! monitor por 



I 




**** 
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Network 



address 




• * 



<ji IP 

4^ Urtll ^jl^ic aA^JjoLj # <JC^)il 

111 A^jll ^^i] Aj^j£\ Jj!^ <J 

* * * * 



.IP 



UJI 



fJ ss ^ai 5jiVi uij*B sbl .Nagios 





http://nagios.org/ 




Network Address 

Translation (NAT) 

Cllj^)jjJ ^jl^jc tiljLujj C_Luj1 J^Jl ^^*J 



J 



P 




.Voice over IP 



AJ^uJ) (JJjLlC- ^-a^jJ 



Network 



NAT 

Address 
Translation 








Jj^Ji Nat 
GNU/Linux 



Numerical 




NEC2 



Electromagnetic Code 



uiujasi Network detection 





Cy^ lKi Jj^jjjjj .NetBIOS 

session layer <-J?J! ^> 



i^ilt AiJa Network layer 

Aifiall j cIujjjVI AAilaJ Ljajl ^ajjjJ 

osi c> J* ^ «iai 

J^uj 4n^U TCP/I Pj 




£US Network mask 



netmask 




j^^aW k^jiL* sIjI .Ngrep 



^uuji f > <^ aJI .Netfilter 





<^Lu yvi ^ .GNU/Linux 

I ^ija jh^y iptables 




http://netf ilter. org/ 




I 




sbl NeTraMet 

\ 




http://freshmeat. net/projects/n 

etramet/ 
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Numerical 
Electromagnetics Code 





(NEC2) 

<jj^^J ^iLaJ *Uj till ^JJJ CAjjl 



http://www. nec2. org/ 



h tip ://n grep .sourceforge.net/ 



ju J ^ jjis (el .Alai: Node 



• * 



ClAiLnll (jl iVi t o 



J 






o 



^u^ll jsli .OFDM 



Orthogonal 



Frequency 



.Division Multiplexing 



Nominal capacity 



(Cn) 



++ 

.(Wh) <^ui *l jl! ji (Ah) 



omindirectional 



antenna 



*j ^ (_£ jLuiillj 4-i£Loj!^lll SjLoiVl 



♦* * 



.(^5^' (j-^a CIAaL^jVI 

directional ^\^f\ Jbjfl 



^Wj antenna 
.sectorial antenna 



jj^aJ! one-arm repeater 

<jSLtf jjL. ^jUj 



.repeater 



cjtija]! a^jj onion routing 

(Tor sbViS) <u^j>^ti ajI^J sbi 
TCP JAAjjj ^ 



- 1 •*• 



(ji) ^iLUi U4*ii OR logic 



<jL£ Nominal Voltage (V N ) 

.^ji 24 J 1 2 




IjU jk-a j3 jj AjSIjJ stal .ntop 

4-ll^-all 4 toll ^ja>>» ^Lq.^'uoaH 

http://www. ntop. org/ 



_<JU AiLia ^iiVl Uxitt 



JL-iaJi cjVUJi cs^i .fUavi nulling 



J 



J 




I 



C5* 





++ 

I till jLiiU jjjjjjjjij]! JJJUJ 



number 



of 



days 



of 



/LWiLutfi jjc autonomy (N) 




J^ij l^J^U J^JI 
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<J^j SjLJ oversubscribe 




i> ^ c> 



t 4 aj.Wi jIaII 



P 



JjUjII packet 




*i>i j\ ip c^yi J^jj, 




/Jill A-iSLjaVl J^li CllLo ^jia«Jj 




Ji ji TCP J-jTI* f^l 



f siiy&a packet filter 




<a±L (_£ jIuia Ale ci**^ c£.J^ .J^*^ 

Internet layer ^j^V 1 

^als^lj j>1a^&II j (jjjlic (j.o^q'i 



<j ^^i^ ajj£s partition 
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4^ Uoll A-lL (jC tiSj-a ^J^IAaII C_baA_^Jl 



>L ^V cl^j ^fl aIi^jjjj 

++ 

<jc S^ljj 4 j Villi JaaaII 





AND logic (j) ti^l 



Orthogonal 



Frequency 



Division Multiplexing - 

.^•Uioli ^ j^l f j , J3 OFDM 



£*jju OSI network model 

CjVL-afiU .OSI <%a5lt 



ISO/IEC j 

4 ISj , n * cAhL ^> uJbjj 7498-1 



** • 






TCP/IP network model 



ULuJ! 



outbound 



traffic 

.inbound traffic 



aJUI! .o^jUJ! overcharge 

Ale JStSlL AjjUnJ! L^lLal 



^11 




** * 






jAj .^JM fcL^I overdischarge 

Maximum <yj£l5 C5 ^Vi ci^ 1 
<jjUaJi ^ Depth of Discharge 
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.A^bjjtflt AiJal\ physical layer 

J OSI C5^J^ J* C5^J 





LLull 



TCP/IP 




^Uill c£>L-Vl£ JL^U ^ 
ij&L^I ^Ij^Vlj ^jjjI^II U»UVlj 



passive POE injector 

.Power over Ethernet *^i ^ 





_5 



d 



* + 




4 



pigtail 






ping 



J j L_lllall JjLuij A^luaJ 4^ uoll 

** 1 
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